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cryptolocker virus attacks several  
merced businesses - are you next?
Think it can't happen to you? Think again! Several small businesses in 
Merced have already been hit with encrypto-virus type ransomware - and 
you could be next!

You've heard the horror stories about 
organizations getting locked out of their 
own computer systems or having all of 
their f iles encrypted by cyber-criminals 
demanding a ransom to be paid for a 
decryption key, usually with a ticking 
clock. But that only happens to big 
companies, right? Wrong!

HOW DOES THIS HAPPEN?

Several recent cases of encrypto-virus 
ransomware have been reported 
attacking small businesses in Merced. In 
most of these cases it appears that the 
virus f irst infected their system because 
an employee clicked a link or opened an 
attachment from a fake email - which 
may have looked legitimate, but wasn't. 
These emails usually show up due to 
phishing, which is a type of spamming.

WHAT USUALLY OCCURS?

Once the virus has been installed on one 
computer, it can potentially infect every 
other PC connected to the network - but 
most importantly it will attack your 
server. Consider the impact it would 
have on your business if  you happen to 
get locked out of your own server and, 
even worse, when you see the screen 
showing a timer counting down -with 
cyber-criminals demanding that you pay 
$500 or risk losing all of your data!

WHAT WOULD YOU DO?

The truth is, if  you've been backing up 
your data properly, it really is nothing 
more than an inconvenience to restore 
your server to its original state. 
However, most of the businesses 

involved in the recent Merced cases did 
not have their f iles backed up in any 
other location and were forced to either 
pay up the ransom or lose their data 
forever.

HOW CAN IT BE PREVENTED?

There are several steps you can take to 
protect yourself  against ransomware 
infection. Obviously, you want to make 
sure you're running the most current 
version of the anti-virus program you 
use on your network. All anti-virus 
util it ies are not equal, so if  you're using 
one with built-in anti-ransomware 
protection, that's even better.  
Whichever anti-malware program you 
choose, it is crit ical that you keep your 
virus definit ions up-to-date.

Spam f ilters and real t ime anti- 
ransomware virus protection can go a 
long way to prevent infection on your 
network, but it isn't enough. Training 
your employees not to open suspicious 
email s is also a key element.

Read further in this issue to learn more! 
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Top 5 Things You Can Do To 
Protect Your Data
Take these simple steps to keep cyber- 
criminals out of your personal files.  
1. Backup your important  f i les
Having a backup copy of your hard drive or f iles 
on an external drive or cloud drive will ensure 
that any f iles lost from a potential ransomware 
infection can be recovered. 

2. Never open suspicious emails
Ransomware's primary means of spreading is 
through spam , fake links in email, or as  
attachments. Emails that appear to be spam or 
are messages from someone that you do not 
know or recognize should be avoided at all 
costs. It 's better to be safe than sorry. 

3. Personal ize ant i-spam and ant i-virus 
set t ings
Utilize spam detection tools are offered by most 
email providers to f ilter spam messages in your 
inbox. Also you can f ind anti-virus software that 
will f ilter spam email out which may contain a 
ransomware infection.

4. Increase the security of  Microsof t  Of f ice 
appl icat ions
You can signif icantly improve the security of MS 
Off ice by disabling some of 
its most commonly exploited 
components, such as  macros 
and ActiveX, which include 
MS Word, Access, Excel, 
PowerPoint, documents.

5. Think before you cl ick!
Hackers and cyber-crooks are 
sneaky, and they can easily 
include malicious links within 
the text of a harmless email. 
Just because an email or 
potential spam message does 
not have an attachment 
doesn't mean that it is 
completely harmless. New 
ransomware threats may 
eventually util ize enticing 
links within spam messages 
to spread.

page 2

LAW FIRMS

A small law f irm in NC was yet another 
victim of Cryptolocker ransomware, the 
infection arrived via a phishing email 
according to Paul Goodson who heads 
the f irm. Opening the email led to ?every 
single document? at the f irm being 
encrypted, Goodson says his IT 
department tried to deal with the 
malware infection then (after their 
attempts failed) he attempted to pay the 
$300 ransom but was by that point 
beyond Cryptolocker?s countdown timer. 
That has left every single document on 
the f irm?s main server, including PDFs 
and Word documents, encrypted. 

POLICE DEPARTMENTS

The Tewksbury, MA Police Department 
was hit by CryptoLocker in Dec 2015. 
They enlisted the help of the FBI, the 
Dept. of Homeland Security, the MA State 
Police, and private info-security f irms all 
to no avail. They decided to pay the 
attackers $500 in Bitcoin, after nearly 
f ive days of trying to decrypt the locked 
systems. Police Chief Timothy Sheehan 
said, ?It made you feel that you lost 
control of everything. Paying the Bitcoin 
ransom was the last resort.?
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"As a member-focused business association, we have the demanding 
technological needs of any modern business. Until we sat down with 
Aureus, we had a hodge-podge network that wasn?t keeping pace 
with our needs. We were able to put a road map together which 
addressed our immediate needs and long-term goals while working 
easily within our budget.

Aureus Consultants were with us every step of the way. They guided 
us as we began updating our work stations and helped us implement 
a state-of-the-art phone system to replace our outdated PBX system. 
Now, we?ve been able to budget for our long term needs such as a 
server replacement and appropriate software updates. Their 
expertise in planning has taken the surprise and guesswork out of 
unpredictable IT spending and we?re very grateful for the care and 
dedication they show their clients "

- Adam Cox
Chief Executive Officer
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HOSPITALS

In February, Hollywood Presbyterian 
Medical Center handed over $17,000 to 
hackers who took over its systems. Since 
then, two other hospitals in CA, as well as 
in KY and MD, were also hit. Hospitals 
not only need to beef up security so they 
can detect malicious f iles earlier, they 
also have to train employees. In the end, 
it falls on the leadership of hospitals to 
make sure cybersecurity is a priority, 
because there really isn't much patients 
can do to protect themselves.

UNIVERSITIES

The University of Calgary recently 
became a victim of a ransomware attack 
which affected their computer systems 
for 10 days while IT worked to remedy 
the issue. In the end, they paid around 
$16,000 ($20,000 Canadian) to recover 
their data, with no guarantee that it was 
even possible to restore it. The 
decryption process is t ime-consuming 
and, since decryption keys do not 
automatically restore all systems, a great 
deal of work is stil l required by IT to 
ensure all affected systems become 
operational again.

No one is safe from ransomware:

Here are just a few examples of industries that have been targeted by ransomware 
attacks and  were forced to pay real money to get their data back. 

Over1 mil l ion attacks every day



PAY THE RANSOM, OR LOSE YOUR DATA!

Spread through fake email messages, most ransomware usually targets companies through
phishing attacks. Cryptolocker will encrypt users? f iles using 
asymmetric encryption, which requires both a public and 
private key. The public key is used to encrypt and verify data 
while the private key is used for decryption, each one is the 
inverse of the other. This makes decryption impossible unless 
a user has the private key, which is stored on the 
cybercriminals? server. In order to receive the private 
decryption key, infected users are often instructed to pay $300 
-$500 and even more via Bitcoin. Infected users also have a 
time limit to send the payment, if  this t ime elapses the private 
key is destroyed and your data will be lost forever.

PROTECT YOURSELF!

It?s obvious the threat is real, so what can you do to protect 
yourself? The f irst thing you?ll need to look at is the current 
anti-virus program that you are running in your business. No 
matter which anti-virus util ity you use, it is crit ical that the 
virus definit ions are up-to-date on every computer connected 
to your network . If  you're  ant-virus util ity has a built in 
anti-ransomware feature that's a PLUS!!

Remember, if  employees are connecting their personal mobile 
devices on the same network as your server, it?s a good idea to 
have each connected device running an anti-virus app as well. 

Backup, backup, and backup your crit ical f iles. The truth is that, if  you?ve been properly backing up your data, 
it is really no more than an inconvenience to restore your f iles to their original state. You can back up your 
data several ways to protect yourself ; from using a portable external drive or USB f lash drive to subscribing 
to automated cloud backup services, and more. If  you don?t currently have a Disaster Recovery Plan in place 

for your business, you should consult your local IT expert and develop a 
strategy that?s right for you ? or you could lose your f iles forever!

cryptolocker: the threat is real

Aureus Connect ions  Quar ter l y New slet ter

page 3

What You Need To Know About Ransomware And How 
To Protect Your Company?s Crit ical  Data 
Recently, antivirus companies have discovered a new ransomware known as 
Cryptolocker. This ransomware is particularly nasty because infected users 
are forced to pay up or face losing their personal files forever. 

HERE ARE SOME OF THE COMMON 
FILE TYPES RANSOMWARE WILL 
TARGET: 

f3fr, accdb, ai, arw, bay, cdr, cer, cr2, 
crt, crw, dbf, dcr, der, dng, doc, docm, 
docx, dwg, dxf, dxg, eps, erf , indd, 
jpe, jpg, kdc, mdb, mdf, mef, mrw, 
nef, nrw, odb, odm, odp, ods, odt, orf , 
p12, p7b, p7c, pdd, pef, pem, pfx, 
ppt, pptm, pptx, psd, pst, ptx, r3d, raf, 
raw, rtf , rw2, rwl, srf , srw, wb2, wpd, 
wps, xlk, xls, xlsb, xlsm, xlsx 

STEP ONE:  DON'T PANIC YET...
Once your f iles have been encrypted, the program will create "help_decrypt" or "help_your_f iles" 
f ile types which contain specif ic instructions for paying the criminals to get your decryption key.  
STEP TWO: FOLLOW THE INSTRUCTIONS
You will be directed to the CryptoWal l  Decrypt ion Service, a website created by the developers of 
CryptoWall. It offers you one free f ile decryption and instructs you to purchase the decrypt ion tool  
for download.
STEP THREE:  PAY THE RANSOM
First you will need to register a Bitcoin wallet then you will be able to buy bitcoins with a credit card 
(we recommend you use a prepaid card) at ht tps:/ / buy.bitcoin.com/   Now you can pay the ransom!
STEP FOUR: START DECRYPTING
Return to the CryptoWall Decryption Service  and use your Bitcoin wallet to buy the decryption tool. 
Once your transaction is confirmed you will be able to download the tool and start decrypting. Put 
on a pot of coffee, this might take a while.

Actual screen 
shot from a 

Cryptolocker 
attack courtesy 
MalwareBytes 

Labs 2016.

Step-by-step 
Guide to paying 

Ransom
W e r ecom m end that  you  

never  pay a r ansom . There 
is no guarantee criminals 
will keep their end of the 

bargain. This guide is 
provided for your 
information only. 

TheUnofficial



If  you have ever watched the clock while you were 
wait ing for your browser to load, or been f rustrated 

with buf fering and slow internet  speeds in your 
business, then now is the t ime to end your worries!

As a Comcast  Business Authorized Connector:
- We work hand-in-hand with Comcast  to give 

you the best  deal  with the most  discounts.
- We can of fer you the fastest  Internet  

connect ion in the Merced area.
- We?l l  handle everything so you?l l  never 

have to waste your t ime cal l ing an 800 
number again!

- PLUS, OUR LABOR IS INCLUDED WHEN YOU 
MAKE THE SWITCH!

If  slow Internet  connect ions are slowing down your 
business, cal l  (209) 230-5818 or visit  

www.AureusConsultants.com to schedule your 

FREE consul tat ion today!

Aureus Consul tants, Inc. is a 
computer consul t ing f irm and IT 
Service Provider headquartered in 
Merced, CA. We of fer the gold 
standard in providing professional  
IT services with the most  af fordable 
opt ions for local  smal l  businesses.

Contact:
AuREUS Consultants, Inc.
P.O. Box 3529
Merced, CA 95344-1529
Phone: (209) 230-5818 
www.AureusConsultants.com

NEED FASTER INTERNET???

Ashley has vast experience in the information 
technology f ield relating to computer and 
network services, including web development. 
For the past 21 years, Ashley has provided 
computer consulting and implementation for 
his customers. Ashley is a CompTIA A+ 
Certif ied technician and holds a Bachelor?s 
degree in Business Administration from the 
California State University of Fresno.

Editor in Chief
Ashley Smith-Jenkins, President  /  IT Engineer
asmithj@aureusconsul tants.com
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- Pinpoint  any exposure or risk in 
security against  potent ial  threats

- Review your current  backup systems  to 
make sure they're working right

- Recommend ways to secure any 
vulnerabil i t ies in  your network

- Out l ine a comprehensive l ine of  
defense against  ransomware at tacks

FREE 
NETWORK  
SECURITY 
CHECK

Visit: aureusconsultants.com/securitycheck and 
schedule your FREE Network Security Check today!

Advanced malware and ransomware protection from 
Trend detects and blocks ransomware encryption activities!

Worry-Free 
Business 
Secur it y 
Services

DON'T WAIT TO BE A VICTIM, 
CALL NOW FOR A FREE QUOTE: (209) 230-5818

$ 200 Value!


