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Re: Comments on CPA Pre-Rulemaking Considerations  

The Colorado Chamber of Commerce (“Chamber”)1 submits these comments in response to the 
request of the Colorado Department of Law (“Department”) for public input on the Colorado Privacy Act 
(“CPA”) pre-rulemaking considerations.2  The Chamber shares the CPA’s goal of developing meaningful 
rules that protect consumer privacy while preserving businesses’ “ability to harness and use data in 
positive ways” that drive “innovation and bring[] beneficial technologies to society.”3  Our members are 
committed to being transparent about how they process consumers’ personal information and 
maintaining robust privacy protections to help ensure such information remains secure and subject to 
responsible handling.  Because many of our members operate both in Colorado and in other states and 
countries with well-established and defined privacy laws and regulations, these comments provide 
important perspective on how best to satisfy the Department’s principles for the rulemaking process — 
namely to clarify ambiguities and facilitate compliance, while providing consumers robust protections 
that avoid inconsistencies with other legal frameworks and promote innovation.4  

The Chamber agrees with the Department’s goal of aligning its rules with those “protections and 
obligations created by other state, national, and international frameworks.”5  Data protection regulation 
is rapidly proliferating and evolving not only across the states, but also around the world.  Four states in 

 
1 The Chamber partners with leading companies in Colorado to promote a healthy business climate in 
the state. 

2 OFF. OF THE ATT’Y GEN., PRE-RULEMAKING CONSIDERATIONS FOR THE COLORADO PRIVACY ACT (2022), 
https://coag.gov/app/uploads/2022/04/Pre-Rulemaking-Considerations-for-the-Colorado-Privacy-
Act.pdf [hereinafter PRE-RULEMAKING CONSIDERATIONS]. 

3 Concerning Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483  
(West) (to be codified at Colo. Rev. Stat. § 6-1-1302(1)(a)(IV)).  

4 See PRE-RULEMAKING CONSIDERATIONS at 1–2. 

5 Id. at 2. 
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addition to Colorado have recently enacted or substantially amended data privacy laws that will take 
effect next year.6  These requirements add to the hundreds of other global data protection laws 
currently on the books, many of which are actively enforced.7  These laws, along with volumes of 
regulations and guidance interpreting these laws,8 have created a comprehensive global data privacy 
framework within which the CPA regulations will need to fit. 

Overly prescriptive rules across a broad range of topics not only risk being inconsistent with 
these other existing laws, but also would “unduly burden anybody from developing creative, adaptive 
solutions to address challenges presented by advances in technology”9 and leave insufficient time to 
come into compliance with the new requirements, which may be highly technical in nature.10  

 
Consequently, to achieve the best results for Colorado consumers, while also giving businesses 

fair notice and time to conform to new technical specifications and legal requirements, the Chamber 
encourages the Department to focus first on the following topics that the Colorado legislature 
prioritized in the statutory text: 

 

• The universal opt-out mechanism, and  

• The good faith reliance defense.   
 
With respect to any additional topics, the Department should focus on harmonization and 

interoperability with other existing legal frameworks.  Specifically, to the extent that the Department 
pursues rulemaking in these areas, the Chamber recommends that the Department: 

 

• Ensure that definitions and requirements for dark patterns are consistent with the Federal 
Trade Commission’s (“FTC”) long-standing precedent governing online disclosures; 

 
6 Cal. Civ. Code § 1798.100 et seq.; Consumer Data Protection Act, Va. Legis. Serv. 1st Sp. Sess. 36 (2021) 
(West) (to be codified at Va. Code Ann. § 59.1-571 et seq.); Utah Consumer Privacy Act, 2022 Utah Laws 
Ch. 462 (to be codified at Utah Code Ann. § 13-2-1 et seq.); An Act Concerning Personal Data Privacy And 
Online Monitoring, 2022 Conn. Legis. Serv. 22-15 (West). 

7 See, e.g., United Nations Conference on Trade and Development, Data Protection and Privacy 
Legislation Worldwide, https://unctad.org/page/data-protection-and-privacy-legislation-worldwide; 
Personal Information Protection and Electronic Documents Act (Canada) (2000); Act on the Protection of 
Personal Information (Japan), Act No. 57 (2003) (as amended in 2020); Personal Information Protection 
Act of 2011 (South Korea) (as amended in 2020); General Data Protection Regulation (EU) 2016/679; 
General Personal Data Protection Law (Brazil), Law No. 13.709 (2018) (as amended by Law No. 13.853 
(2019)); Personal Information Protection Law (People's Republic of China) (2021). 

8 For example, the European Data Protection Board publishes opinions, guidance, and recommendations 
to guide controllers on how to comply with EU data protection law.  Similarly, the Office of the Privacy 
Commissioner of Canada and Autoridade Nacional de Proteção de Dados issue guidance on the 
application of data protection laws in Canada and Brazil, respectively.  Similar data protection 
authorities issue regulations and guidance in other jurisdictions. 

9 PRE-RULEMAKING CONSIDERATIONS at 2. 

10 See Concerning Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 
483 (West) (to be codified at Colo. Rev. Stat. §§ 6-1-1306(a)(IV), 6-1-1313(2)). 
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• Align consent requirements with existing standards with which consumers and controllers 
already are familiar; 

• Clarify that the opt-out right applies to processing for purposes of profiling that lacks any 
human oversight and presents a heightened risk of harm to Colorado consumers, similar to 
other laws governing automated decision-making; 

• Allow controllers to use the data protection assessments required under other legal 
frameworks to demonstrate compliance with the CPA; and 

• Harmonize with other legal frameworks, including with respect to deletion rights and 
publicly available information. 

   
We address each of these points in more detail below. 

I. The Department should prioritize the CPA’s rules regarding the universal opt-out mechanism 
and good faith reliance defense.    

The universal opt-out mechanism and the good faith reliance defense are the only two topics on 
which the statutory text of the CPA explicitly encourages the Colorado Attorney General to issue rules.  
Given the limited period of time before the statute takes effect, prioritizing these two topics in the 
rulemaking process also provides controllers with fair notice and time to come into compliance with the 
new technical specifications.  In particular, the Chamber requests that when the final regulations are 
enacted, the Department explicitly provide controllers a reasonable period of time to update its systems 
and build the infrastructure required to recognize new technical signals.  

As explained further below, the Chamber also requests that the regulations governing the 
universal opt-out mechanism fully adhere to the statutory criteria, encourage innovation and 
competition, and enable controllers to make reasonable determinations to manage conflicting signals. 
The Chamber also requests that the regulations address the good faith reliance defense to ensure 
enforcement appropriately focuses on those controllers “who are willfully noncomplying with the law.”11  
Privacy advocates, industry, and individuals all identified these priority topics as ones of interest in the 
June pre-rulemaking public hearings hosted by the Department.12 

A. Technical specifications for the universal opt-out mechanism must comply 
with the statutory criteria and encourage innovation and competition, while 
allowing controllers to manage conflicting signals.    

The CPA’s universal opt-out signal has the potential to provide consumers with streamlined, 
effective ways to exercise their rights.  However, in order for the universal opt-out mechanism to realize 
this potential, the CPA regulations must comply with all statutory criteria and endorse a flexible, 
technology-neutral approach that avoids overly prescriptive requirements and deters fraudulent and 
other malicious activity.  Doing so will help ensure that the Department realizes its goal of encouraging 

 
11 Alex LaCasse, Colorado Attorney General Details His CPA Enforcement Priorities At IAPP GPS22, IAPP 
(Apr. 13, 2022), https://iapp.org/news/a/colorado-attorney-general-details-his-cpa-enforcement-
priorities-at-iapp-gps22/ (hereinafter CO AG Enforcement Priorities - IAPP). 

12 See Pre-Rulemaking Public Listening Sessions on June 22 and 28, 2022, 
https://coag.gov/app/uploads/2022/06/Prerulemaking-listening-sessions.pdf. 
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innovation and competition in the development of a universal opt-out mechanism, while also allowing 
controllers to manage conflicting or unauthenticated signals that they receive.   

Significantly, the statute is explicit that any universal opt-out mechanism must satisfy certain 
specified criteria.  The regulations therefore should incorporate these criteria as required specifications 
and state that controllers need not comply with any mechanism that does not meet these required 
specifications.  For example, the regulations should specify that the opt-out mechanism:  

• May not unfairly disadvantage other controllers13 — universal opt-out mechanisms should 
promote, rather than hamper, competition.  Accordingly, the regulations should not 
recognize or preference a single mechanism that any particular organization provides for 
any specific type of technology.  Instead, the regulations should permit any universal opt-
out mechanism that satisfies the specific technical specifications that the statute and 
implementing regulations require.  As explained further below, to the extent multiple 
universal opt-out mechanisms emerge across different platforms, browsers, devices, or 
other products, the controller should be able to decide how to reasonably resolve conflicts 
between such signals by being transparent with consumers about the universal opt-out 
mechanism or mechanisms the controller recognizes and how the consumer can effectively 
exercise their opt-out rights.     

• Must be an opt-out choice14 — any mechanism that would require a consumer to take an 
action before personal data could be processed would impermissibly convert the 
mechanism into an opt-in, rather than an opt-out, choice.  Similarly, any mechanism 
involving a default or pre-selected opt-out choice in effect would be an opt-in, rather than 
the opt-out required by the statute.  Instead, the mechanism must require that the 
consumer take an affirmative, express action to choose to opt out.   

• Must clearly communicate the consumer’s unambiguous choice to opt-out of specific 
processing15 — a mechanism that is not specific to a particular consumer or is otherwise 
ambiguous is defective.  Moreover, the standard for informed choice in the context of a 
mechanism should be consistent with the notice and choice requirements otherwise 
governed by the CPA.  For example, where multiple people in a household use a device and 
the signal does not clearly communicate which particular member of the household’s choice 
it represents, the mechanism does not clearly communicate choice.  Similarly, if the 

 
13 Concerning Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483 
(West) (to be codified at Colo. Rev. Stat. § 6-1-1313(2)(a)) (“The rules must: . . . . [n]ot permit the 
manufacturer of a platform, browser, device, or any other product offering a universal opt-out 
mechanism to unfairly disadvantage another controller.”). 

14 Concerning Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483 
(West) (to be codified at Colo. Rev. Stat. § 6-1-1313(2)(b)) (“The rules must: . . . . [r]equire controllers to 
inform consumers about the opt-out choices available under Section 6-1-1306 (1)(a)(I).”).  

15 Concerning Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483 
(West) (to be codified at Colo. Rev. Stat. § 6-1-1313(2)(c)) (“The rules must: . . . . [n]ot adopt a 
mechanism that is a default setting, but rather clearly represents the consumer's affirmative, freely 
given, and unambiguous choice to opt out of the processing of personal data pursuant to Section 6-1-
1306 (1)(a)(I)(A) or (1)(a)(I)(B).”). 
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mechanism does not specify the specific type of processing from which the consumer opts 
out — namely, “targeted advertising” or “sale of personal data” — the mechanism is 
ambiguous.  This becomes particularly important in the context of state-based opt-out 
rights, which generally vary in scope across different states.  A mechanism would be unclear 
and ambiguous if it fails to accurately communicate the scope of the opt-out choice 
available to the consumer based on their state of residency, along with any limitations to 
that choice.  A mechanism is also ambiguous if it is misleading to consumers or fails to 
disclose all material information to consumers.  For example, if the mechanism represents, 
either explicitly or by implication, that it will allow consumers to opt out of all advertising, 
this would be misleading because the opt-out controls only a specific type of advertising as 
expressly defined under the statute.  Similarly, if the mechanism’s technology is effective 
only for a specific type of platform, browser, device, or other product, the mechanism must 
clearly and prominently disclose this limitation to the consumer before the consumer 
exercises their choice.  The regulations should be clear that a reasonable interpretation of 
an ambiguous or conflicting signal does not amount to a violation of the CPA, so long as the 
controller is not deceptive about the signals it recognizes and how it resolves any conflict.  
Relatedly, the regulations should specify that liability for an ineffective opt-out signal should 
remain solely with the provider of such opt-out signal. 

• Must allow the controller to accurately authenticate the consumer as a resident of 
Colorado and as a legitimate request16 — because the statute does not have extra-
territorial effect, authenticating residency is particularly important to avoid conflicts with 
laws in other jurisdictions that apply different definitions for similar types of processing.17  In 
addition, a controller need not honor a request that it reasonably believes is fraudulent or 
otherwise not legitimate.18  Consistent with the CPA’s fraud exemption,19 the regulations 

 
16 Concerning Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483 
(West) (to be codified at Colo. Rev. Stat. § 6-1-1313(2)(f)) (“The rules must: . . . . [p]ermit the controller 
to accurately authenticate the consumer as a resident of this state and determine that the mechanism 
represents a legitimate request to opt out of the processing of personal data for purposes of targeted 
advertising or the sale of personal data pursuant to Section 6-1-1306 (1)(a)(I)(A) or (1)(a)(I)(B).”).  

17 Technical specifications must avoid discriminating against interstate commerce in violation of the 
Dormant Commerce Clause.  See, e.g., People v. Boles, 280 P.3d 55, 62 (Colo. App. 2011) (“A 
discriminatory law is virtually per se invalid, and will survive only if it advances a legitimate local purpose 
that cannot be adequately served by reasonable nondiscriminatory alternatives.”) (internal quotations 
omitted) (emphasis in original).    

18 For example, the regulations should not inadvertently expand the opt-out rights to individuals to 
whom the statute does not afford such rights.  See, e.g., Concerning Additional Protection of Data 
Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483 (West) (to be codified at Colo. Rev. Stat. § 6-
1-1303(6)) (defining “consumer” as an individual acting in an individual or household context, and 
specifying that the term does not include an individual acting in a commercial or employment context). 

19 Concerning Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483  
(West) (to be codified at Colo. Rev. Stat. § 6-1-1304(3)(a)(X)) (“The obligations imposed on controllers or 
processors under this part 13 do not: . . . restrict a controller’s or processors’ ability to: . . . prevent, 
detect, protect against, or respond to security incidents, identity theft, fraud, harassment, or malicious, 
deceptive, or illegal activity; preserve the integrity or security of systems; or investigate, report, or 
prosecute those responsible for any such action.”). 
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should explicitly prohibit mechanisms that are deceptive in the transmission of opt-out 
signals or that use opt-out signals to attempt to gain unauthorized access to the controller’s 
systems or personal data.  The regulations also should reiterate that requests suspected to 
be fraudulent need not be honored.     

Beyond the specific criteria that the statute requires, the Chamber requests more generally that 
any regulations governing the opt-out signal be technology-neutral and flexible to accommodate 
inherent differences in technology.  Overly prescriptive technical specifications would chill innovation, as 
companies would have neither the incentive, nor the ability, to develop signals that are easier for 
consumers to use on new types of platforms, browsers, devices, and products as technologies change 
over time.  The technology through which consumers access the internet and interact with controllers 
and other users online will inevitably continue to evolve.  Avoiding a prescriptive set of requirements for 
the universal opt-out mechanism allows for such mechanism to progress in the most effective manner 
to facilitate the consumer’s privacy choices over time.     

This flexibility also helps ensure that the regulations remain workable within the global 
framework of privacy regulation and that controllers are able to reasonably resolve any conflicting 
signals they may receive across different platforms, browsers, devices, or other products.20  For 
example, because controllers have to honor Colorado’s universal opt-out signal in 2025,21 the 
mechanism might need to be more flexible than universal choice mechanisms that other states 
recognize and that might be more prescriptive because controllers have a choice whether or not to 
utilize them under those other statutes.22  With a compulsory response to opt-out signals, Colorado’s 
law presents foreseeable compliance challenges, as controllers will be required to respond to a signal 
that may conflict with other signals from the consumer.  Notably, the CPA already explicitly resolves 
conflicts between the universal opt-out mechanism and consent that a controller might obtain from the 
consumer.  In such circumstances, “the consent takes precedence over any choice reflected through the 
universal opt-out mechanism.”23  Similarly, the regulations also should allow controllers to reasonably 
resolve conflicts between signals they may receive across different platforms, browsers, devices, or 
other products.  For example, if a consumer visits a controller’s website through a specific browser on a 

 
20 The CPA requires that the regulations should “[a]dopt a mechanism that is as consistent as possible 
with any other similar mechanism required by law or regulation in the United States.”  Concerning 
Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483 (West) (to be 
codified at Colo. Rev. Stat. § 6-1-1313(2)(e)). 

21 Concerning Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483 
(West) (to be codified at Colo. Rev. Stat. § 6-1-1306(a)(IV)(b)). 

22 Cal. Civ. Code § 1798.135(b)(3) (“A business that complies with subdivision (a) [specifying options for a 
business-specific opt-out mechanism] is not required to comply with subdivision (b) [related to an ‘opt-
out preference signal sent with the consumer's consent by a platform, technology, or mechanism’].  For 
the purposes of clarity, a business may elect whether to comply with subdivision (a) or subdivision (b).”) 
(emphasis added). 

23 Concerning Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483 
(West) (to be codified at Colo. Rev. Stat. § 6-1-1306(a)(IV)(C)).  The regulations should also address 
potential conflicts through recognizing that technical limitations may limit how the opt-out signal can be 
facilitated.  For example, an opt-out signal expressed by a logged out user may only be feasibly 
recognized for that particular service if it is not possible to connect the signal with a particular 
consumer. 



FOR BUSINESS. FOR COLORADO. FOR TOMORROW. 

7 

particular device and the controller receives conflicting signals from that browser and device, the 
regulations should allow the controller to resolve that conflict consistent with an explanation of how it 
handles such conflicts in its privacy policy or similar privacy disclosure.    

B. The regulations should incorporate the CPA’s good faith reliance defense now 
to provide clarity and promote “creative, adaptive solutions” to protect 
consumers’ privacy in compliance with the statute.     

The Chamber urges the Department to enact regulations now that incorporate the good faith 
reliance defense, rather than wait until after the statute takes effect to provide additional clarity on this 
important issue.24  This accelerated timeline will avoid unfairly penalizing companies who act in good 
faith to comply with the statutory requirements, while also encouraging innovation and the 
development of the “creative, adaptive solutions”  the Colorado Attorney General encouraged to 
protect consumers’ privacy.25  This defense is particularly important given that a number of the CPA’s 
provisions (including the universal opt-out mechanism) are complex, technically challenging, and might 
not be fully settled by the time the statute takes effect.     

Relatedly, as part of its efforts to clarify the meaning of the CPA’s good faith reliance defense 
and provide controllers fair notice of their legal obligations, the Chamber urges the Department to 
specify that good faith reliance includes attempting to implement a change in an effort to comply with 
updated guidance within 60 days of the issuance of an opinion letter or interpretive guidance governing 
such practice.  Such a clarification is consistent with the statutory text, would bring the CPA in alignment 
with the approach taken under other U.S. state privacy laws, would give the Attorney General the 
opportunity to differentiate between willful noncompliance and good faith compliance, as well as 
provide controllers with the opportunity to address technical issues through cooperation with the 
Attorney General and district attorneys.26  For the avoidance of doubt, the rules should clarify that even 
though a company’s good faith attempts to comply with the guidance should be deemed as an act in 
good faith reliance, if a controller does not attempt to change its practices within the 60 day period, this 
does not necessarily mean the controller is in violation of the CPA, given that interpretive guidance and 
opinion letters are granted “respectful consideration,” but are “not binding.”27  To this end, the 
regulations could include the following language: 

Prior to any enforcement action pursuant to Colo. Rev. Stat. § 6-1-1311(1)(a), the Attorney 
General or District Attorney must put the controller or processor on notice of the alleged 
violation.  If a controller or processor fails to cure the violation within sixty (60) days after receipt 
of the notice of violation, the Attorney General or District Attorney can file an action to enforce 

 
24 Concerning Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483 
(West) (to be codified at Colo. Rev. Stat. § 6-1-1313(3)). 

25 See PRE-RULEMAKING CONSIDERATIONS at 2. 

26 See, e.g., Consumer Data Protection Act, Va. Legis. Serv. 1st Sp. Sess. 36 (2021) (West) (to be codified 
at Va. Code Ann. § 59.1-580(B)); Utah Consumer Privacy Act, 2022 Utah Laws Ch. 462 (to be codified at 
Utah Code Ann. § 13-61-402(3)); CO AG Enforcement Priorities - IAPP (“‘Our number one priority are 
those who are willfully noncomplying with the law, that is where our blood is going to most boil,’ Weiser 
said. ‘The opposite of that spectrum, I call it good faith, well-intentioned compliance, where you make a 
footfall, and we are going to do everything we can to differentiate between those two types of cases.’”). 

27 See Justus v. State, 336 P.3d 202, n.11 (Colo. 2014). 
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the Act.  If a controller or processor attempts to comply with an opinion letter or interpretive 
guidance within sixty (60) days of its publication, such controller or processor will be deemed to 
have acted in good faith reliance of such guidance.  If, however, a controller or processor does 
not attempt to comply with an opinion letter or interpretive guidance within sixty (60) days of its 
publication, such controller or processor shall not be deemed to be in violation of the Act. 

In addition, the Department should adopt a non-exhaustive list of criteria that companies can 
rely on to demonstrate good faith reliance.  One of these criteria should include compliance with 
functionally similar requirements under other legal frameworks given that many of the requirements of 
existing legal and regulatory frameworks overlap with those of the CPA.28  Such a clarification would 
help align the regulations with other legal frameworks while ensuring the personal data of Colorado 
consumers is appropriately protected.  To address this, the Chamber proposes the following language 
for the regulations: 

Controllers and processors can demonstrate good faith reliance through compliance with 
other functionally similar laws or regulations. 

 Such language also is consistent with the Attorney General’s goals to “facilitate interoperability” 
and “efficient and expeditious compliance”29 by recognizing that good faith compliance with functionally 
similar privacy laws should constitute a defense to alleged violations.    

II. To the extent the Colorado Attorney General issues rules on any additional topics, such rules 
should focus on harmonization and interoperability with other existing legal frameworks. 

As the Attorney General has acknowledged, Colorado joins a growing number of U.S. states that 
have adopted comprehensive privacy legislation and the multitude of data protection rules and 
regulations in effect worldwide.  In order to issue regulations within the short statutorily-mandated time 
frame, while also avoiding imposing on controllers conflicting or unnecessarily complicated legal 
requirements with minimal benefits to Colorado consumers, it will be critical to harmonize any 
additional rules that the Attorney General enacts with those of other legal frameworks.  As explained 
further below, the Chamber requests that — only to the extent the Attorney General determines 
specific regulation of dark patterns, consent, profiling, data protection assessments, the deletion right, 
or the definition of “publicly available information” is necessary — such regulations are interoperable 
with other state, federal, and international legal requirements. 

A. If the Colorado Attorney General issues rules on dark patterns, they should align with 
FTC guidance and avoid prescriptive rules that would grow stale as technologies 
change. 

 
28 For example, multiple legal frameworks require data protection assessments, but the prescriptive 
thresholds, scope, and processes are different in ways that provide no meaningful benefit to consumers 
while imposing unduly burdensome and conflicting paperwork and recordkeeping obligations on 
controllers.  Accordingly, the Chamber encourages the Department to clarify (as Virginia has done) that 
a controller can rely on similar data protection assessments it conducted under other laws to address 
CPA obligations.  See Consumer Data Protection Act, Va. Legis. Serv. 1st Sp. Sess. 36 (2021) (West) (to be 
codified at Va. Code Ann. § 59.1-576(E)).     

29 PRE-RULEMAKING CONSIDERATIONS at 2. 
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The pre-rulemaking considerations raise a number of questions related to so-called “dark 
patterns.”  Despite the recent flurry of discussions around this term, its meaning is already well-
understood through over forty years of FTC guidance and enforcement actions specifying what practices 
and user interfaces fail to provide adequate notice to, and secure consent from, consumers.  For 
example, the FTC has identified the following practices as unlawful: (1) buried language that obscures 
disclosures and material terms;30 (2) poorly-labeled hyperlinks that hide material terms from 
consumers;31 (3) trick language that confuses consumers;32 and (4) bait and switch practices.33  
Relatedly, as the FTC has focused its discussions of dark patterns on the presentation of choices that are 
material to consumers (i.e., would affect their choice to buy a good or service), the Department should 
adopt a similar focus.34  The Department should incorporate the decades of unfair and deceptive 
practices enforcement and guidance to protect Colorado consumers, similar to the approach taken in 
the Connecticut comprehensive privacy statute.35   

 
30 FED. TRADE COMM’N, .COM DISCLOSURES: HOW TO MAKE EFFECTIVE DISCLOSURES IN DIGITAL ADVERTISING 10 

(2013) [hereinafter .COM DISCLOSURES], https://www.ftc.gov/sites/default/files/attachments/press-
releases/ftc-staff-revises-online-advertising-disclosure-guidelines/130312dotcomdisclosures.pdf.  
Similarly, the FTC has emphasized the need for prominent disclosures, particularly where a user may not 
expect a given practice, and warned against “burying” important notices to consumers.  Id. at 18.    

31 As the FTC has detailed throughout its .com Disclosures guidance, hyperlinks should provide access to 
disclosures that are not integral to the claim and should be labeled in a way that conveys the type and 
import of information to which they lead if clicked.  See id. at ii.  The FTC also has brought enforcement 
actions against companies that the FTC alleged used vague notifications and hyperlinks to obfuscate 
material changes in their practices.  See, e.g., Complaint at ¶ 20, Fed. Trade Comm’n v. Vizio, Inc., (No. 
17- 00758) (D.N.J. filed Feb. 6, 2017) (“The notification provided no information about the collection of 
viewing data or ACR software.  Nor did it directly link to the settings menu or privacy policy.”). 

32 The FTC has provided numerous examples of user interface design that can potentially confuse or trick 
consumers, and previously enforced against companies that allegedly deceived consumers with 
confusing terms or settings.  See .COM DISCLOSURES, Appendix (detailing twenty-two examples of clear 
and unclear disclosures); see, e.g., Fed. Trade Comm’n, Press Release, Rent-To-Own Payment Plan 
Company Progressive Leasing Will Pay $175 Million to Settle FTC Charges It Deceived Consumers About 
Pricing (Apr. 20, 2020), https://www.ftc.gov/news-events/news/press-releases/2020/04/rent-own-
payment-plan-company-progressive-leasing-will-pay-175-million-settle-ftc-charges-it. 

33 The FTC has provided extensive guidance on bait-and-switch techniques and pursued enforcement 
action against defendants engaged in bait and switch schemes.  See, e.g., Fed. Trade Comm’n, 
Advertising FAQ’s: A Guide for Small Business (Apr. 2001), https://www.ftc.gov/business-
guidance/resources/advertising-faqs-guide-small-business; Fed. Trade Comm’n, Native Advertising: A 
Guide for Businesses (Dec. 2015), https://www.ftc.gov/business-guidance/resources/native-advertising-
guide-businesses; Fed. Trade Comm’n, Guides Against Bait Advertising (2012), 
https://www.ftc.gov/legal-library/browse/rules/guides-against-bait-advertising. 

34 See FED. TRADE COMM., POLICY STATEMENT ON DECEPTION 1 (1983) (noting that, for a finding of deception, 
the practice “must be a ‘material’ one,” meaning that “[t]he basic question is whether the act or practice 
is likely to affect the consumer’s conduct or decision with regard to a product or service”). 

35 See also An Act Concerning Personal Data Privacy And Online Monitoring, 2022 Conn. Legis. Serv. 22-
15 (West) §§ 12(1), (11) (incorporating the FTC’s standard). 
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Further, the Department should avoid prescriptive requirements that quickly will grow stale 
with the development of new technologies that present disclosures and facilitate consumers’ choice in 
new ways.  For example, prescriptive rules about the size and placement of buttons or the presentation 
of colors might not be applicable to devices that are audio-only or that use alternative display or input 
technologies (such as hand gestures), and limiting the presentation options to a defined list could 
discourage companies from developing innovative ways to draw consumers’ attention to important 
notices, such as in virtual or augmented reality environments.  Instead, and consistent with the FTC’s 
approach in its decades of interpreting what constitutes an unfair or deceptive practice, the Department 
should issue guidance on determining whether the prominence and placement of disclosures 
appropriately convey the information and choice to the consumer.  This approach would mitigate the 
risk of introducing conflicting standards with well-settled law.  It also recognizes that context matters 
when facilitating consumer choice.    

B. If the Department issues guidance on consent, it should promote consent frameworks 
with which consumers are familiar. 

Existing laws and regulatory guidance at both the state and federal levels already have 
established clear and comprehensive standards for what choice mechanisms constitute effective 
consent.36  These frameworks are nuanced and recognize that the specific form of consent should 
depend on the particular context.37  For example, the FTC recognized that a one-size-fits-all approach to 
consent is not the most effective means to obtain consumer consent, and instead, a context-specific 

 
36 See, e.g., FED. TRADE COMM’N, PROTECTING CONSUMER PRIVACY IN AN ERA OF RAPID CHANGE 57 (2012), 
https://www.ftc.gov/sites/default/files/documents/reports/federal-trade-commission-report-
protecting-consumer-privacy-era-rapid-change-recommendations/120326privacyreport.pdf [hereinafter 
FTC PRIVACY REPORT] (“‘[A]ffirmative express consent’ may include “presenting [consumers] with a clear 
and prominent disclosure, followed by the ability to opt in to the practice being described”); Consumer 
Data Protection Act, Va. Legis. Serv. 1st Sp. Sess. 36 (2021) (West) (to be codified at Va. Code Ann. § 
59.1-571) (“‘Consent’ means a clear affirmative act signifying a consumer's freely given, specific, 
informed, and unambiguous agreement to process personal data relating to the consumer.  Consent 
may include a written statement, including a statement written by electronic means, or any other 
unambiguous affirmative action.”); FED. TRADE COMM’N, ENFORCEMENT POLICY STATEMENT REGARDING 

NEGATIVE OPTION MARKETING 4–5 (2021),  
https://www.ftc.gov/system/files/documents/public_statements/1598063/negative_option_policy_stat
ement-10-22-2021-tobureau.pdf (addressing consent in the context of negative options); Wash. Rev. 
Code § 19.375.020 (addressing consent to collect biometric data).  Avoiding prescriptive standards also 
leaves room for controllers to innovate and provide consumers with a clearer and easier way for them 
to communicate their choice depending on the nature of their relationship with the customer.  For 
example, a controller with multiple products with the consumer could develop a unified consent area 
within a service that allows the consumer to make choices about how their personal data will be 
collated, used, and shared across all the experiences provided by that controller.  Additionally, 
developers of virtual reality technology may seek to provide the consumer with ways to interact with 
their choices in the virtual world.  The CPA regulations should seek to encourage, not hamper, 
controllers seeking to provide more effective choices to consumers about their data. 

37 FTC PRIVACY REPORT, at 57 (recognizing that certain changes to privacy practices require prominent 
notice and choice, whereas others require affirmative express consent).    
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approach to consent is more appropriate.38  Other state and federal laws and decisions tailor the 
consent required depending, for example, on the sensitivity of the data at issue, the type of activity, and 
whether the data is being used internally or disclosed to third parties.39  Given the variety of contexts, 
the diversity of companies requesting consent from consumers, and the array of technologies with 
which consumers give consent, new prescriptive requirements around consent would harm consumers 
unnecessarily by creating a complicated and burdensome process for consumers to communicate their 
choices.  Accordingly, the Chamber urges the Department to refrain from creating consent standards 
that are in tension with other state, federal, and international requirements or that could exacerbate 
consumer consent fatigue.40 

C. If the Department issues rules governing “profiling in furtherance of decisions that 
produce legal or similarly significant effects,” such rules should focus on the highest-
risk applications of this technology as other legal frameworks have done. 

The CPA statute notably does not direct the Department to issue regulations governing profiling.  
Nevertheless, however, the pre-rulemaking considerations raise the issue of “profiling,” which means 
“any form of automated processing to evaluate, analyze, or predict” certain personal aspects.41  
Automated decision-making systems have tremendous potential to tackle an array of social challenges 

 
38 Id. 

39 See, e.g., 18 U.S.C. § 2710(2)(B) (“A video tape service provider may disclose personally identifiable 
information concerning any consumer . . . to any person with the informed, written consent (including 
through an electronic means using the Internet) of the consumer . . . .”) (emphasis added); 47 U.S.C. 
§ 227(b)(1) (“It shall be unlawful for any person within the United States, or any person outside the 
United States if the recipient is within the United States . . . to make any call (other than a call made for 
emergency purposes or made with the prior express consent of the called party) using any automatic 
telephone dialing system or an artificial or prerecorded voice . . . .”) (emphasis added); 15 U.S.C. 
§ 8403(2) (“It shall be unlawful for any person to charge or attempt to charge any consumer for any 
goods or services sold in a transaction effected on the Internet through a negative option feature . . . , 
unless that person . . . obtains a consumer’s express informed consent . . . .”) (emphasis added); 16 C.F.R. 
§ 312.5(a)(1) (“An operator is required to obtain verifiable parental consent before any collection, use, 
or disclosure of personal information from children, including consent to any material change in the 
collection, use, or disclosure practices to which the parent has previously consented.”) (emphasis 
added); Cal. Civ. Code § 56.10(a) (“A provider of health care, health care service plan, or contractor shall 
not disclose medical information regarding a patient of the provider of health care or an enrollee or 
subscriber of a health care service plan without first obtaining an authorization . . . .”) (emphasis added). 

40 Too many choices or those that complicate or clutter the user experience can lead to “choice fatigue.”   
FTC PRIVACY REPORT at 49 (internal quotations omitted).  Moreover, and as demonstrated by the effect of 
EU cookie banner requirements, requiring the consumer to provide multiple or regular consents results 
in a frustrating consumer experience online.  In fact, the UK digital minister has criticized the “endless” 
parade of cookie pop-ups requesting consent.  See Data Protection ‘Shake-Up’ Takes Aim at Cookie Pop-
ups, BBC NEWS (Aug. 26, 2021), https://www.bbc.com/news/technology-58340333.    

41 Concerning Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483  
(West) (to be codified at Colo. Rev. Stat. § 6-1-1303(20)) (defining “profiling” as any form of automated 
processing of personal data to evaluate, analyze or predict personal aspects concerning an individual’s 
economic situation, health, personal preferences, interests, reliability, behavior, location, or 
movements). 
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and improve consumers’ lives, from addressing climate change to improving accessibility and mobility 
for disabled people.42  To support companies in developing these beneficial technologies, while also 
affording consumers appropriate protection under the law, the Chamber urges the Department to 
clarify that consumers have the ability to opt out of automated decision-making systems that present 
the highest risk to consumers — specifically, those that are both solely automated (i.e., lack any human 
oversight)43 and could affect a consumer significantly44 — that the statute does not otherwise exempt.45  
Indeed, such an approach would be consistent with other legal frameworks that limit their opt-out right 
to automated decision-making technologies that produce solely automated decisions that have 
significant effects on an individual.46   The widespread adoption of this approach is rooted in important 
public policy goals because absent such practical limitations, a consumer’s choice to opt-out of profiling 
could be broader than the consumer intended and apply to a number of socially beneficial uses of 
technology that improve consumers’ lives.47  It also ensures that companies have procedures and 

 
42 The use of technological advances and tools to “help solve societal problems and improve lives” is part 
of the legislative declaration underpinning the CPA.  See Concerning Additional Protection of Data 
Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483 (West) (to be codified at Colo. Rev. Stat. §6-
1-1302(b)(I)). 

43 FTC, Big Data, A tool for Inclusion or Exclusion, at 32, 
https://www.ftc.gov/system/files/documents/reports/big-data-tool-inclusion-or-exclusion-
understanding-issues/160106big-data-rpt.pdf (“It may be worthwhile to have human oversight of data 
and algorithms when big data tools are used to make important decisions”). 

44 The CPA defined “decisions that produce legal or similarly significant effects ”as a “decision that 
results in the provision or denial of financial or lending services, housing, insurance, education 
enrollment or opportunity, criminal justice, employment opportunities, health-care services, or access 
to essential goods or services.”  Concerning Additional Protection of Data Relating To Personal Privacy, 
2021 Colo. Legis. Serv. Ch. 483 (West) (to be codified at Colo. Rev. Stat. § 6-1-1303(10)). 

45 For example, automated decision-making systems that process personal data of employees are 
explicitly outside the scope of the statute.  See Concerning Additional Protection of Data Relating To 
Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483  (West) (to be codified at Colo. Rev. Stat. § 6-1-1303(6)). 

46 The Connecticut privacy statute likewise grants consumers a right to opt-out of certain profiling 
activities in furtherance of “solely automated decision-making.”  An Act Concerning Personal Data 
Privacy And Online Monitoring, 2022 Conn. Legis. Serv. 22-15 (West) § 4(a)(5)(C) (emphasis added).  To 
the extent that the regulations are interested in addressing civil rights or discrimination, these harms are 
addressed through existing statutes, such as civil rights laws.  Accordingly, the regulations should focus 
on activities that are not covered by existing laws. 

47 A controller could use profiling that results in a decision that produces a legal or similarly significant 
effect on the consumer without posing high risk and in a manner that a consumer would not seek to 
limit.  For example, a calendar bot that sends reminders to book a medical appointment could be 
construed as a decision that relates to the provision of healthcare services, though such a decision is 
hardly one that presents a heightened risk to a consumer and may in fact be appreciated by the 
consumer.  Likewise, a tax filing software’s recommendation engine that suggests key documents 
needed to prepare for an individual’s filing may technically be a type of financial service, but it is unlikely 
to result in a material or meaningful harm to the consumer.  Consequently, rules regarding automated 
decision-making should apply where the application presents a high risk to consumers only.  See, e.g., 
EU AI Act Preliminary Draft (setting forth requirements for higher risk AI applications); Press Release, 
Wyden, Booker, and Clarke Introduced Algorithmic Accountability Act of 2022 To Require New 
(continued…) 
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practices in place for human oversight for the most significant and consequential uses of automated 
decision-making in the context of profiling.  

D. Guidance on data protection assessments should align with the statutory text and 
other legal frameworks. 

If the Attorney General decides to issue guidance on when data protection assessments are 
required, the Chamber encourages the Department to explicitly recognize that controllers may address 
their obligations to conduct data protection assessments by relying on similar data protection 
assessments conducted under other laws.  This recognition aligns with other state and international 
frameworks, and would facilitate efficient and expeditious compliance.48  For example, both the 
statutory text and other legal frameworks recognize that assessments should be mandatory only for 
processing that presents a heightened risk of harm to consumers.  Under the CPA, these activities should 
consist of those enumerated activities in the statute that the legislature already determined would 
present a heightened risk of harm.49  This threshold standard will help ensure that companies prioritize 
analyzing the activities that could present the greatest reasonably foreseeable risk to Colorado 
consumers, similar to how such controllers already must currently prioritize analyzing their activities 
around the world.50   

Consistent with other regulators, the Colorado Attorney General should avoid creating 
prescriptive requirements around what balances controllers must strike, and what must appear, in data 
protection assessments.  Providing this flexibility has the added benefit of facilitating “adaptive solutions 
to address challenges presented by advances in technology,”51 because controllers will have the 
freedom to consider all the risks in an activity and all the ways that they can minimize harm to 
consumers.  The Department could publish a set of voluntary factors that the controller could consider 
as they undertake a data protection assessment, which could include, among other things, the context 

 
Transparency and Accountability for Automated Decision Systems (Feb. 8, 2020), 
https://www.wyden.senate.gov/news/press-releases/wyden-booker-and-clarke-introduce-algorithmic-
accountability-act-of-2022-to-require-new-transparency-and-accountability-for-automated-decision-
systems (announcing a bill to require assessments for high-risk decisions). 

48 See Consumer Data Protection Act, Va. Legis. Serv. 1st Sp. Sess. 36 (2021) (West) (to be codified at Va. 
Code Ann. § 59.1-576(E)); An Act Concerning Personal Data Privacy And Online Monitoring, 2022 Conn. 
Legis. Serv. 22-15 (West) § 8(e). 

49 Concerning Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483 
(West) (to be codified at Colo. Rev. Stat. § 6-1-1309(2)) (defining “processing that presents a heightened 
risk of harm to a consumer” as processing personal data for purposes of targeted advertising or profiling 
if the profiling presents a reasonably foreseeable risk of (a) unfair or deceptive treatment of, or unlawful 
disparate impact on, consumers, (b) financial or physical injury, (c) a physical or other intrusion upon the 
solitude or seclusion, or the private affairs or concerns, of consumers if the intrusion would be offensive 
to a reasonable person, or (d) other substantial injury to consumers).  

50 See, e.g., Consumer Data Protection Act, Va. Legis. Serv. 1st Sp. Sess. 36 (2021) (West) (to be codified 
at Va. Code Ann. § 59.1-576(A)(5)); General Data Protection Regulation (EU) 2016/679, Art. 35. 

51 PRE-RULEMAKING CONSIDERATIONS at 2.    



FOR BUSINESS. FOR COLORADO. FOR TOMORROW. 

14 

of the process with respect to the relationship between the controller and consumers as well as 
technical and organizational measures designed to minimize risks.   

III. To achieve its goal of harmonization and interoperability, the Department should address all 
issues other than the universal opt-out and good faith reliance defense  through a task force.    

The Chamber urges the Department to avoid enacting regulations where there is already 
established clarity and meaning across the principles, terminology, and requirements shared by the CPA 
and other existing laws and regulations, and to instead regulate further only as needed to remedy 
demonstrable consumer harm.  To assist with these efforts, the Chamber encourages the Department to 
follow the approach taken in other states that have established expert task forces to study and make 
recommendations on many of the important issues raised in the pre-rulemaking considerations with a 
goal of aligning with other legal frameworks.52   

For example, the task force could provide recommendations for harmonizing definitions, 
including what constitutes “biometric” information, with those contained in other existing legal 
frameworks.53  The task force also could assist with identifying exemptions that are common across 
global privacy frameworks, such as protecting the rights and freedoms of others and maintaining 
intellectual property rights, including trade secrets.54  Additionally, the task force could clarify how the 
meaning of “publicly available information” is consistent with First Amendment protections, such as by 
acknowledging that widely distributed media qualifies as “information that a controller has a reasonable 
basis to believe the consumer has lawfully made available to the general public.”55  The task force also 
could clarify that companies can honor requests to delete all information “concerning a consumer” in 
multiple ways — including either by treating a request to delete as a request to opt out or retaining 
enough information about the consumer to re-delete any later acquired data — in order to resolve the 
operational ambiguity controllers face when they receive data from sources other than the consumer.56.  

 
52 See, e.g., Consumer Data Protection Act, Va. Legis. Serv. 1st Sp. Sess. 36 (2021) (West) (to be codified 
at Va. Code Ann. § 59.1-581.2); An Act Concerning Personal Data Privacy And Online Monitoring, 2022 
Conn. Legis. Serv. 22-15 (West) § 12. 

53 See, e.g., Consumer Data Protection Act, Va. Legis. Serv. 1st Sp. Sess. 36 (2021) (West) (to be codified 
at Va. Code Ann. § 59.1-571). 

54 See, e.g., An Act Concerning Personal Data Privacy And Online Monitoring, 2022 Conn. Legis. Serv. 22-
15 (West) § 4. 

55 See Sorrell v. IMS Health, Inc., 564 U.S. 552, 563–65 (2011); see also Kleindienst v. Mandel, 408 U.S. 
753, 762 (1972) (“In a variety of contexts this Court has referred to a First Amendment right to ‘receive 
information and ideas.’”). 

56 Concerning Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 483 
(West) (to be codified at Colo. Rev. Stat. § 6-1-1307(1)(C) (“This part 13 does not require a controller or 
processor to do any of the following solely for purposes of complying with this part 13: . . . collect . . . 
any data or technology in order to enable the controller to associate an authenticated consumer request 
with personal data.”). Like Virginia and Connecticut, the task force could consider treating a deletion 
request as a request to cease processing the consumer’s personal data “for any purpose except for 
those exempted.”  See Consumer Data Protection Act, Va. Legis. Serv. 1st Sp. Sess. 36 (2021) (West) (to 
be codified at Va. Code Ann.§ 59.1-577(B)(5) (“A controller that has obtained personal data about a 
consumer from a source other than the consumer shall be deemed in compliance with a consumer's 
(continued…) 
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An expert task force is best situated to grapple with these topics and follows the example provided by 
other state statutes. 

Specifically, the Attorney General should appoint a task force that includes, but need not be 
limited to, representatives from controllers who control or process the personal data of at least 100,000 
consumers, academia, consumer advocacy groups, attorneys with experience in privacy law, and the 
office of the Attorney General.  The task force shall submit its findings, best practices, and 
recommendations to the Attorney General no later than July 1, 2025.  To the extent the task force 
recommends further regulation, the Department should engage in further rulemaking seeking feedback 
on the recommendations.  This approach will help ensure that the Department avoids inflexible, 
prescriptive rules that conflict with regulatory interpretations and enforcement in other jurisdictions.     

While the task force undertakes this review, the Department will have various tools at its 
disposal to monitor and enforce compliance (including, for example, its authority to evaluate data 
protection assessments submitted by controllers and to enforce the statute consistent with Section 6-1-
1311 of the Act) and to provide informal guidance (such as opinion letters and other interpretive 
guidance).57   

Rather than rushing to enact prescriptive regulations across a broad range of topics that overlap 
with and could inadvertently conflict with similar existing state, federal, and international privacy 
frameworks, the Chamber recommends an approach of issuing targeted regulation now related to the 
universal opt-out mechanism and good faith reliance defense, supplemented by the important work of 
the expert task force and the Attorney General’s other authorities to monitor for and enforce 
compliance and provide informal guidance.  Based on the experience of the Chamber’s members who 
operate in Colorado and other jurisdictions with established data protection frameworks, the Chamber 
believes this thoughtful approach best prepares the Department to successfully achieve its principles of 
promoting consumer rights; clarifying ambiguities where necessary; facilitating efficient and expeditious 
compliance; harmonizing the CPA with other state, national, and international frameworks; and 
promoting innovation.58 

 
request to delete such data . . . by either (i) retaining a record of the deletion request and the 
minimum data necessary for the purpose of ensuring the consumer's personal data remains deleted 
from the business’s records and not using such retained data for any other purpose pursuant to the 
provisions of this chapter or (ii) opting the consumer out of the processing of such personal data for any 
purpose except for those exempted pursuant to the provisions of this chapter.”) (emphasis added); An 
Act Concerning Personal Data Privacy And Online Monitoring, 2022 Conn. Legis. Serv. 22-15 (West) § 
4(c)(5) (“A controller that has obtained personal data about a consumer from a source other than the 
consumer shall be deemed in compliance with a consumer’s request to delete such data . . . by (A) 
retaining a record of the deletion request and the minimum data necessary for the purpose of 
ensuring the consumer’s personal data remains deleted from the controller’s records and not using 
such retained data for any other purpose pursuant to the provisions of [this Act], or (B) opting the 
consumer out of the processing of such personal data for any purpose except for those exempted 
pursuant to the provisions of [this Act].”) (emphasis added).     

57 See Concerning Additional Protection of Data Relating To Personal Privacy, 2021 Colo. Legis. Serv. Ch. 
483 (West) (to be codified at Colo. Rev. Stat. §§ 6-1-1309(4), 6-1-1313(3)). 

58 PRE-RULEMAKING CONSIDERATIONS at 1–2. 
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The Chamber appreciates the state’s leadership as a center for innovation and technological 
development and looks forward to having an ongoing dialog with the Department on these important 
issues throughout the rulemaking process.     

Sincerely, 
 

 
Loren Furman 
President & CEO 

 
 


