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Although outside attackers have some sort of understanding of where 
sensitive information is usually stored, it is very rare that they are fully aware 
of the privileges of the account they are taking over. Due to the lack of this 
information, the activities of both the outside attacker and a regular user 
usually differ greatly. To detect these deviations, LogPoint UEBA is designed 
in a way that it continuously monitors normal user behavior to detect any 
anomalies which might indicate that suspicious activities are taking place.
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Introduction

LogPoint’s cloud approach is designed and built with 

inherent security in mind. LogPoint UEBA looks holistically 

at activities from across the organization by analyzing the 

data gathered in the LogPoint SIEM and sending it to 

the cloud for fast, scalable and easy analysis. The analysis 

of activities is put in place to build a series of baselines 

that define normal account, machine and application 

behavior, and access patterns towards files, URLs and 

records within enterprise applications. Key benefits and 

capabilities of LogPoint’s SIEM include:

• No raw data is sent out of the on-prem 

SIEM solution, making it more secure 

than other solutions on the market

• The encryption key remains on-prem – all analysis of 

traffic and values is carried out on encrypted values

• Indicators are sent back to the SIEM encrypted – the 

cloud solution will never know the true IP address, 

user identity or document name in question

• Indicators are decrypted on the SIEM, enabling 

fully transparent secure processing of incidents 

for the analyst, on-prem and within the SIEM

The result is an overview of different users’ varying 

degrees of abnormal actions. Abnormalities are translated 

through advanced algorithms into a risk score. If a user 

account is compromised and acting within the network, 

a user’s risk score increases to indicate a potential threat 

to the enterprise.

This innovative and flexible approach means LogPoint 

UEBA is able to cover multiple security use cases with a 

single platform. Most UEBA vendors deliver their analytics 

on “supported platforms,” such as Windows, SharePoint, 

Exchange, etc., but LogPoint UEBA is different. LogPoint 

UEBA has built its detection capabilities, entity tracking 

and risk calculation all on the LogPoint taxonomy, 

meaning that as long as data is normalized, it will be 

supported by the models and in turn, risky behavior by 

users will be detected to provide full visibility.

The wide range of use cases included in LogPoint 

UEBA supports both the detection of attacks carried 

out but outside attackers and insiders residing within an 

organization, boosting analysts’ overall efficiency. Our 

UEBA is built to fully support and enhance all benefits of 

the LogPoint solution, meaning that it further improves 

security monitoring, business analytics and compliance, 

including but not limited to regulation like HIPAA, AML 

and GDPR. 





1 Verizon: 2018 Data Breach 
Investigation Report, 11th edition, p.10

2 Cybersecurity-Insiders,  
218 Insider Threat Report, p.4

Detecting insider threats  
more quickly and effectively 

Detecting insider attacks before they have the potential 

to succeed in compromising an organization remains 

a major challenge for enterprises today. According to 

the 2018 Verizon Data breach report1 , 60 percent of 

breaches took months or longer to discover, meaning 

that by the time breaches were detected, the damage 

had already occured. Discovering the indicators of 

compromise (IOCs) is key for efficient detection. This, 

however, requires that all data sources containing 

potential IOCs must be ingested and monitored, a 

challenge for many products. With LogPoint UEBA, 

ingesting, correlating and baselining critical log data 

is made seamlessly easy. LogPoint’s analytics models 

are built to automatically detect and link IOCs, and 

visualize the potential attack so analysts can take 

countermeasures immediately to detect: 

• Potential Account Compromise: The 2018 Insider 

Threat Report by Cybersecurity-Insiders2 found that 

53 percent of organizations had fallen victim to insider 

attacks within the past 12 months . Once credentials 

are compromised and the attacker is in control of 

the account, classic controls are no longer effective. 

The only effective detection once an attacker has 

credentials is to monitor abnormal behavior both in 

the network and inside of enterprise applications.

With LogPoint UEBA, detecting suspicious behaviors 

and compromised accounts becomes highly effective 

and intuitive. Once the UEBA module catches any 

indicators of suspicious activity in a network, it will 

start to connect the anomalies to give analysts a 

complete overview of the account type, geography, 

authentication time and locations, along with the 

users or entities involved. 

• Machine Compromise: Another common approach 

for advanced persistent threats (APTs), prolonged 

attacks and more complex breaches is when machines 

are compromised and act as staging platforms for 

further attacks. 

LogPoint UEBA uses endpoint and network data to 

build baselines and detect anomalous application and 

process activity. It also applies analytics to detect traffic 

generation that originates from machines, indicating 

bot-activity. LogPoint UEBA uses proxy and netflow 

logs to detect outbound HTTP calls against unusual 

geographies, large HTTP responses, application/port 

combinations and high or anomalous DNS requests 

volumes. In this context, unusual geographies are 

based on the baseline – typical geographies that 

machines communicate with and the normal patterns 

of communication in terms of size and application 

uses during the day, week, month and year.

• Internal Attacks and Lateral Movement: Once 

a foothold is established, the attacker attempts 

to understand the network and search for where 

valuable data is located. Attackers will use scanning 

applications or operating system commands to better 

understand how to move around and access targeted 

data within a network. 

LogPoint UEBA uses a mix of endpoint, Active Directory 

and repository data to watch for behaviors that differ 

from normal baselines. These include unusual activity 

by day of week or time of day, unusual access to servers, 

file shares, applications or other resources, an unusually 

high amount of access to certain resources, anomalous 

application usage and anomalous access patterns to 

storage. As LogPoint UEBA adds netflow analytics, 

new models watching for unusually high amount of 

connections by an endpoint or anomalous connections 

between endpoints, and unusual port scans will be 

added.

• Data Staging and Exfiltration: In the later stages of 

the breach, compromised accounts or machines will 

attempt to move data into staging areas to where it can 

be easily withdrawn from the organization’s network. 

While preparing the data for removal, attackers will 

utilize tools such as PSExec or remote desktop tools 



(e.g. internet mail or file transer protocol (FTP) services. 

It’s at  this point where companies are faced with the 

last possible line of defense, meaning visibility and 

detection are crucial for data loss prevention. 

LogPoint UEBA offers unique capabilities for detecting 

the later stages of the kill chain. LogPoint UEBA 

can ingest the log data of enterprise applications 

(SalesForce, Jira, SAP, Office365, etc.), product lifecycle 

management (Catia, Windchill, etc.), and document 

repositories (SharePoint, Documentum, etc.). From 

these data sources, LogPoint UEBA will detect unusual 

time, usage, access and data-movement anomalies 

that are typical indicators for this step in the kill chain. 

By also adding consuming enterprise data replication 

and Active Directory, LogPoint UEBA can correlate the 

corporate data anomalies with unusual applications 

usage (PsExec, RDP, Zip), unusual volume of data 

movement, the creation of anomalously large zip files 

and unusual amount of system-level access to servers, 

file shares, printers or other resources. Additionally 

providing network context to the detection, LogPoint 

UEBA will watch, detect and highlight anomalous 

staging and lateral movement including (the highly 

unusual) intra-workstation high volume data transfers, 

unusual protocol/port combinations and unusually high 

amounts of data access.

With LogPoint UEBA, companies gain visibility into the 

attacks, including the patterns of abnormal activity that 

will be associated with final stages of the kill chain — 

with the ability to connect abnormal activity together 

in terms of accounts, machines, files and applications. 

Security analysts are able to visualize the attack, quickly 

validate and understand its context, and drill back 

to the original data, allowing immediate actionable 

insights while enabling fast and accurate responses. It 

should also be noted that in the case of an attack being 

detected very early in the process, or in the unlikely 

event that only a few IOCs are detected, LogPoint 

UEBA’s threat-hunting user interface enables security 

analysts to take even a small amount of information 

and query into other systems to uncover additional 

IOCs and contextual understanding to stop an attack.

The Overview page: This gives you on overview of the level of risk your organisation is exposed to. This is a good place to 
get a general overview of your current risky entities and to start an investigation if any of your users or entities are showing an 
increased risk score. With LogPoint UEBA, we instantly provide you with the number of active risky entities, eliminating the 
struggle of combing trough each and every detected anomaly.



The Explore tab: Moving forward to the Explore tab, your analyst can get a detailed overview of anomalies with the possibility 
of drilling down on extreme risk by user or entity. Looking at the Matrix of Anomalies, we can easily see that user ozell.cruzado 
has a risk score of 100 indicating highly suspicious activity. Let’s look into this.

Risk behavior timeline: With LogPoint, you can easily filter out the events causing the increased risk score, along with the 
number of events arranged into a transparent timeline of risky behavior.



Using user behavior to 
detect inside threats

Per the 2018 Insider Threat Report, 53 percent of 

organizations confirmed they have fell victim to insider 

attacks in the previous 12 months and 27 percent of 

organizations say insider attacks have become more 

frequent . At the same time, the Verizon Data Breach 

attributed 12,5 percent of data breaches to Privelege 

Misuse , mainly by insiders. Although many consider 

insider attacks as something carried out by employees, 

it is crucial to extend the scope of the investigation to 

contractors, partners and consultants. Attacks carried 

out by insiders often stay undetected for a longer 

period, as these malicious actors are usually aware 

of where sensitive information is stored and what is 

considered as normal behavior whitin an organization. 

By paying additional attention to systems where critical 

data is traditionally stored, LogPoint UEBA immediately 

identifies any unusual changes in the user's behavior. 

As soon as an employee accesses or downloads a file 

or folder, he or she does not usually work on, the users 

risk-score automatically starts to increase. LogPoint 

UEBA monitors endpoint data by connecting the chain 

of suspicious events with the ones detected from the 

backend system. As the user continues to carry out 

suspicious activites such as re-naming, embedding, 

copying printing or moving files to the cloud or other 

devices, UEBA will record and trace all of the evidence 

needed to start investigation.

With incident-response capabilities and workflows, 

LogPoint UEBA enables HR and legal teams to better 

handle an insider who is caught stealing information. 

LogPoint UEBA workflows, through integration with 

incident response (IR) platforms, can automatically alert 

these HR or legal teams and deliver contextualized 

reports that help enterprises build their case for action. 

LogPoint UEBA can also utilizes case-management 

and evidence-collection tools to download evidence, 

therefore ensuring that if legal action is required, the 

forensic evidence will be captured and guaranteed 

through the ISO15408 (EAL3) certification.





Data-centric threat detection

Companies with emphasis on intellectual property, 

like those in the technology, pharma, defense and 

manufacturing industries, typically build controls around 

the systems that hold sensitive data. This is in contrast 

to a more threat-centric approach other companies 

take, which typically starts at the perimeter and deals 

more heavily with a cartesian enumeration of good/

bad actors and access to resources. By working from 

the inside and out, teams are focused on monitoring 

access to sensitive data and roles/authorizations that 

safeguard data, with an ultimate goal of ensuring data 

never gets to a point where it can be compromised.

For most organizations, the security tools applied 

include Data Classification, network access control 

(NAC), and data loss prevention (DLP). Security teams 

are chellenged by a model that is most commonly 

deployed in a stove-pipe fashion. For instance, DLP 

is focused on content inspection and hard controls 

on the network and endpoint, so it cannot utilize the 

log data collected in the SIEM or understand the NAC 

deployment. When security tools are deployed in a 

limited way, they can interfere with business processes 

and DLP hard controls. This means they are not effective 

because they often slow down endpoint or network 

processes due to bandwidth requirements.

This results in DLP controls not being implemented 

as effectively as possible, leaving the DLP as an 

expensive monitoring tool augmenting the SIEM 

deployment. Defining what IP is can be another area 

where DLPs often  fall short, especially as organizations 

are increasingly being faced with the challenges of 

regulatory requirements such as GDPR, where sensitive 

data can be increasingly difficult to identify. 

The result is that DLP controls are often turned off and 

the system is used as an incomplete and expensive 

User risk profile: When looking at the risk profile of the user, there are several important clues to pay attention to. Looking 
at the Matrix of Anomalies, we can see that for the most part the user was behaving normally, but at some point his behavior 
showed a significant deviation from the baseline resulting in an increase of his risk score. Going forward, we will explore what 
exactly the Matrix of Anomalies is trying to show us and what is the nature of the potential threat.



monitoring tool. DLP also falls down in defining what IP 

is, as content inspection is best used on easily defined 

data like a credit card and account numbers. SIEM can 

gather critical logs from applications and the network. 

But it is not effective at separating and displaying when 

and where sensitive IP is, and if it is at risk from the 

massive amounts of other data being captured. 

With LogPoint SIEM access to data, network behavior 

and authentication data from across the enterprise is 

captured. By enabling LogPoint UEBA, customers are 

increasingly finding that data-centric analytics with 

tracking and risk scoring of files and other assets are 

providing the context needed for a true data-centric 

detection of threats. LogPoint UEBA analytics take into 

account the context of the file, which application it was 

created in, what type of file it is, who created the file, 

what derivatives of the file were created and where 

they are located. With the analytics in place, LogPoint 

UEBA is the only vendor on the market that uses a single 

user interface , enabling an analyst to look at the most 

risky files - identifying exactly where potential threats 

to sensitive data exists.

Our predefined use cases enable swift value without the 

time consuming configuration. Right out of the box, we 

support all critical capabilities for UEBA from the widest 

set of data sources on the market. 

Since UEBA models and machine learning is built on 

the LogPoint taxonomy, no changes are required in an 

infrastructure to provide sources for UEBA analysis. The 

sources already available in the LogPoint SIEM are ready 

to add instant value to any enterprises’ UEBA. 

With LogPoint UEBA 2.0, customers will get the 

following use cases right out of the box:

Context on unusual user behavior: By further investigation, the UEBA module provides your analyst with detailed context on 
why the user’s behavior is highly unusual based on their individual baseline and peer behavior. Going even further, you can 
also explore raw events.



OUTSIDE TO INSIDE ATTACK

Use Case Sources

Compromised account Authentication Logs

Directory Service Logs

Operating System Logs

File Share Logs

VPN Logs

Resource Access Logs

IP Repository Logs

Compromised machine Web Prox Logs

Directory Service Logs

Endpoint Logs

Internal recon Authentication Logs

IP Repository Logs

File Share Logs

Operating System Logs

Resource Access Logs

Endpoint Logs

Lateral movement Authentication Logs

IP Repository Logs

File Share Logs

Operating System Logs

Resource Access Logs

Endpoint Logs

Data staging/theft Endpoint Logs

Directory Service Logs

IP Repository Logs

Printer Logs

Web Proxy Logs

Printer Logs

INSIDER ATTACK

Use Case Sources

Account misuse Authentication Logs

Directory Service Logs

Endpoint Logs

Operating System Logs

File Share Logs

VPN Logs

Resource logs

IP Repository Logs

Printer Logs

Internal recon Authentication Logs

IP Repository Logs

File Share Logs

Operating System Logs

Resource Access Logs

Endpoint Logs

Data staging/theft Endpoint Logs

Directory Service Logs

IP Repository Logs

Printer Logs

Web Proxy Logs

MONITORING AND COMPLIANCE

Use Case Sources

Priveleged user monitoring Authentication Logs

Directory Service Logs

Endpoint Logs

Operating System Logs

File Share Logs

VPN Logs

Resource logs

IP Repository Logs

Printer Logs

Application monitoring Authentication Logs

IP Repository Logs

File Share Logs

Operating System Logs

Resources Access Logs

Compliance monitoring Web Proxy Logs

Directory Service Logs

Endpoint Logs

Authentication Logs

IP Repository Logs

File Share Logs

Operating System Logs

Resources Access Logs



Using big data and behavioral analytics 
to improve monitoring & compliance

A continuous-monitoring strategy is often used to 

support regulatory compliance programs and the 

monitoring of privileged users. Due to the large amount 

of data that has to be processed to truly monitor systems 

and accounts, continuous monitoring has typically been 

based on data sampling or manual spot checks. By 

ingesting data in real time in LogPoint SIEM, customers 

are now leveraging LogPoint UEBA to truly achieve real 

time continuous monitoring of:

Privileged Users
An increased awareness and urgency to protect data by 

recognizing high-risk behaviors by IT admins, network 

administrators and other privileged users has been 

prevalent, especially after a number of high-profile 

incidients have occured over the past few years. 

Attackers are especially interested in gaining access to 

privileged user accounts given they offer broad access 

to networks and sensitive data. But it’s increasingly 

difficult to detect a compromise of a privileged account 

with existing security tools, yet it is critical to monitor 

suspicious activities 24/7.

LogPoint UEBA is designed identify privileged accounts, 

and uses machine learning to do the rest. For privileged 

accounts (in reality: all accounts), LogPoint’s UEBA 

platform monitors continously to track and score activity 

time, authentication, access, application usage and data 

movement. LogPoint UEBA then assigns a risk score 

to any account that deviates from the norm, and if it 

continues to act anomalously, the risk score increases. 

LogPoint UEBA analytics visualize the account’s activity 

while and alerts the security analyst to validate the 

incident and quickly take action. 

Applications
LogPoint UEBA can normalize event data from enterprise 

applications, enabling security and compliance analysts 

to view the continuous authentication, access, usage, 

data-level access, data usage and data movement of 

an individual application or applications. LogPoint 

UEBA supports a variety of systems, including 

relational database management, supply chain 

management, product lifecycle management, human 

resources, enterprise resource planning and document 

management. For applications that undergo audits for 

various regulations, LogPoint UEBA also provides a risk 

view over time that calls out all anomalous activities 

and provides details on what type of behavior was 

anomalous, as well as why and when it occurred. At 

the moment specific actions occur causing compliance 

failure, LogPoint UEBA sends alerts to application or 

control owners so actions can be taken to mitigate the 

situation.  



Conclusion

LogPoint UEBA detects risky behaviors from accounts, machines, applications 
and files. It also highlights risky or inadequate processes and controls. 
Through the use of advanced behavioral analytics, LogPoint UEBA brings 
unique value to entperrise customers, enabling them todetect the anomalies 
that represent both insider and outsider threats. The approach is delivered 
as a cost-predictable, as-a-service model with a heavy emphasis on security. 
Even in the event the cloud service is compromised, data is without value 
for the attackers, as the encryption key remains inside the LogPoint’s SIEM, 
on-prem within the customer network.

LogPoint UEBA is able to cover multiple security use 

cases with a single platform. LogPoint UEBA has inside 

threat detection capabilities, whichy can uncover either 

outside attacks that have penetrated an organization’s 

perimeter or attackers that may be threatening 

operations from within. LogPoint UEBA also improves 

the effectiveness of existing security tools, supports 

entity monitoring and helps customers comply with 

industry regulations. Key capabilities include:

• Automated Threat Detection:  Utilizing machine 

learning and behavioral analytics, enterprises can 

counter the shortage of experienced cybersecurity 

analysts and optimize the use of existing resources. 

• Reduce Risk: Compromised user accounts 

are the keys to the kingdom, resulting in the 

most damage from any breach. Early detection 

of a compromised user and/or credentials is 

essential in mitigating risk and data loss. 

• Reduced Mean Time To Respond:  LogPoint 

UEBA analytics high fidelity threat scoring 

can reduce the mean time to respond to 

attacks, placing the advantage of time 

back into the security team’s hands.

• Reduced noise: Eliminate false positives, 

so security teams can focus on uncovering 

activities carrying real risk.



The value gained from the use of LogPoint UEBA 

not only reduces the cost and resources associated 

with threat detection, but also empowers a security 

operations center (SOC) team to work more efficiently, 

thus reducing the overall risk to an organization. 

With LogPoint UEBA, the SOC team can easily detect 

both suspicious user behavior and other entities such 

as cloud, mobile or on premise applications, endpoints, 

networks and external threats - out of the box.

LogPoint UEBA analytics’ high fidelity threat scoring can 

reduce the mean time to respond to attacks, placing 

the advantage of time back into the business’ hands.  

By taking advantage of advanced machine learning, we 

enable security teams to identify unusual patterns and 

act before a business’ infrastructure is compromised.  



For more information 
visit www.logpoint.com
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