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CYBERSEC 3, Network Security, 
builds on students existing 
knowledge and experience with 
computing operating systems and 
networks to develop networking 
career skills.  Students will gain an 
understanding of network design 
and communications methods and 
how cloud computing and 
virtualization components are 
configured.  Students will learn the 
tools, methods and techniques used 
in managing a network, how to 
configure a local and wide area 
network, how to identify security 
incidents and secure the network.  
This course is also designed to help 
students prepare for industry 
certification exams. 
 

CYBERSEC 4, Cyber Security, 
emphasizes cybersecurity risk 
mitigation and prepares students 
for the CompTIA Security+ exam.  
This course is the next step in 
preparing students for a career in 
the field of Cyber Security, such 
as a Security Specialist, Security 
Officer and Cyber Security 
Analyst. This course covers the 
methodologies behind cyber-
attacks and the various types of 
attack techniques.  Students will 
participate in lab exercises that 
help them identify, define and 
evaluate potential threats and 
vulnerabilities so that they can 
apply the correct security 
measures. This course is also 
designed to help students prepare 
for industry certification exams. 
 

CYBERSEC 5, Cyber Analysis, 
introduces students to the Kali 
Linux digital forensics tools and 
penetration testing.  Students will 
develop a more comprehensive 
understanding of the Linux 
operating system as they prepare 
for the CompTIA Linux+ exam.  
In this course, cybersecurity 
ethics and ethical hacking is 
reiterated as students examine 
various cyber-attack methods and 
apply analysis, using Linux and 
Kali tools.  Students will 
participate in lab exercises using 
the latest attack tools and learn to 
evaluate potential vulnerabilities 
of network targets. This course is 
also designed to help students 
prepare for industry certification 
exams. 
 

CYBERSEC 6, Threat Analysis, 
expands on the principles of using 
analytic tools to identify cyber 
threats and vulnerabilities and 
digital forensics tools to protect 
digital assets. Students can increase 
their cyber security skills by 
learning how to apply ethical 
hacking practices to defend against 
nefarious activity.  This course is 
designed to prepare students to take 
the CompTIA Cyber Security 
Analyst+ exam, providing an 
industry recognized certification in 
high demand across industry 
sectors. Students exiting the 
program will be able to configure 
and use threat detection tools, 
perform data analysis, interpret 
results to identify vulnerabilities, 
threats and risks and understand 
incident response team roles.  This 
course is also designed to help 
students prepare for industry 
certification exams. 
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