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CYBERSECURITY IS A CULTURE, NOT A PRODUCT® 

 

 

WE FIX IT RIGHT THE FIRST TIME, EVERY TIME 

What Is Remediation? 
Remediation is the process of resolving computer issues that may expose risk to, or have caused, 
unwanted conditions or outcomes. Examples of issues that can be corrected by remediation include 
missing security patches that expose an organization to security attack, or misconfigurations that can 
lead to unauthorized access such as a user being granted overly broad permissions. Computer 
remediations include application of security patches, identification and removal of malware, and 
modification or reconfiguration of system settings and security controls. 

Why Choose Cerberus Sentinel?
Unlike other cybersecurity companies who may excel at pointing out vulnerabilities or configuration 
issues, Cerberus Sentinel has experts with the capability to fix them. Our team has extensive 
experience in remediating security issues in a systemic fashion, not just one-off band aids, to quickly 
effect change at organization scale. We know your teams are busy enough as is, so we offload the 
burden of addressing the dozens or hundreds of remediation items that may come from a 
penetration test or incident response project. 

§ Extensive remediation experience 

§ Experience with implementing change systemically 
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KEY PROGRAM OUTCOMES 
FLAWS OR DEFECTS ARE ELIMINATED 

SYSTEMS ARE IN PROPER WORKING ORDER 

DOCUMENTATION OF REMEDATION IS CREATED 

THE CERBERUS SENTINEL APPROACH TO REMEDIATION

Verify Flaws or Defects 
Using a penetration test report or client request, flaws or defects are verified for remediation. 

Create Remediation Plan 
Planning for the implementation of change is crucial to ensure remediation actions result in the 
intended outcome without adverse impact. This requires having a test case to proactively identify 
potential adverse effects and a rollback plan in case of unforeseen issues. Also critical is ensuring that 
changes can be performed in a systemic way to prevent unnecessary work and that no components 
fall through the cracks for deployment. 

Implement Repairs 
The planned and tested remediation efforts are conducted in ways that minimize impact to business 
operations. Implementation includes documenting the remediation efforts. 

Monitor Results 
After remediation it is crucial to monitor the impacted environments for any issues that may require 
enacting the rollback plan. 


