
How We Helped a Nearly Two
Century Old Law Firm

Business Challenge

Align the firm's security program to ISO 27001
Develop and mature security policies and processes
Implement a firm-wide security awareness program
Enhance the ability to defend against, detect, and respond to cyber
threats, including malware, ransomware, phishing, DDoS attacks

Law firms present a unique challenge in that they typically host highly sensitive data from
numerous clients across a wide range of industries. This creates both compliance challenges,
as well as a tempting target for threat actors, which view law firms as a buffet of sensitive data.
 
We conducted a security and risk assessment, including pen-testing, a vulnerability
assessment, and a compromise assessment, to ensure that the environment was free from
active cyber threats, and to understand the business objectives, the current security posture
(including gaps), and what the firm's risk appetite was. From this, we were able to design
solutions - technical, policy, and procedural, that struck the right balance between
maintaining business agility, while also enhancing the security of the firm's information
assets.
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Our Solution

Objectives

A well-established law firm in the NYC metro area with multiple sites on
the East Coast, needed to mature their security program and defenses,
both to satisfy increasingly demanding client security requirements, as
well as to protect the information assets of both the firm and its clients
against the growing threat of ransomware and sophisticated threat actors.
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We achieved this by developing and implementing the following solutions:
 
The maturing of security policies governing Physical Security, Incident Response,
Vulnerability Management, Data Governance, and Acceptable Use of firm systems.
 
We rolled out a security awareness training platform, which included quarterly,
focused video driven awareness campaigns, and also enabled mock phishing
campaigns, and the ability to disseminate security policies to end users for review.
 
A vulnerability management program, including policies defining the scope and
schedules, along with vulnerability scanning and patch management platforms, to
provide regular insights into the vulnerability status of the firm's workstations,
servers, and network devices, and the efficient, timely deployment of vendor
security patches.
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A formalized Incident Response plan, including quarterly table-top exercises, to build out the
muscle memory needed to oversee an efficient response, by both the IT Department, as well as
the business leaders, should the firm experience a data breach.
 
An upgrade to the existing security architecture icluding the deployment of: NDR (Network
Detection and Response) platform, (NIPS) Network Intrusion Prevention, an upgrade of legacy
firewalls to next-gen/application aware, DLP (data-loss prevention), UEBA (User and Entity
Behavior Analytics), malware sandboxes, and a hosted SIEM (Security Information and Events
Management) solution for log aggregation and retention, along with centralized threat
management of the aforementioned security systems.
 
We were able to greatly enhance the firm's security defenses, while also streamlining its
monitoring capabilities, while minimizing impact to the end user, and satisfying client security
requirements.


