
Beyond digitizing patient care records, your EHR system is designed to streamline 
critical functions and practice workflow including tracking prescription and test 
orders, managing billing and payments, and simplifying the management of your 
practice and communication with your patients. Streamlining and automation of 
these tasks has, for many care providers, created a new challenge – management, 
integration, and maintenance of the EHR system itself. Ongoing support of an EHR 
solution has proven to be a time-consuming and expensive proposition. When 
caring for the system that is designed to help you care for your patients 
has become a distraction, it may be time to consider an EHR hosting 
solution. 

Traditional on-premises software deployments and medical data storage require 
higher operational investment in human and capital resources. According to 
healthcare analyst IDC, organizations that use on-site data storage spend 32% more on IT 
support than organizations that use an outside hosting provider. From infrastructure costs 
of servers and support staff to application deployment and ongoing maintenance costs, 
on-premises software is a high-touch, high-cost model. Once considered risky business in 
healthcare, hosting solutions (including cloud-enabled hosting) are secure, compliant and 
commonplace. There are several EHR-hosting models to consider, and each allows healthcare 
delivery organizations to focus on their core business of care delivery while allowing EHR and IT 
experts to manage the HIT heavy lifting. 

Hosting isn’t just for the “big guys”. Think your physician practice or clinic is too small to 
consider hosting? Whether hosting is “insourced”, “outsourced” or combines these two delivery 
models into a hybrid approach, today’s secure hosting solutions reduce operating expenses 
allowing continuous, dedicated management and web-enabled updates of your mission-
critical health IT applications and patient data. 

EHR Hosting “Demystified”: 
Three Steps to Evaluating and 
Selecting EHR Hosting Solutions
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Step 1: Understand hosting 
approaches and determine 
which type is right for you.

Insourced Hosting
A model also called managed services, managed 
client-server, or managed on-site hosting, where the 
hosting vendor provides end-to-end management 
of your complete EHR/EPM system including the 
hardware and software systems installed at your 
facility. In essence, your hosting vendor becomes a 
member of your team, in-house, and manages the 
infrastructure that you own – generally in a client-
server configuration. 

Insourcing can be 
much more than staff 
augmentation and 
third-party managed 
services. Insourced EHR 
management can also 
bring industry-specific 
EHR / HIT expertise to your business and clinical 
operation. Successful insourcing requires your hosting 
vendor to have intimate knowledge of your practice, 
and in the case of a large clinic, your provider’s 
practice. Your hosting vendor should also demonstrate 
expertise in healthcare, but more importantly, in EHR 
systems and specifically, in the EHR system you have 
chosen for your business. 

Your hosting vendor is your onsite partner and 
“EHR ally”. As your resident EHR expert, your hosting 
vendor should be able to recommend deployment 
methodologies (phased, limited), support integration 
of your EHR with the rest of your HIT eco-system, 
provide training, and provide help desk support if 
needed. 

Insourcing your EHR solution becomes transparent 
to your practitioners and your staff - off-loading all 
management and maintenance of your EHR/EPM 
deployment, management, and maintenance. 

CPro: By insourcing, providers gain expanded and 
higher quality services at a lower cost than hiring 
internal, dedicated EHR HIT staff. Insourcing EHR 
services also means that your information systems 
are “service partner dependent” rather than “IT 
employee dependent” making your EHR environment 
less vulnerable and more secure. Unlike general IT 
insourcing, insourced EHR hosting brings specific 
healthcare system knowledge into your organization 
which can be valuable for both support of your EHR 
system and knowledge transfer to your broader 
support staff and user community. 

DCon: Insourcing doesn’t address capital 
expenditure investments, on-site equipment 
maintenance, space limitations (in the case of 
significant server and resource demands), and may 
not address off-site server redundancy. Insourcing 
may be a first step along the road to fully outsourced 
EHR hosting. Depending on your service level 
agreements, insourcing may mean that physically 
provisioning and securing your servers will be your IT 
team’s responsibility along with performing regular 
backups. These items will be outlined in your hosting 
agreement.

Outsourced Hosting
Also called remote hosting, hosted off-premise, 
and cloud hosting, outsourced EHR hosting, this 
model locates your critical EHR/PM applications in a 
datacenter facility - outside of your LAN-based practice 
or clinic. EHR and patient data is stored on remote 
servers accessed via secure Internet connections. 
Fully outsourced remote hosting shifts the expense 
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of procuring, managing and maintaining your EHR 
application and servers from your facility and your 
IT team to a fully managed datacenter. Servers are 
owned, managed, and refreshed by the hosting 
company. 

Remote cloud hosting 
has significantly 
changed the face of 
the software industry 
and is growing in 
healthcare spurred by 
a demand for anytime-anywhere patient data access, 
downtime avoidance, disaster recovery, and a desire to 
leverage technology to increase efficiencies. 

Healthcare is rapidly ascending to cloud and 
hosting alternatives. Adoption of cloud computing, 
including hosted off-premise solutions, to facilitate 
data sharing and interoperability is estimated to grow 
nearly 300 percent from 2015 to 20201 reaching 10 
billion USD. In addition to the demand for healthcare 
“big data” storage, market analyst MarketsandMarkets 
notes that the type of healthcare data collected and 
the way that data is collected is also driving cloud 
adoption.2 Increasing penetration of smart gadgets, 
increasing utilization of connected medical devices 
and use of mHealth apps in the management of 
chronic diseases is driving the expansion of cloud 
solutions for data capture and central storage where it 
can be more easily loaded, accessed, and shared. 

Outsourcing the management of your EHR application 
infrastructure saves time, expense, ongoing 
management headaches, and allows you to focus 
on your primary goals – patient care, improved 
patient satisfaction, and improved practice and 
business management. In fact, 89 percent of practices 
replacing their EHRs prefer vendors that offer software, 
outsourcing, and consulting options for their EHR/
RCM/PM transformation.3 In effect, practices are 

seeking outsourced hosting solutions for more than 
EHR, they are actively considering outsourced hosting 
solutions for practice management and revenue cycle 
management. 

CPro: Healthcare organizations can save thousands 
of dollars in capital costs by having their EHR 
infrastructure hosted. Initially, some practices may 
prefer to own their internal servers – but purchasing, 
maintaining and updating servers every 3-5 years 
isn’t a core competency for most small to mid-sized 
healthcare providers. Outsourcing their health IT 
infrastructure allows these organizations to focus on 
their providers and patients and the core goals of 
delivering healthcare services efficiently, effectively, 
securely, and compliantly.

CPro: Uninterrupted, on-demand access to 
patient data improves business continuity. Without 
interruption cloud-based EHRs are always available 
and aren’t subject to a single point of failure like a 
local client-server model may be. Datacenters provide 
redundancy, 24x7 remote access, and are subject to all 
of the same security protocols that must be adhered 
to in an on-premises model (see step #2 below). Many 
healthcare providers prefer remote hosting solutions 
so that protected patient health information or PHI, no 
longer resides on local servers. 

DCon: Support for remote locations continues to be 
a challenge for some providers. Consistent, high-speed 
internet availability may create real create limitations 
for practices located in remote or rural locations. 
Healthcare application outsourcing is also unlike 
website outsourcing, email outsourcing or other more 
traditional administrative application outsourcing. 
Hosting vendors must have experience and expertise 
to smoothly transition your practice from an onsite 
client-server solution to a fully hosted, outsourced 
solution. Carefully evaluate your hosting provider 
before signing on the dotted line – lack of compliance 
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with the HIPAA and other applicable security 
regulations will be a true showstopper. 

A word on hosted cloud security
Security concerns have long hindered the 
adoption of cloud-based application and data 
hosting especially in healthcare where concerns 
were often amplified due to the sensitive, private 
nature of patient data. Data breaches at some 
of the largest and most respected healthcare 
delivery organizations (whose budgets for secure 
storage and management of PHI must dwarf 
any small practice or clinic’s budget), create fear, 
uncertainty and doubt about the viability of 
on- and off-premise data storage. But healthcare 
cloud adoption is changing and once considered 
“taboo”, cloud hosting is now widely accepted in 
healthcare. A survey of healthcare CIOs in 2013 
found that 58% rated their confidence in the 
security of cloud computing at either a 4 or 5 
on a 5-point scale where 5 was most confident.4 
By 2014, 83% of IT healthcare organizations were 
using cloud services and nearly half (43.6%) 
were leveraging the cloud for hosting of clinical 
applications and patient data.5 

Hybrid Model Hosting
Also called hosted client/server in the cloud and 
managed hosting, this model allows your organization 
to place your servers into a secure datacenter. 
This hybrid model between insourced hosting 
and outsourced 
hosting allows your 
organization to 
leverage existing 
capital investments 
in servers and 
investments in 

EHR application licenses, but moves the ongoing 
management and maintenance of this infrastructure 
investment to an internet accessible, secure remote 
site. Rather than installing and managing your 
application on a server in your office, the installation is 
managed on your servers in a controlled data center 
environment. Your users log into a remote computer 
through a web browser. 

CPro: No local management of servers or 
applications is needed. Through your application 
service provider or managed services provider, your 
EHR and application data are managed remotely and 
are always available. 

DCon: Management service fees may be higher 
than in-house costs, but recurring hardware fees and 
maintenance fees may be lower. You may have the 
option to service and maintain hardware directly or 
through your hosting vendor.

Be aware of potential integration issues of systems 
like patient communication and engagement, billing 
and payment systems, etc. unless those systems are 
bundled together with your EHR.

Step 2: Understand Compliance 
and Regulatory Considerations 
(HIPPA, PHI, MU) Before You 
Sign a Contract

Your EHR hosting partner should 
be an EHR application expert, 
have demonstrable hosting 
expertise, and meet all regulatory 
and security protocols. While this 
statement may seem obvious, note 
that no matter which type of hosting solution you 
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consider or eventually adopt, your hosting provider 
and their facilities must meet all physical, procedural, 
operational, and technical readiness criteria established 
for hosting of protected healthcare data. Make certain 
to evaluate partners for compliance with all HIPAA/
HITECH rules and, for outsourced or hybrid solutions, 
SOC 2 Type II and SOC 3 centers with certificates 
including: PCI DSS Level 1 and SSAE 16.

Your EHR hosting vendor should offer scalability, 
flexibility, security, redundancy, compliance, and 
affordability to your organization’s patient care 
operation.

Step 3: Evaluate the Costs of an 
On-Premises Solution versus a 
Hosted Solution 

Because there is no upfront cost 
for the software, and a practice is 
not required to buy a server, the 
cloud-based EHR may seem on 
first glance, to be less expensive 
than the onsite client/server setup. If one of your 
greatest hurdles to adopting an EHR is the initial cost 
of installation, an outsourced hosting model may be 
well worth considering. Client-server systems can cost 
tens of thousands of dollars in server and licensing fees 
from the start. 

Outsourcing your EHR infrastructure makes it possible 
for you to grow and expand rapidly and generate 
efficiencies and cost savings by paying as you go 
for the services you use. Other advantages include 
continuous availability, privacy, and security. 

Some practices may also prefer to view their EHR 
expenses as a recurring operational expense (similar 
to a utility bill) rather than a capital investment. If your 
practice or clinic has already invested in on-premises 
infrastructure but want to consider a move to an 
outsourced hosting model, a hybrid approach may be a 
perfect first step with a full transition to an operational 
expense model on your next hardware refresh cycle. 

Models vary among hosting vendors, and some 
vendors offer contract terms and conditions that offer 
hosting packages tailored to your revenue projections 
or offer low introductory pricing that increases over 
time. We suggest that variable models be evaluated 
over a five-year cost-of-ownership timeframe to 
accurately compare costs across vendor plans.

Other terms to be aware of include:
 » Percentage of revenue: Some EHR hosting 
providers calculate recurring fees based on a 
percentage of revenue. In these models, look 
at a full five-year cost of ownership to compare 
solutions. 

 » Options and features: Make sure to understand 
which options are standard and which require 
customization. Some web-based EHRs may offer 
fewer options to customize functionality to your 
organization’s workflow or use models. 

 » Business continuity requirements: Evaluate your 
business continuity requirements and understand 
what your service level agreement states in case 
of an outage. Evaluate types of outages and 
duration of downtime including Internet-driven 
(local downtime) and outages at the central 
datacenter. 
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Summary
The way organizations procure and deploy 
IT infrastructure is undergoing a significant 
transformation. While on-premises, client-
server EHR models are not going away, the 
proposition of “the cloud” will continue to 
resonate with organizations looking for a 
better way to adopt and maintain their EHR/
PM applications. Adoption of a more efficient, 
effective, secure, and scalable model is clearly 
part of a hosted EHR evaluation. Keep in mind 
that the value proposition of each of these 
hosting models is multi-faceted. Evaluate 
efficiency, optimization, performance, and 
quality. Together, these considerations will 
guide you to your optimal EHR management 
model. 

You are considering how to best supplement 
or off-load support of your EHR infrastructure 
allowing your team to focus on your core 
competency – healthcare delivery. Outsourcing 
management of your EHR application 
infrastructure saves time, expense, ongoing 
management headaches, and allows you to 
focus on your primary goals – patient care, 
improved patient satisfaction, and improved 
practice and business management. 

About eMedApps
eMedApps delivers 
patient-centric 
and vendor-neutral integration, interface, and 
business continuity solutions to healthcare delivery 
organizations across the U.S., enabling improved 
quality of care, increased EHR efficiency, and 
interoperability within and across the connected 
enterprise. With an ONC-ACB Certified Interface 
Engine and extensive industry expertise, eMedApps’ 
Care Connectivity Platform™ is compatible with all 
major EHR vendors. eMedApps is headquartered in 
Schaumburg, Il. with offices in San Diego, Houston, and 
Boston. 

Visit www.emedapps.com or 
call (847) 490-6869 to learn more.
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