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Topics to Cover
What is “Cybersecurity”?

Creating a Culture of Awareness
• What’s the current landscape?
• What’s been happening in Louisiana?
• Why attack schools and education systems?

Detection & Responses
• What do attacks look like?
• How do you protect your school
• What to do when you’ve been attacked



What’s Cybersecurity? 



Defining Cybersecurity
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Creating a Culture of Awareness: 
What’s the current landscape? 



Where are we now?

Ranked Last: SecurityScorecard
ranked Education last among 17 
U.S. Industries in 2018.

Performance Factors? Application 
Security, Patching Cadence, and 
Network Security

Education is a Trove of Data



Cybersecurity Pressures

Presenter
Presentation Notes
Cybersecurity isn’t a tangible item that directly impacts instruction, it becomes less important, especially when facilities need to be repaired, curriculum needs to be purchased, and more support staff is needed



Frequency is increasing … But why?

Data Types

 Student Data (Identities) 

 Financial Data (W-2, Credit Card 

Transactions, etc.)

Easy Target

 More Users = Larger Threat Landscape

 Public Information!

Presenter
Presentation Notes
Educational institutions collect vast quantities of sensitive information such as student records, credit card details, academic transcripts and research data, which they have a legal and ethical obligation to protect. As attacks become increasingly targeted and well-funded, many organizations within the educational services sector can struggle to adequately protect themselves. Among the biggest cyber challenges facing the education sector is an increased number of cyberattacks that aim to steal personal information, extort data for money, or disrupt schools’ ability to operate. Recently, schools have been regularly targeted with the following three types of cyberattacks to achieve these goals.



Real-World Scenario: What happened in Louisiana?

• On July 24, 2019, Governor Edwards issued an emergency declaration that school systems
in Sabine, Morehouse, and Ouachita Parishes had suffered from malware attacks.

• This malware disabled certain phone and other technology systems. It is unknown whether
this was a ransomware attack or general malware. What does that mean?

• Ransomware is malware that encrypts data such that only the hacker can access the data.
• The hacker then demands a ransom for the encryption key to re-access the lost data. This can lead to difficult situations where

schools are seeking the return of information of their students and parents.

• Are these the most common? It depends.
• According to one report, social engineering attacks, such as phishing scams, account for 41% of cybersecurity incidents and breaches

in 2018.

• How would your institution respond?

Presenter
Presentation Notes
For example, a member of a school’s faculty — or a student — could be at home and click on a phishing link. That link has now granted hackers access to the school’s cloud environment. Hackers are then able to pass through any firewall and gateway schools have in place, and can download and share any files they want, which is why schools must also monitor the activity taking place on the inside of their environment. Most worrying of all, schools may never know the breach took place unless the hacker discloses it, which is what is typically seen in a ransomware attack.These steps can usually be taken using the native security controls provided by popular cloud applications such as Google for Education and Office 365, but then you are leaving cloud security in the hands of the cloud provider. Hackers are becoming more sophisticated in their attacks, and they are increasingly viewing schools, districts and higher education institutions as easy targets.



How Can You Detect an Attack?



Attacker Landscape and TTPs
Cybercriminal Tactics, Techniques, and Procedures

Ransomware/Malware Phishing PUP/Adware Unpatched SystemsAccount Hijacking

Cybersecurity is challenging for all 
organizations.



Attacker Landscape and TTPs
Cybercriminal Tactics, Techniques, and Procedures

Ransomware/Malware Phishing PUP/Adware Unpatched SystemsAccount Hijacking

Most of these can be impacted by creating a 
culture of Cybersecurity Awareness. 



 70% of breaches with a nation-state actors 

involved phishing (Verizon Data Breach Investigations Report (DBIR) 

2018)

 64% of organizations have experienced a phishing 

attack in the past year (Check Point Research Security Report –

2018)

 90% of incidences and breaches included a 

phishing element (Verizon Data Breach Investigations Report (DBIR) 

2018)

Social Attack Facts



 Frequency of Attacks on the Rise

 Multiple Attack types to defend

 Ransomware

 Phishing

 Social Engineering

 DDoS

 Compliance

 Limited IT Resources (Skills and Money)

Common Challenges



How Do You Protect Your Systems?



Layers of Security



Five Common Cybersecurity Activities 
Advanced 
Endpoint 

Protection
Complete 
Backups

Firewall
IDS/IPS 

Centralized 
Logging with 

Review 
Patch 

Management

100% for Best Practices is Hard 
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What can you do to protect your systems?
• The first step is prevention.

• Train employees to have strong passwords (and do not re-use passwords!). Passwords should not be saved electronically.
You should have general criteria laid out in your information security policy providing your employees with minimum
password requirements (8-12 characters, at least one number, one special character, etc.).

• Don’t forget updates! Your software is often updated to incorporate patches over exploits that have been discovered.
Ignoring those “install updates” messages can make your machine vulnerable.

• Train employees on how to detect and avoid phishing attacks.
• Have a third-party auditor come in annually to test your systems.

• At the same time, attacks are going to happen. You just have to be ready with a response. 
• Cloud Back-ups. If you are the victim of ransomware, the greatest leverage the hacker has is access to your data. Cloud 

backups are all over the place these days, and if you can simply download a secure back-up of your system, then you have 
undermined the worst aspect of ransomware attacks. 

• Attacks will also lead to locked out systems, loss of services, compromised data, etc. This is where cyber-insurance comes 
in.



Create Human Sensors



Layers of Security



What to do When You’ve Been Hacked 
and Final Thoughts?



Why Focus on Detection and Response?
Lower Your Cost of Handling Security Breaches by Speeding Up the  
Time to Identify and Contain Cyber Attacks

214 Days

Mean Time to Identify (MTTI)  
Malicious and Criminal Attacks

77 Days

Mean Time to Contain (MTTC)  
Attacks Takes More Time

365

Source: 2017 Ponemon Cost of Data Breach Incident Report

2019 Arctic Wolf Networks, Inc. All rights reserved.2
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Data Privacy Data Security

Follow your data. Undergo a benchmark data security audit.

Adopt privacy by design. Continuously assess/manage security risks.

Describe and disclose practices. Use encryption.

Handle sensitive data w/care + document your efforts. Develop/enforce training and awareness.

Engage in de-identification. Tailor data compilations to avoid unintentional 
discrimination.

Review/revise data retention practices. Account for legal risks in developing profiles.

Review/revise consent processes. Coordinate efforts between all relevant departments.

Re-evaluate vendor agreements + work together. Review insurance placements and, in particular, cyber 
coverages.

Key Takeaways
• Don’t panic if you are just undertaking steps to get compliant – you are not alone.
• Continue to monitor developments.
• Take steps to address privacy and security aspects in your organization as follows:



Analytics!


	Cyber Security Risks in Charter Schools
	Panelists:
	Topics to Cover
	What’s Cybersecurity? 
	Slide Number 5
	Creating a Culture of Awareness: �
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Real-World Scenario: What happened in Louisiana?
	How Can You Detect an Attack?
	Attacker Landscape and TTPsCybercriminal Tactics, Techniques, and Procedures
	Attacker Landscape and TTPsCybercriminal Tactics, Techniques, and Procedures
	Slide Number 14
	Slide Number 15
	How Do You Protect Your Systems?
	Slide Number 17
	Slide Number 18
	What can you do to protect your systems?
	Slide Number 20
	Slide Number 21
	What to do When You’ve Been Hacked and Final Thoughts?
	Why Focus on Detection and Response?
	Key Takeaways
	Analytics!

