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Governing and Managing Legal Risk Effectively

Complexity of Business Demands a New Paradigm in Legal Governance
Gone are the years of simplicity in business operations. Exponential growth and change 
in business strategy, risks, regulations, globalization, distributed operations, competitive 
velocity, technology, and business data encumbers organizations of all sizes. Managing 
the complexity of business from a legal perspective while keeping continuous business 
and legal change in sync is a significant challenge for boards, executives, as well as 
the legal professionals in the legal department. Organizations need an integrated 
strategy, process, information, and technology architecture to govern legal, meet legal 
commitments, and manage legal uncertainty and risk in a way that is efficient, effective, 
and agile. 

Legal today is more than legal matters, actions, and contracts. Today’s legal organization 
has to respond to incident/breach reporting and notification laws in a timely and 
compliant manner, respond to Data Subject Access Requests (DSAR), harmonize and 
monitor retention obligations, conduct eDiscovery, manage legal holds on data, and 
continuously monitor regulations and legislation and apply them to a business context.

Organizations take legal risks all the time but often fail to integrate these risks effectively 
in an environment that is continuously changing and requires agility. Too often legal 
is seen as a siloed exercise and not truly integrated with the organization’s strategy, 
decision-making, objectives, and overall enterprise risk management strategy. This results 
in inevitable exposures in legal risk and compliance, providing case studies for future 
generations on how poor legal governance leads to the demise of organizations; even 
those with strong brands. 

The modern organization is:

 n Distributed. Even the smallest of organizations can have distributed operations 
complicated by a web of global relationships. The traditional brick and mortar 
business with physical buildings and conventional employees has been replaced 
with an interconnected mesh of relationships and interactions which define the 
organization. Complexity grows as these interconnected relationships, processes, 
and systems nest themselves in intricacy and makes legal governance, risk 
management, and compliance challenging as the organization depends on the 
extended enterprise.

Legal GRC Management by Design
An Integrated Approach to Legal Governance & Management
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 n Dynamic. Organizations are in a constant state of flux as distributed business 
operations and relationships evolve, grow, and change. At the same time, the 
organization is trying to remain competitive with shifting business strategies, 
technologies, employees, and processes while keeping pace with change to 
legal risk environments around the world. The multiplicity of legal exposures 
that organizations have to monitor and govern in context of business change, 
activities, transactions, interactions, and relationships on numerous fronts has 
buried many organizations.

 n Disrupted. The explosion of data in organizations has brought on the era of 
“Big Data.” Organizations are attempting to manage high volumes of structured 
and unstructured data across multiple systems, processes, transactions, and 
relationships. The velocity, variety, veracity, and volume of transactions and 
information is overwhelming – disrupting the organization and exposing it to 
more legal risk and compliance issues, while also slowing it down at a time when 
it needs to be agile and fast. This is particularly true in the context of personal 
data and its appropriate collection, use, access, and disposition.

 n Accountable. There is growing awareness among executives and directors that 
legal governance, risk management, and compliance needs to be taken seriously. 
It is part of their fiduciary obligations to oversee legal risk and compliance 
management as an integrated part of business strategy and execution. 
Furthermore, regulations are increasing personal liability within these roles, 
such as the UK Senior Managers and Certification Regime (among other similar 
accountability regulations), put an emphasis on business leaders taking greater 
interest and accountability for legal risk, control, and compliance.

In today’s global business environment, a broad spectrum of economic, political, 
social, legal, and regulatory changes are continually bombarding the organization. 
The organization continues to see exponential growth of regulatory requirements and 
legal obligations (often conflicting and overlapping) that must be met, which multiply 
as the organization expands global operations, 
products, and services. This requires an 
integrated approach to legal governance, risk 
management, and compliance (GRC) with a goal 
to reliably achieve objectives while addressing 
uncertainty and act with integrity.1 This includes 
adherence to mandatory legal requirements 
and voluntary organizational values and the 
boundaries each organization establishes. 
The legal department, with responsibility for 
understanding matter management, issue 
identification, investigations, policy management, 
reporting and filing, legal risk, and the regulatory 
obligations faced by the organization, is a critical 
player in GRC (what is understood as Enterprise 
or Integrated GRC), as well as improving GRC 

1	 	This	is	the	OCEG	definition	of	GRC.

The organization continues to see 
exponential growth of regulatory 

requirements and legal obligations (often 
conflicting and overlapping) that must be 
met, which multiply as the organization 
expands global operations, products, 

and services. This requires an integrated 
approach to legal governance, risk 

management, and compliance (GRC) 
with a goal to reliably achieve objectives 

while addressing uncertainty and act 
with integrity.



6©GRC 20/20 Research, LLC; Redistribution License Granted to Exterro

within the legal function itself (what is defined 
later in this paper as Legal GRC).

Most organizations today at least try to address 
legal risks, intellectual property protection, 
contracts, business requirements, and 
compliance obligations they face. Both internal 
and external stakeholders and events have 
caused many to increase legal monitoring and 
reporting, especially with regard to changing 
laws and regulations where demands grow 
every day. Boards and executive management 
desire a deeper understanding of how their 
teams address legal matters, whether activities are effective and efficient, and how they 
can enhance activities to create the greatest reward for their shareholders and mitigate 
legal damage. Legal risk is a significant exposure that fits into a broader enterprise risk 
management strategy to address the strategic, operational, and financial risks bearing 
down on the organization. As this demand for transparency increases, so increases the 
need for the legal to manage and monitor legal risks within a defined GRC capability.

Understanding the Interrelationship of Legal Risk and the Business
The physicist, Fritjof Capra, made an insightful observation on ecosystems that rings true 
when applied to legal governance in the modern organization: 

“The more we study the major problems of our time, the more we come to realize that 
they cannot be understood in isolation. They are systemic problems, which means that 

they are interconnected and interdependent.” 
Fritjof Capra

Capra’s point is that ecosystems are complex, interconnected, and require a holistic 
understanding of the intricacy in interrelationships as an integrated whole, rather than a 
dissociated collection of parts. Change in one segment of an ecosystem has cascading 
effects and impacts the entire ecosystem. 

Legal governance, risk management, and compliance as it is conducted in the business 
is pervasive, complex, and interconnected; when it comes down to it, legal risk and 
exposure goes beyond the legal department as it intersects with other departments 
and their strategy, obligations, processes, transactions, relationships, information, and 
contracts. Business functions are often taking legal risks without involving legal, or legal 
does not have the resources to get involved. 

What complicates this is the exponential effect of legal governance on the organization. 
Business operates in a world of chaos. Applying chaos theory to business is like the 
‘butterfly effect’, in which the simple flutter of a butterfly’s wings creates tiny changes in 
the atmosphere that could ultimately impact the development and path of a hurricane. 
A small event cascades, develops, and influences what ends up being a significant issue. 
Silos of data, systems, processes, activities, and transactions can leave the organization 

“The more we study the major problems 
of our time, the more we come to 

realize that they cannot be understood 
in isolation. They are systemic 

problems, which means that they are 
interconnected and interdependent.”

Fritjof Capra
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with fragments of truth that fail to see the big picture of legal risk exposure. Legal risk, 
such as in DSARs, could unfold inappropriate use of personal information and exposure 
of that information that could have a cascading impact on the brand, reputation, as 
well as fines to the organization. The organization has to have holistic visibility and 360° 
contextual awareness into legal risk relationships across the enterprise and its operations. 
Complexity of business combined with the intricacy and interconnectedness of legal 
data, requires that the organization implement a new strategy and paradigm for legal 
governance, risk management, and compliance (Legal GRC).

Legal GRC is a capability to reliably achieve the objectives of the legal department and 
ensure they are aligned with business objectives and needs [GOVERNANCE], while 
addressing legal uncertainty and exposure [RISK MANAGEMENT], and act with integrity 
to the obligations and ethical commitments of the organization [COMPLIANCE]. This is 
adapted from the official GRC definition in the OCEG GRC Capability Model. Breaking 
this down, Legal GRC delivers:

 n Legal Governance. Governance of the legal function that sets direction and 
strategy for legal to reliably achieve objectives within the department and 
support the business in achieving its objectives. 

 n Legal Risk Management. Legal risk management seeks to manage and 
understand uncertainty in the business, particularly the legal impact of activities 
by the identification, assessment, and monitoring of legal risk within the context 
of business and to act on legal risk through acceptance, avoidance, mitigation, or 
transfer.

 n Legal Compliance. Compliance aims to see that the organization acts with 
integrity in fulfilling its regulatory, contractual, and self-imposed obligations 
and values. Compliance follows through on legal risk treatment plans to assure 
that legal risk is being managed within limits and controls are in place and 
functioning.

The lack of a coordinated strategy for Legal GRC management fails to deliver insight 
and context, rendering it nearly impossible to make a connection between legal risk 
management and decision-making, business strategy, objectives, and performance. 

The bottom line: Organizations need to adopt a new paradigm of an integrated 
approach to Legal GRC. This is done through a common Legal GRC strategy, process, 
information, and technology architecture that supports overall legal activities, as well 
as integrates and supports the broader business objectives and GRC activities from an 
enterprise view. Organizations need to clearly define and develop the breadth and depth 
of their Legal GRC management strategy and process requirements, and from there 
select the right information and technology architecture that is agile and flexible to meet 
the range of Legal GRC management needs for today and into tomorrow.
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Legal GRC Management by Design

The Role of Legal & Legal Processes is Changing
The role of legal is growing in significance as it guides the enterprise beyond putting out 
the fires of legal matters. It is expanding into a proactive role in legal governance, risk 
management, and compliance - with a focus on preventative law and becoming a critical 
pillar in an organization’s broader enterprise/integrated governance, risk management, 
and compliance (GRC) strategy. This requires that legal be an integrated role in the 
organization’s proactive enterprise GRC capabilities as well as deliver on governance, risk 
management, and compliance in the context of legal itself, what is called Legal GRC. 

Today’s legal department must have a full understanding of the regulatory, litigation, 
contractual, transactional, privacy, and intellectual property risks, as well as how they all 
relate to each other and fit into broader business operational, transactional, and GRC 
processes. The role of legal must be able to rely on a well-constructed understanding 
of how legal risks fit into enterprise risk frameworks. The general counsel has a critical 
role beyond the traditional stance as “protector” of the organization and its assets (via 
contract negotiation, litigation, and interpretation of legal requirements) and now is an 
active part of the strategic planning that leads to achieving higher performance and 
governance of the organization. 

Legal has the opportunity to serve as the hub for collaboration about how best to 
balance legal risks and opportunities presented by the organization’s decisions and 
actions. Today’s legal function must lead the organization to higher levels of performance 
while assuring the board and other stakeholders that the company can also maintain 
integrity, mitigate risk of legal exposure, and operate within legal and ethical boundaries. 
This means the organization will take full advantage of opportunities that will help meet 
its objectives, while staying within the boundaries of laws, regulations, contracts, and 
corporate commitments. 

As a key player at the center of the GRC strategic team of the enterprise, the role of legal 
must address wide-ranging stakeholder demands and concerns to:

 n Identify key risk indicators for Legal 
GRC changes as they occur - which 
legal is aware of early due to its role in 
contracts or negotiations, such as merger 
and acquisition activity, litigation and 
settlements, licensing arrangements, 
vendor/partner contracts, and new/
changing legislation and regulation.

 n Define legal and/or contractual required 
controls to mitigate legal risk exposure 
in transactions and relationships and 
support business strategy and objectives.

The general counsel has a critical 
role beyond the traditional stance as 
“protector” of the organization and 
its assets (via contract negotiation, 

litigation, and interpretation of legal 
requirements) and now is an active part 

of the strategic planning that leads 
to achieving higher performance and 

governance of the organization. 
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 n Lead the identification of legal requirements and interpreting the need for 
controls to address them.

 n Monitor contractually and regulatory imposed requirements to ensure controls 
are correct in the context of the dynamic business environment.

 n Participate in design of the Legal GRC program regarding confidentiality, access 
limitations, and information governance.

 n Assess potential impacts of noncompliance to determine correct level of control 
and allocation of legal and organization resources.

 n Design escalation plans for issues and incidents — when should legal be 
involved right away, when does privilege have to attach, when does the board or 
external stakeholder have to be informed, and when does legal conduct certain 
investigations.

 n Determine actions that may have a cumulative effect; for example, settling 
an environmental noncompliance matter may cause government contracting 
debarment if not handled properly.

 n Understand new business opportunities and enable safe and responsible 
business growth by avoiding unnecessary legal exposure.

 n Articulate to the board why a clear and integrated view of legal governance 
is critical to the organization’s culture, performance, as well as their fiduciary 
responsibilities.

 n Manage the legal department in an optimized way that delivers effective, 
efficient, agile, and responsive service to the rest of the organization.

 n Demonstrate how centralized oversight and supporting technologies for Legal 
GRC process management drives predictable behavior and performance results.

 n Communicate the benefits of including legal risk management within business 
performance management and change initiatives.

 n Influence other key functional executives to support legal’s role in the GRC 
strategy alongside the organization’s achievement of business objectives.

 n Collaborate with key C-suite executives in developing Legal GRC processes that 
allow for measurable evaluation of legal effectiveness and efficiency.

 n Assist the CEO in evaluating opportunities and preventing adverse legal 
ramifications and risks from materializing.
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 n Equip management to appreciate how an integrated Legal GRC model can 
improve processes while reducing or eliminating redundant efforts and be 
leveraged across other functions.

 n Incorporate legal GRC management and assurance across extended business 
relationships (e.g., supply chain, vendors, and contractors).

Across all of these points, the role of legal must embrace a strategic view that satisfies 
the demands of all these forces while keeping an eye on the prize — meeting the 
organizational objectives for value. 

This is driving forward-thinking organizations to define and establish an expanded role 
for Legal GRC that goes beyond the traditional role of managing litigation, negotiating 
legal agreements, and protecting intellectual property. Legal is becoming a high-impact 
GRC advisor that addresses: 

 n Key stakeholder (investors, regulators, NGOs, local communities etc.) demand 
for transparency. 

 n Board and C-suite need for clear, reliable, and measurable information about 
legal risk that will impact strategic decisions and future outcomes. 

 n Board need for objective, independent assurance that the legal program is 
functioning effectively and efficiently as designed.

 n Compliance, ethics, privacy, and security in legal’s role of applying regulations 
and legislation to the specific business context and meeting reporting, access, 
disposition, and notification requirements.

 n Line of business need for matter management, issue identification, 
investigations, policy management, document and information management, 
reporting and filing, and legal risk assessments that do not disrupt operations, 
and are consistent to promote desired behaviors and transactions. 

The Key Questions:
 � Can you confidently say that you have a full understanding of the legal risks and regulatory 

requirement mandates you face and how they relate to each other, let alone how they fit into a 
broader GRC framework? 

 � Is your company’s current Legal GRC capability designed to enable you to effectively evaluate legal 
risk, matters, regulatory requirements, investigations, and reporting/filing, allowing you to obtain the 
information you need to provide necessary understanding to the board? 

 � How does legal support the organization in achieving higher levels of performance while assuring 
the board and other stakeholders that the company will anticipate adverse events while taking full 
advantage of opportunities that will help it meet its objectives?
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 n An overarching need for improved efficiencies and reduced legal risk throughout 
the extended enterprise.

 n Growing the business in a safe, responsible manner that keeps it within 
established legal boundaries of conduct.

A Framework of Legal GRC Processes
Today’s global business environment presents a broad spectrum of economic, 
political, social, legal, and regulatory changes continually increasing strategic and 
tactical complexity, and creating commensurate pressures on business performance. 
Organizations continue to see exponential growth of often conflicting and overlapping 
requirements, which expand alongside global operations. The enterprise must reliably 
achieve objectives while addressing uncertainty and acting with integrity. While 
overcoming obstacles, it must remain within mandatory legal requirements as it achieves 
objectives. It must also perform ongoing management of legal risk within limits that each 
organization establishes. 

While few would argue the need for effective legal matter management as a foundational 
activity, most organizations have grown an internal maze of legal processes. Many legal 
departments function at a low level of maturity and rely on individual heroics to get the 
job done. While this approach may work in the short term, it can also lead to negative 
consequences including increased cost, lack of visibility, and confusion. 

The primary directive of a mature Legal GRC management program is to deliver 
effectiveness, efficiency, and agility to the business in a way that is responsive and 
resilient in today’s chaotic business environment. This requires an integrated approach to 
manage the breadth of legal risks to organizational performance, objectives, and strategy 
that connects the enterprise, business units, processes, transactions, and information 
to ensure transparency, discipline, and control of the ecosystem of legal risks within the 
organization and across the extended enterprise. 

The legal department needs to function at a higher level of maturity and be optimized to 
deliver effective, efficient, and agile service to the organization. Legal GRC management 
processes are used to manage and monitor the ever-changing legal risk environments. A 
Legal GRC process architecture is the structural design of legal processes, including their 
components of inputs, processing, and outputs and how they integrate with each other 
and broader business strategy and operations. This framework inventories and describes 
Legal GRC management processes, their components and interactions, and how they 
work together, as well as with other enterprise processes. 

While Legal GRC management processes can be very detailed and vary by organization 
and industry, these are the core processes that organizations should have in place:

 n Matter management. Matter management is the hub around which all other 
legal activities are coordinated. At its core, matter management typically includes 
project management, workflows, and resource and cost tracking.
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 n Legal guidance. This is an advisory function to the business to provide them legal 
perspective on activities, processes, and transactions. 

 n Privacy. Legal has become a critical role in data protection and privacy of 
individuals, both employees and customers. The organization needs clear 
accountability and handling of privacy compliance, including data subject access 
requests.

 n Records retention/data minimization. Records retention has become a central 
role in Legal GRC processes to minimize legal risk exposure, comply with 
regulations and other requirements, and minimize data - which then minimizes 
legal exposure to the organization.

 n Board & entity management. The corporate secretary, often the general counsel 
of the organization, plays a central role in managing board communications and 
the overall legal entity(ies) of the organization.

 n Legal risk management. Legal risk management understands the legal and 
regulatory risk that may impact the business. Risk assessment helps the legal 
department focus resources on priority issues.

 n Issue identification. Issues may be identified via several channels including 
periodic audits and employee hotline/helplines. Issues should be substantiated 
before significant legal and investigative resources are allocated for resolution.

 n Investigations. Once an issue is identified and substantiated, the matter must be 
investigated using a rigorous and consistent process.

 n Incident response. Tied closely to issue identification and investigations is the 
need for legal to lead the response process when an incident or breach occurs 
to information specifically (e.g., personal information and mandatory disclosure 
requirements). 

 n Policy and training/awareness management. Policies that govern corporate 
conduct must be drafted and distributed, with confirmation that employees 
received, read, and when appropriate were trained on the policy.

 n Legal and regulatory change management. Legal departments are tasked with 
monitoring numerous new and changing laws, court rulings, and regulations that 
impact the business. Each change needs to be monitored and a business impact 
analysis done.

 n Contract management. The legal department is critical in drafting, revising, and 
reviewing contracts and business negotiations.

 n Intellectual property management. The documentation, filing, and protection 
of confidential corporate information, trade secrets, and copyrights are a critical 
function of the legal department.
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 n Reporting and filing. It is critical that all corporate and regulatory reporting is 
effectively managed. Management and the board should also be adequately 
informed regarding legal risks and the systems in place to address these issues.

 n Discovery management. The legal department has been burdened with 
changing requirements in discovery and e-discovery that demand that adequate 
record retention policies be in place and that the organization has clear legal 
hold and discovery procedures.

 n Strategic business planning (e.g., new markets). Legal plays a critical role in 
strategic business planning to ensure that the organization minimizes legal 
exposure in its strategy, manages uncertainty, and acts with integrity.

 n Mergers and acquisitions. During mergers and acquisitions, legal plays a critical 
role in not only ensuring negotiations and contracts are in place and protect the 
organization, but also in ensuring due diligence is done and that the organization 
is not acquiring significant legal risks.

 n Third-party risk and compliance. The legal department is a key player in 
managing due diligence of third-party relationships as well as reviewing 
contracts.

 n Enterprise risk management. As legal risks are a critical part of enterprise 
risks, legal should have a seat at the enterprise risk management table. Some 
organizations have the Chief Risk Officer reporting into legal.

 n ESG (CSR, sustainability). Legal plays a lead role in the organizations ethical, 
contractual, and regulatory commitments that impact corporate social 
responsibility, sustainability, and now environmental and social governance.

By stepping back and viewing these Legal GRC processes, the organization can begin 
to carve out a well-defined and direct path to achieving objectives while staying within 
boundaries of legal risk. These boundaries are set by obligations of regulatory and legal 
requirements, expectations of shareholders, partners, customers, and other stakeholders, 
as well as the internal values of the organization. The organization can accomplish this 
by ensuring an integrated approach to the Legal GRC efforts of the organization that is 
supported by a robust information and technology architecture. 

The Legal GRC Information & Technology Architecture
Legal GRC fails when information is scattered, redundant, non-reliable, and managed 
as a system of parts that do not integrate and work as a collective whole. Documents, 
spreadsheets, and emails are not equipped to capture, manage, and report on the 
complex interrelationships in legal processes, information, and reporting that span 
operations, relationships, lines of business, transactions, and business processes and 
functions. The Legal GRC information architecture supports the process architecture and 
overall Legal GRC strategy. The information architecture involves the structural design, 



14©GRC 20/20 Research, LLC; Redistribution License Granted to Exterro

labeling, use, flow, processing, and reporting of Legal GRC information to support the 
necessary legal and business processes. 

A successful Legal GRC management information architecture will be able to connect 
information across risk management and business systems. This requires a robust and 
adaptable Legal GRC information architecture that can model the complexity of legal 
information, transactions, interactions, relationship, cause and effect, and the analysis of 
information, which can integrate and manage a range of business systems and external 
data. Key to this information architecture is a clear data inventory and map of information 
that informs the organization of what data it has, who in the organization owns it, what 
regulatory retention obligations are attached to it, and what third parties have access to 
it. This is a fundamental requirement for applying process and effectively managing an 
organization’s Legal GRC activities.

The Legal GRC technology architecture operationalizes the information and process 
architecture to support the overall Legal GRC strategy. The right technology architecture 
enables the organization to effectively manage legal risks and processes while facilitating 
the ability to document, communicate, report, and monitor a range legal operations, 
documents, tasks, responsibilities, and actions. 

There can and should be a central core technology platform for Legal GRC that connects 
the fabric of the legal processes, information, and other technologies together across the 
organization. This is the central hub of Legal GRC and requires that it be able to integrate 
and connect with a variety of other business systems, such as specialized and focused risk 
systems and external legal data sources. 

Many organizations see Legal GRC management initiatives fail when they purchase 
technology before understanding their process, information architecture, and 
requirements. Organizations have the following technology architecture choices before 
them:

 n Documents, spreadsheets, and email. Manual spreadsheet and document-
centric processes are prone to failure, as they bury the organization in mountains 
of data that is difficult to maintain, aggregate, and report on - consuming 
valuable resources. The organization ends up spending more time in data 
management and reconciling, as opposed to active legal management and 
monitoring. 

 n Point solutions. Implementation of a number of point solutions that are 
deployed and purpose-built for very specific legal processes. The challenge here 
is that the organization ends up maintaining a wide array of solutions that do 
very similar things but for different purposes and still has to reconcile information 
across systems. This introduces a lot of redundancy in information gathering and 
communication that taxes the organization in managing legal.

 n Legal GRC platforms. These are solutions built for a full perspective of Legal 
GRC, and often have the broadest array of built-in features to support the 
Legal GRC processes. These solutions enable Legal GRC to have a central 
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connected hub of information and legal process control for overall analysis and 
reporting. It is in this context that technology takes a balanced view of legal 
GRC that includes performance, as well as risk and control needs. They enable 
an organization to govern legal throughout its lifecycle and enables enterprise 
reporting and integration of legal throughout the enterprise.

The right Legal GRC technology architecture choice for an organization involves the 
integration of several components into a core Legal GRC platform solution - which can 
facilitate the integration and correlation of legal information, analytics, and reporting. 
Organizations suffer when they take a myopic view of Legal GRC technology that fails to 
connect all the dots and provide context to business analytics, performance, objectives, 
and strategy in the real-time that a business operates in.  

Legal technology has evolved. These solutions allow for greater user experience, while 
providing connectivity and integration with other systems to consume and share data 
between systems. They have advanced analytical capabilities and leverage artificial 
intelligence and cognitive computing with predictive analytics, machine learning, and 
natural language processing. 

The performance and usability of the new generation of connected and integrated Legal 
GRC solutions returns value to the organization through efficiency, effectiveness, agility, 
and resiliency - providing strong overall performance of the solution, and the agility and 
rapid implementation timeframes through a low-code configurable solution. 

Some of the core capabilities organizations should consider in their Legal GRC 
management are:

 n Legal process management. Legal GRC platforms enable the management and 
integration of information across the previously defined legal processes such as:

 � Matter management. 

 � Legal guidance. 

 � Privacy. 

 � Records retention/data minimization. 

 � Board & entity management. 

 � Legal risk management. 

 � Issue identification. 

 � Investigations. 

 � Incident response. 
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 � Policy and training/awareness management. 

 � Legal and regulatory change management. 

 � Contract management. 

 � Intellectual property management. 

 � Reporting and filing. 

 � Discovery management. 

 � Strategic business planning (e.g., new markets). 

 � Mergers and acquisitions. 

 � Third-party risk and compliance. 

 � Enterprise risk management. 

 � ESG (CSR, sustainability).

 n Integration. Legal GRC management is not a single isolated competency or 
technology within a company. It needs to integrate well with other technologies 
and competencies that already exist in the organization, making the ability to pull 
and push data through integration critical. 

 n Content, workflow, and task management. Content should be able to be 
tagged so it can be properly routed to the right subject matter expert to 
establish workflow and tasks for review and analysis. Standardized formats enable 
organizations to measure business impact, risk, and compliance. 

 n Information governance. A fundamental requirement of any Legal GRC solution 
is a modern, actionable, enterprise-class data inventory with the ability to 
connect to enterprise data sources (e.g., Office365, Slack, Google, Box, Network 
shares, Dropbox). Organizations need to know where data is, how much it has, 
the context/record type, how it is used, who owns it within the organization, what 
regulations govern retention, and what third parties have access to it. Without 
this the organization cannot respond to legal requests for that data – DSAR, 
e-discovery, Article 30, Breach response, etc.

 n 360° contextual awareness. The organization should have a complete view 
of what is happening with legal in the context of legal performance, risk, 
and compliance. Contextual awareness requires that legal management 
have a central nervous system to capture signals found in processes, data, 
and transactions. It also needs to capture changing risks and regulations for 
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interpretation, analysis, and holistic awareness of risk in the context of risk and 
performance.

 n Allocate accountability. Legal GRC requires that someone is accountable, and 
the right technology tracks ownership and steps taken to maintain compliance 
through a risk taxonomy, enforcing accountability through task management, 
workflow, and escalation. Through reporting and metrics, owners see risk from 
different perspectives and understand what they are responsible for. 

 n Advanced reporting and trending. Legal GRC technology manages and 
monitors legal risks and processes. This permits detailed reporting, dashboards, 
trending, and analytics that scale to the needs of the department or enterprise. 
Organizations can establish and monitor metrics through key performance 
indicators (KPIs) and key risk indicators (KRIs) and map them to objectives and 
processes. Reporting is customizable and scalable to the context and level of 
detail appropriate to the audience — whether it be process owners, managers, 
executives, or board members. 

 n Legal analytics and modeling. Mature Legal GRC technology should support a 
breadth of analytics and modeling to meet the diverse needs of groups across 
the business. The solution can track and model legal spending. 

 n Understand the interrelationship of legal risk. Legal GRC technology provides 
for identification and categorization of legal risk into hierarchical structures to 
effectively manage and assign accountability. However, individual risks can also 
relate to risk outside of a hierarchical model. The risk information architecture 
allows for the categorization of risk, mapping, and the relationship of risk that 
does not always fit into neat hierarchies. 

GRC 20/20’s Final Perspective

Growing in Legal GRC Maturity
Legal GRC processes and technology enables the organization to use its resources 
wisely to prevent undesirable outcomes and maximize advantages while striving to 
achieve its objectives. A key focus is to provide legal assurance that processes are 
designed to mitigate the most significant legal issues and are operating as designed. 
Effective management of legal risk and exposure is critical to the board and executive 
management, who need a reliable way to provide assurance to stakeholders that the 
enterprise plans to both preserve and create value. Mature Legal GRC enables the 
organization to weigh multiple inputs from both internal and external contexts and use a 
variety of methods to analyze legal risk and provide analytics and modeling. 

Legal GRC requires the organization to provide an integrated process, information, and 
technology architecture to identify, analyze, manage, and monitor legal risk, and capture 
changes in the organization’s profile from internal and external events as they occur. 
This enables the organization to take a top-down view of risk led by the executives and 
the board, and make up part of the fabric of the business, not an unattached layer of 
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oversight. It also involves a bottom-up participation where business functions at all levels 
identify and monitor uncertainty and the impact of risk. 

Organizations striving to increase Legal GRC maturity in their organization become more:

 n Aware. They want to have a finger on the pulse of the business and watch for 
change in the internal and external environments that introduce legal risk and 
exposure. Key to this is the ability to turn data into information that can be, and 
is, analyzed and shareable in every relevant direction.

 n Aligned. They need to align performance and legal GRC to support and 
inform business objectives. This requires continuously aligning objectives 
and operations of the integrated Legal GRC capability to the objectives and 
operations of the entity, and to give strategic consideration to information from 
the risk management capability to affect appropriate change.

 n Responsive. Organizations cannot react to something they do not sense. Mature 
Legal GRC is focused on gaining greater awareness and understanding of 
information that drives decisions and actions, improves transparency, but also 
quickly cuts through the morass of data to what an organization needs to know to 
make the right decisions.

 n Agile. Stakeholders desire the organization to be more than fast; they require it 
to be nimble. Being fast isn’t helpful if the organization is headed in the wrong 
direction. Principled Performance enables decisions and actions that are quick, 
coordinated, and well thought out. Agility allows an entity to use risk to its 
advantage, grasp strategic opportunities, and be confident in its ability to stay on 
course. 

 n Resilient. The best laid plans of mice and men fail. Organizations need to be 
able to bounce back quickly from changes, legal risks, and incidents with limited 
business impact. They desire to have sufficient tolerances to allow for some 
missteps and have the confidence necessary to rapidly adapt and respond to 
opportunities.

 n Efficient. They want to build business muscle and trim fat to rid expense from 
unnecessary duplication, redundancy, and misallocation of resources; to make 
the organization leaner overall with enhanced capability and related decisions 
about the application of resources.
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