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group key distribution scheme, and a Distributed group key
agreement scheme – into a secure secret handshake scheme.
We formally specify this framework based on desired functionality and security properties.
Existing secret handshake techniques are only able to support 2-party secret handshakes [1], [2, 3]. Our framework
represents the ﬁrst result that supports truly multi-party secret handshakes. We present some concrete examples where
a handshake participant computes only O(m) modular exponentiations and sends/receives O(m) messages, where m
is the number of handshake participants.
¿From the security perspective, our framework has two
novel features. First, it can be resolved into concrete schemes
that provide the novel and important self-distinction
property which ensures the uniqueness of each handshake
participant. It guarantees that the protocol is a multi-party
computation with the exact number of players that claim to
be participating. Without self-distinction, a malicious
insider can easily impersonate any number of group members by simultaneously playing multiple roles in a handshake
protocol. Thus, an honest participant may be fooled into
making a wrong decision when the number of participating
parties is a factor in the decision-making policy. We also
note that self-distinction is trivial for 2-party secret handshakes. However, it becomes more challenging for handshakes of three or more, since the parties cannot simply
expose their identities; otherwise, anonymity would be lost.
Second, unlike prior work [1, 2] which relies on one-time
credentials to achieve unlinkability1 our approach provides unlinkability with multi-show (or reusable) credentials. This greatly enhances its usability and practicality.
Moreover, our approach does not require users to be aware
of other groups, unlike [3].
A full version of this paper can be found in [4].

ABSTRACT
Secret handshakes oﬀer anonymous and unobservable authentication and serve as an important tool in the arsenal
of privacy-preserving techniques. Prior research focused on
2-party secret handshakes with one-time credentials. This
paper breaks new ground on two accounts: (1) we obtain
secure and eﬃcient secret handshakes with reusable credentials, and (2) we provide the ﬁrst treatment of multi-party
secret handshakes.
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1.

OVERVIEW

We investigate interactive privacy-preserving mutual authentication; speciﬁcally, secret handshakes. A secret handshake scheme allows two or more group members to authenticate each other in an anonymous, unlinkable and unobservable manner such that one’s membership is not revealed
unless every other party’s membership is also ensured. We
achieve this by presenting a secret handshake framework –
GCD. This framework is a compiler that transforms three
main ingredients – a Group signature scheme, a Centralized
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1
This ensures that multiple handshake sessions involving the
same participant(s) cannot be linked by an adversary.
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