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Abstract—Digital signatures are an important mechanism for ensuring data trustworthiness via source authenticity, integrity, and
source nonrepudiation. However, their trustworthiness guarantee can be subverted in the real world by sophisticated attacks, which
can obtain cryptographically legitimate digital signatures without actually compromising the private signing key. This problem cannot be
adequately addressed by a purely cryptographic approach, by the revocation mechanism of Public Key Infrastructure (PKI) because it
may take a long time to detect the compromise, or by using tamper-resistant hardware because the attacker does not need to
compromise the hardware. This problem will become increasingly more important and evident because of stealthy malware (or
Advanced Persistent Threats). In this paper, we propose a novel solution, dubbed Assured Digital Signing (ADS), to enhancing the
data trustworthiness vouched by digital signatures. In order to minimize the modifications to the Trusted Computing Base (TCB), ADS
simultaneously takes advantage of trusted computing and virtualization technologies. Specifically, ADS allows a signature verifier to
examine not only a signature’s cryptographic validity but also its system security validity that the private signing key and the signing
function are secure, despite the powerful attack that the signing application program and the general-purpose Operating System (OS)
kernel are malicious. The modular design of ADS makes it application-transparent (i.e., no need to modify the application source code
in order to deploy it) and almost hypervisor-independent (i.e., it can be implemented with any Type I hypervisor). To demonstrate the
feasibility of ADS, we report the implementation and analysis of an Xen-based ADS system.
Index Terms—Data trustworthiness, digital signatures, cryptographic assurance, system-based assurance, malware
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INTRODUCTION

D

signatures are an important tool for ensuring
data trustworthiness. The cryptographic assurance of
digital signatures is well understood [1], assuming the
private signing keys are not compromised (despite sidechannel attacks [2]). An appreciated problem is to attain a
stronger signature trustworthiness than the cryptographic
assurance. However, existing solutions to this problem are
not sufficient. Specifically, the cryptographic approach—including digital signatures of various flavors: threshold
signature [3], proactive signatures [4], forward-secure
signature [5], [6], key-insulated signature [7], and intrusion-resilient signatures [8]—can mitigate, but cannot prevent, the compromise of signature trustworthiness. PKI-like
key revocation mechanisms are not sufficient because the
compromise may not be detected until after a long time. It is
also not sufficient to put the private signing keys in tamperresistant hardware devices [9]. This is because the attacker
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can compromise the signing functions without compromising the private signing keys and without compromising the
hardware devices; for example, the attacker uses stealthy
malware to penetrate into the Operating System (OS) kernel
and then asks the device to sign the attacker’s messages [10],
[11]. In order to enhance signature trustworthiness in the
real world, we need to address such powerful attacks.
Our contributions. We propose enhancing data trustworthiness via Assured Digital Signing (ADS), which allows a
signature verifier to examine not only digital signatures’
cryptographic validity as in the current daily routine
practice, but also their system security validity that the
private signing keys and the signing functions are secure. In
particular, ADS deals with the powerful attacks that the
signing application program itself may be malicious (e.g., a
backdoor was embedded by its vendor or developer), and
that the underlying general-purpose OS kernel is malicious.
In order to minimize the modifications to the Trusted
Computing Base (TCB), we propose a modular design of
ADS, which simultaneously takes advantage of trusted
computing and virtualization technologies.
We show that ADS can enhance digital signatures’
trustworthiness against the powerful attacks, as long as
(essentially) the hypervisor is secure. Although this assumption is accepted by some researchers, it is deemed as
somewhat strong by others. We believe that hypervisors
will become significantly more secure in the near future (cf.
[12], [13], [14], [15], [16]). The modular design of ADS makes
it application-transparent because there is no need to modify
the application source code in order to deploy it, and almost
hypervisor-independent because it can be implemented on
any Type I hypervisor. The modular security analysis, albeit
informal, shows that if certain component properties are
Published by the IEEE Computer Society
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satisfied by a hypervisor-specific instantiation of ADS, then
the resulting instantiation attains the enhanced signature
trustworthiness despite the powerful attacks. To demonstrate the feasibility of ADS, we report the implementation
and analysis of an Xen-based ADS. We also discuss how to
implement ADS on other popular Type I hypervisors.
Paper organization. The rest of the paper is organized as
follows: Section 2 describes the design of ADS. Section 3
presents its instantiation on Xen hypervisor. Section 4
discusses how ADS may be instantiated on other Type I
hypervisors. Section 5 reviews related prior work. Section 6
concludes the paper with future research directions.

2

MODULAR DESIGN AND SECURITY OF ADS

Now, we present the modular design of ADS. We argue that
ADS attains the desired security properties based on that
certain abstract component properties can be satisfied.

2.1 Design Requirements
The design requirements of ADS are: First, it should enhance
the trustworthiness of digital signatures by allowing a
signature verifier to examine not only the digital signatures’
cryptographic validity but also their security validity that
the private signing key and the signing function are secure.
This naturally suggests using some form of attestation.
Second, it should minimize the changes (if inevitable) to the
TCB. Third, it should be applicable to most, if not all, system
software platforms (i.e., platform independence) and should
not force modification of the application source code in
order to deploy it (i.e., application transparency).
The threat model consists of two attacks:
Attack I: Both the signing application program and
the general-purpose OS are malicious. The signing
application program (e.g., electronic commerce or
cloud computing) could be malicious by birth because
its vendor or developer is malicious. We deal with
general-purpose OS because it supports a rich set of
(legacy) applications, but its security is much harder
to guarantee, even in a foreseeable future.
. Attack II: The general-purpose OS is malicious but the
signing application program is trusted (i.e., its vendor
or developer is honest). In this case, the trusted signing
application program may or may not be corrupted by
the underlying general-purpose OS. For example, the
malicious OS kernel may invoke the signing application program to obtain digital signatures.
Both attacks attempt to compromise the private signing keys,
or to compromise the signing functions without compromising the private signing keys. As we will discuss in Section 5,
existing solutions cannot defeat these attacks. We observe
that Attack I is more powerful than Attack II. Nevertheless,
we consider Attack II because it may be relevant in some reallife settings.
The security objective is therefore to ensure the following
despite Attacks I-II:
.

.

System Property 1: The signature verifier can verify
that the private signing key is secure.
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System Property 2: The signature verifier can verify
that the signing function is secure—the attacker
cannot obtain unauthorized signatures.
The above means that we need some attestation service that
is secure despite Attacks I-II.
Note that since the general-purpose OS kernel beneath
the signing application is malicious, the attacker can always
prevent the signing application from obtaining/producing
signatures. In other words, this type of denial-of-service
attack is inherent to the threat model. Since the denial-ofservice attack causes little (if any) practical consequences on
the trustworthiness of digital signatures, and the presence
of this attack alerts that the system has been compromised
and should be cleaned up, we do not consider this threat in
the rest of the paper.
.

2.2 Design Rationales and Assumptions
In order to attain platform-independence while minimizing
the (inevitable) modifications to the TCB, we propose
adding a new software layer between the signing application program and the TCB. Since we cannot trust any
general-purpose OS kernel, we propose using Type I
hypervisor as (the major part of) the TCB, which resides on
top of the bare hardware and below the general-purpose
guest OS in the user Virtual Machines (VMs). The choice of
using a Type I hypervisor rather than a Type II hypervisor,
which runs on top of another software layer (e.g., a generalpurpose OS such as Linux in the case of KVM [17]), is that
the underlying software layer may be subject to extra
attacks. Moreover, there are several popular Type I
hypervisors [18], [19], [20], [21], [22].
In order to defeat the powerful attacks, we need to make
the following security assumptions.
.

.

.

Assumption I: The hypervisor is secure, as having
been assumed in numerous studies. This is reasonable because there have been significant progress on
making hypervisors more secure (e.g., [12], [13], [14],
[15], [16]). Note that this implies that the BIOS is
secure as well; otherwise, the hypervisor could be
compromised.
Assumption II: There is a secure light-weight kernel
that can be used for some trusted VM (trusted-VM),
whose hard disk storage integrity is also protected
from any other VM. This is reasonable because the
hypervisor is secure, and because the lightweight
kernel can be substantially smaller than a generalpurpose kernel and can even be formally verified to
some extent [14].
Assumption III: The relevant cryptographic primitives and their implementations (i.e., crypto libraries)
are secure. These are well-accepted assumptions.

2.3 Modular System Design
The logical architecture of ADS is depicted in Fig. 1. In order
to allow a signature verifier to examine the security validity
of digital signatures, we propose extending the attestation
service of Trusted Platform Module (TPM [23]) to accommodate some extra relevant information. Note that TPM’s
default attestation service only offers limited information
(e.g., the system state before loading the hypervisor), which is
necessary (otherwise, the hypervisor could be undermined)
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Fig. 1. Logical architecture of ADS, where dashed arrows represent
logical (rather than physical) communication flows, and the thick solid
line represents a secure communication channel between the application in the user-VM and the signing server in the trusted-VM.

but not sufficient for our purpose. We need to additionally
attest the signing application program, the message being
signed and the resulting digital signature. We note that this is
sufficient for our needs, but far from sufficient for attesting
the integrity of the OS kernel or hypervisor, which is an open
problem. The attestation of the signing application program
is based on comparing its runtime hash measurement and its
precomputed hash measurement, which may be provided by
the software vendor or computed by the user in a clean state.
The precomputed hash value is stored in trusted-VM’s
harddisk, and its integrity is protected from the malicious
user-VM (as well as hard disk-oriented attacks, if applicable).
In order to deal with that the signing application itself
may be malicious, we cannot let it generate or have access to
the private signing key, and we must restrict its access to
the cryptographic signing function. This led us to put the
signing application in the untrusted user-VM (in which the
OS kernel can be malicious), and to put a signing server in
the trusted-VM. This separation is necessary, but still not
sufficient, to defeat the attacks. We found it sufficient to
give the human user a user confirmation mechanism to
allow/deny a digital signing request. The user confirmation
mechanism shows the relevant information about the
message that is to be signed (e.g., file type, length, and
even content for viewable document). Although this may
require to run a document viewer for complicated documents, the addition to the trusted-VM TCB is small because
the viewer does not need to support editing operations.
In order to allow the user-VM application program to
use the signing service despite the malicious user-VM
kernel, we propose adding a small piece of software, called
security monitor, to reside below the user-VM kernel and
above the hypervisor. This can reduce the reliance on the
user confirmation mechanism to defeat the attacks, which is
especially relevant when the attacker tampers the application program. This is important because we should weaken
the reliance on the human user as much as possible (e.g.,
some users may not be careful enough). In order to attain
secure communications between the application program
and the signing server, we need a communication channel
that can survive the malicious user-VM kernel. With the
help of the security monitor, this is feasible because we only
need to ensure communication integrity, namely that the
messages are not manipulated.
Putting the above discussions together, we can see that at a
high-level ADS operates as follows: First, both the signing
server in the trusted-VM and the security monitor in the userVM are initiated. Second, the signing application program
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Fig. 2. Basic ideas behind how our modular design attains the desired
system properties despite the attacks. Note that Component Property IV
is essential to every System Property in the presence of any attack.

requests the signing server to sign a message via the
integrity-guaranteed communication channel, from which
the signing application receives the resulting digital signature and an attestation. Third, the signature verifier can
verify the cryptographic validity of the signature and the
attestation, which would give the signature verifier extra
confidence on the trustworthiness of the signature.
Discussion. First, although the hypervisor or the trustedVM can (be enhanced to) do attestation, we choose TPMbased attestation because it is a mature technique with an
embedded PKI-like infrastructure [24], and because it
avoids unnecessary modifications to the TCB (i.e., hypervisor and trusted-VM) for attestation purpose. Second, we
observe that TPM’s attestation is essentially conducted
through a digital signature with respect to TPM’s own
private signing key. Although one can exploit TPM for
storing a user’s private signing key (which is not the TPM’s
private key) and for signing applications, this does not solve
the problem we address because TPM is used as a special
hardware device, which can be invoked by the compromised OS kernel. This justifies the importance of the user
confirmation mechanism. Third, we do not run the signing
server in the hypervisor not only because this will
significantly enlarge the hypervisor TCB, but also because
hypervisor alone cannot provide the user confirmation
mechanism (i.e., it has to be provided with some user
interface). This explains why we provide the user confirmation mechanism via the trusted-VM.

2.4

System Properties of ADS-Produced Digital
Signatures
Our objective is to ensure the signature verifiers that the
private signing key is secure (System Property 1) and that
the private signing function is secure (System Property 2).
The basic ideas behind how the desired system properties are
attained despite the attacks are highlighted in Fig. 2.
Specifically, in order to make our security analysis not
specific to any hypervisor-specific instantiation (but rather
easily applicable to various hypervisor-dependent instantiations), we relate the system properties to four abstract
component properties, which are hypervisor-specific. As a
corollary, any hypervisor-specific instantiation of ADS,
which can be shown to satisfy the components properties,
attains the desired system properties. The four abstract
component properties are:
.

Component Property I: The user confirmation mechanism allows the user to check the messages to be
signed, and the user will carefully check the messages
to be signed.
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Component Property II: If the signing application
program in the user-VM is tampered by the underlying malicious kernel, this can be detected. This
requires that the hash value of the application
program be correctly computed despite the attacks.
. Component Property III: The malicious user-VM
kernel cannot compromise (without being detected)
the integrity of the communication channel between
the signing server in the trusted-VM and the signing
application in the user-VM, as long as the signing
application is not malicious by birth (e.g., with an
embedded backdoor).
. Component Property IV: The extended TPM-based
attestation service is secure, where the extension is to
attest the integrity of the signing application program,
the message being signed, and the resulting signature.
In what follows, we argue that the above modular design
attains System Properties 1 and 2 despite Attacks I-II, as
long as the assumptions and the component properties are
satisfied. We observe that Component Property IV reduces
demonstrating the System Properties to showing that the
private signing key and signing function are secure.
Assuring System Property 1 despite Attacks I-II. To
see that the user’s private signing key is not compromised
by Attacks I-II, we observe that the key is generated in,
and never leaves, the trusted-VM. Since both the trustedVM (including its hard disk) and the underlying hypervisor are secure (Assumptions I and II) and the cryptographic primitives and their implementations are secure
(Assumption III), the private signing key cannot be
compromised by Attacks I-II.
Assuring System Property 2 despite Attack I. Now we
argue that Attack I cannot compromise the signing function,
namely that any access attempt from the attacker will be
detected and prevented. Since we already showed that the
attacker cannot compromise the private signing key, the
attacker can only attempt to launch signing requests either
from the malicious signing application, or from any other
software program running in the user-VM. Because of
Component Property I that the user will carefully check
the messages to be signed, the attacker cannot trick the
signing server to sign a message when requesting from the
signing application program. Since the hash functions and
the trusted-VM are secure, the attempt of requesting a
signature from any other software program will be detected.
This is because the hash value of the caller software program
does not match the hash value of the authorized (albeit
malicious by birth) signing application, where the former is
guaranteed to be correctly measured by Component Property II and the latter is stored in the trusted-VM and cannot
be compromised.
Assuring System Property 2 despite Attack II. Now we
argue that Attack II cannot compromise the signing function.
In this case, the user-VM kernel is malicious but the signing
application is trusted. Since we already showed that the
attacker cannot compromise the private signing key, the
attacker can only attempt to obtain a signature
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1.
2.

by invoking the authorized signing application
without corrupting it,
by invoking any other software program running in
the user-VM,

Fig. 3. Architecture of Xen-based ADS, where the main components—
user confirmation, signing server, attestation service, and security
monitor—are inherited from the logical architecture of ADS described in
Fig. 1. The other components—memory protection, request/response
hypercalls, call gates, policy engine, and back-end monitor—are specific
to Xen hypervisor (but can be adapted to the other Type I hypervisors as
we will discuss in Section 4).

by corrupting the trusted signing application, and
by replacing the signing application’s message with
the attacker’s.
As we argue below, these attempts are all prevented.
Specifically, the above step 1 is prevented because the
signing request will not be allowed by the user confirmation
mechanism (Component Property I). The above step 2 is
detected because the hash values do not match as mentioned
in the case of Attack I. The above step 3 is detected and
prevent because of Component Property II that a trusted
signing application cannot be manipulated without being
detected. The above step 4 is prevented because the malicious
kernel cannot compromise the integrity of the communication channel (Component Property III). Note that the above
steps 3 and 4 do not have counterparts under Attack I because
the signing application is malicious by birth in Attack I, and
explain why defeating Attack II will require less reliance on
the user confirmation mechanism.
3.
4.

3

XEN-BASED IMPLEMENTATION OF ADS

To demonstrate the feasibility of ADS, we conduct a case
study based on paravirtualized Xen, in which Domain U
never executes in Ring 0. Xen is chosen because it is widely
used and its source code is freely available. This naturally
leads to use Xen’s Domain 0 and Domain U as the trustedVM and the user-VM, respectively. As such, we will use
“Domain 0” and “trusted-VM” interchangeably, and use
“Domain U” and “user-VM” interchangeably. To be consistent with the assumptions made in the above logical
design of ADS, we assume that Xen and Domain 0 are secure.
This is a reasonable assumption because our focus here is to
show the feasibility of ADS.

3.1 Architecture of Xen-Based ADS
Fig. 3 depicts the architecture of Xen-based ADS. It inherits
the components of the logical ADS as shown in Fig. 1,
while adding some Xen-based components. In order to
make ADS application-transparent, we use a stub module
to declare functions in the crypto library so that the
application code can link against them just like linking
against a local crypto library.
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Fig. 4. User confirmation mechanism in Domain 0: After the signing
server in Domain 0 receives a signing request from Domain U, it pops up
the dialog window in Domain 0 to ask the human user to allow/deny the
signing request. In this concrete example the dialog window displayed
information such as the message to be signed.

When the signing application in the user-VM needs to
obtain a signature on a message, it uses a Xen-based
communication channel, which instantiates the abstract
secure communication channel in logical ADS architecture
as depicted in Fig. 1, to communicate with the signing server
in the trusted-VM. Since the user-VM kernel is malicious, the
channel should not be based on the kernel and actually
should be protected from the kernel. The channel will be
fundamentally based on Xen’s shared memory mechanism,
with extra security protections that will be implemented by
some special hypercalls we introduce. Since the signing
application does not have the privilege to make hypercalls, it
will need to use the call gate mechanism of x86 hardware to
“jump” into the security monitor to make hypercalls (as
illustrated in Fig. 3).
When the signing server receives the signing request, the
policy engine will compare the hash value stored in Domain
0 for the authorized signing application and the hash value
of the requesting program in Domain U, with the latter
being measured by Xen in some careful fashion (essentially,
all libraries the signing application calls are loaded into the
memory and the memory pages are properly locked as we
will see in Section 3.4). If they match, the signing server will
pop up a dialog window in Domain 0 to ask the human user
to allow/deny the signing request, which is the key idea to
defeat the malicious signing application and to defeat the
malicious Domain U kernel invoked signing request via the
authorized signing application (cf. Fig. 4). Note that the user
confirmation mechanism is in the trusted-VM and therefore
protected from the malicious user-VM. If the human user
allows the signing request, the signing server will send the
signing application the resulting digital signature as well as
an attestation. The attestation states that the signature was
issued by a specific signing application, and that the
hypervisor was loaded in a secure environment as the
TPM-based bootstrapping chain indicated.
As discussed in the design of the logical ADS architecture,
we wanted to minimize the modifications to the TCB and to
use the TPM-based attestation infrastructure. Specifically,
we use Trousers, which is the open-source implementation
of TCG’s Software Stack (TSS [23]), to allow the trusted-VM
to access the TPM. In order to defeat the replay attack against
attestation, the signature verifier can select a nonce and send
it to the signing application, which will send the nonce to the
attestation service so that the nonce will be signed by the
attestation service. As a result, the signature verifier can
verify, in addition to the cryptographic validity of the
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signature on the message in question, the hash value of the
signing application program, which is stored in TPM’s
Platform Configuration Register (PCR) 9, and the hash value
of the messages/signatures, which is stored in PCR 11. Note
that PCR 9 and PCR 11 are used for our purpose because they
were not used by the current TPM specification.
In what follow, we will elaborate the details related to:
the establishment of the secure communication channel
(Section 3.2), the security monitor and its protection
(Section 3.3), the attestation service (Section 3.4), and the
new hypercalls for securing ADS (Section 3.5). In particular,
we mention that the new hypercalls allow Xen to measure
the integrity of the signing application in the user-VM,
while properly protecting the memory pages corresponding
to the signing application program code segment, including
both the executable and all of the libraries the application
program calls (including shared libraries) without relying
on the kernel or its data structures. Identifying these
externally is feasible because in Linux x86’s 32-bit Physical
Address Extension (PAE) mode, all code-segment pages are
marked as “NX == 0” if and only if they are executable.
In summary, our modifications to Xen are the incorporation
of a memory protection mechanism for preventing important memory regions from being tampered, and the
introduction of the special hypercalls for facilitating secure
communications between the signing application and the
signing server. The total modifications to Xen is no more
than 800 lines of C code. (The security monitor is 274 lines
of C and assembly code.)

3.2

The Secure Communication Channel
Component
We propose using Xen’s shared memory mechanism to attain
the secure communication channel between the signing
application and the signing server. The reason for choosing
this mechanism, rather than the memory copy mechanism, is
not only that we can simplify the control over the protected
content (i.e., one copy in the case of memory mapping
versus multiple copies in the case of memory copy), but also
that memory mapping is more efficient especially when the
messages to be signed are in large volume.
As illustrated in Fig. 5, four physical memory regions, M0 M3 , are used as shared memory. Since M0 -M3 are mapped to
the user-VM, we need to protect them by making the
following changes to the page table entries (PTE) corresponding to M0 -M3 . Specifically,
.
.

.

M0 : It contains the code of the security monitor and
is always marked as read-only and executable.
M1 : It stores parameters and hash-based measurements for attestation purpose (i.e., hash values of the
signing application program, of the message to be
signed, and of the resulting signature). M1 is marked
as writeable when a special hypercall needs to
write to it, and read-only and nonexecutable
otherwise.
M2 : It is used by the signing application to write
the message to be signed. It is always marked as
nonexecutable, additionally marked as writeable before the signing application writes to it, and
marked read-only afterwards.
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the kernel model, which may have been compromised by the
kernel. Although using the call gate to jump to the security
monitor to make hypercalls is not as efficient as using the
kernel module to make hypercalls, we must use the security
monitor to make hypercalls for the following security
sensitive operations: mapping memory shared by the
trusted-VM to its virtual address space; sending a message
to the trusted-VM for signing; unmapping the shared
memory when it is not needed any more. Specifically, the
signing application invokes the new hypercall V through the
following call gate mechanism:
call_gate(1,user_va) where user_va is the virtual
address of the signing application program: This call
gate jumps to the security monitor to execute the new
hypercall V to ask the hypervisor to measure the
application program, set memory protection for the
application program’s executable pages, and map
the shared memory region to user_va so as to pass
the message and the signature.
. call_gate(2,0): This call gate jumps to the security
monitor to execute the new hypercall V to ask the
signing server in the trusted-VM to sign a message.
. call_gate(3,0): This call gate jumps to the security
monitor to execute the new hypercall V to unmap the
shared memory and remove the memory protection.
We stress that we cannot use the kernel module to do these
security sensitive operations because of the following
possible attack, which can be successfully launched by the
malicious kernel unless the human user always carefully
examines the messages to be signed. Suppose the signing
application invokes call_gate(1,user_va) to jump to the
kernel module, which invokes the new hypercall V as the
security monitor does. Suppose the kernel module is
compromised by the kernel,1 it can change the second
argument to a virtual address that points to the message of its
choice, which will be mapped to M2 and M3 . Since the
attacker does not modify the application program, the hashbased integrity verification cannot detect this attack. As a
consequence, the attacker can get a digital signature on the
message of its choice, unless the user always carefully
examines the message in the user confirmation window. The
above attack is prevented by the security monitor because it
is installed by the back-end monitor in the trusted-VM, and
because its integrity cannot be corrupted by the user-VM
kernel because of the aforementioned memory protection
mechanism we added to Xen.
.

Fig. 5. Highlight of the “shared memory”-based implementation of
secure communication channel. There are four physical memory
regions, M0 -M3 , with each of size 256 KBytes (which can be set as a
system parameter when installing ADS). M0 and M1 are mapped to the
user-VM’s kernel space for the security monitor itself, M2 and M3 are
mapped to the user-VM’s user space for the signing application, and M1 ,
M2 , and M3 are mapped to the trusted-VM’s user space for the signing
server. M0 stores the code of the security monitor, M1 stores information
for attestation, M2 stores the message, and M3 stores the signature.

M3 : It is used by the signing server to return signature
to the signing application. M3 is always marked as
read-only and nonexecutable.
Note that without special protection, the malicious userVM kernel can use Xen’s standard hypercalls, namely
DO_MMU_UPDATE , DO_UPDATE_VA_MAPPING , and
PTWR_DO_PAGE_FAULT, to manipulate the content of the
shared memory regions. This is because each of the three
hypercalls can be exploited to modify the page table entries
in two fashions: 1) changing the R/W bit of the relevant page
table entries to writeable; 2) creating a new page table
entry and marking its R/W bit as writeable and mapping
it to the protected memory region. As a consequence, the
malicious kernel can arbitrarily tamper the content in the
shared memory regions.
In order to defeat the attacks, a straightforward method
is to use an extra list to record the protected memory pages.
This is however costly because whenever the user-VM
changes a page table entry, the system would have to search
through the whole list to find out whether a certain memory
page is protected. Instead, we use the following much more
efficient method to prevent the kernel from tampering with
the page table. Specifically, we use the 26th bit of page>u.inuse.type_info in Xen’s frame_table, which
was not used by Xen, to mark whether a page needs to be
protected for the purpose of ADS. Our method is much
faster because it totally avoids the operation of searching
the list. We call the particular bit PGT_entry_protected.
Similarly, we use the 25th bit of the corresponding page>u.inuse.type_info in Xen’s frame_table, which
was not used by Xen as well, to mark whether the page is
map-protected. We call this bit PGT_map_protected.
.

3.3 The Security Monitor Component
The security monitor allows the signing application in the
user-VM to use the new hypercall V, which will be
introduced in Section 3.5, to establish a secure channel with
the signing server in the trusted-VM. This channel is used for
security sensitive operations that cannot be conducted via

3.4 The Attestation Component
In order to measure the integrity of the signing application in
the user-VM, we need to know what comprises the
executable without relying on the user-VM kernel. Recall
that we measure the hash of application the executable and
the libraries (including the shared ones) the application
program calls, which exploits that in x86’s 32-bit PAE mode,
all code-segment pages are marked as “NX ¼¼ 0” if and
only if they are executable. When the signing application
program uses the call gate to request for signing service, the
1. There is no practical way, if feasible at all, for the hypervisor to ensure
the integrity of the kernel module because the kernel module can make
many system calls, which can be compromised by the kernel.
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hypervisor will compute the hash value of the application
program’s executable pages, write the hash value in M1 , and
notify the policy engine. The policy engine compares this
measurement against the hash value of the application
program stored in the trusted-VM, which may be provided
by the software vendor or simply computed by the user at a
clean system state. If they match, the policy engine extends
this measurement into TPM’s PCR 9 for later attestation
purpose; otherwise, it prompts the user that the application
program in the user-VM has been corrupted. After the user
allows the signing request and the signing server generates a
digital signature, the signing server measures the hash value
of the message and the signature, and extends the hash value
to TPM’s PCR 11. Then, TPM’s standard attestation is
extended to accommodate PCR 9 and PCR 11, which allows
the signature verifier to examine the signing application, the
message and the signature. Note that all the hash values are
computed using SHA-256.
For applications that require to sign multiple signatures,
we propose the following cache-like performance enhancement. Specifically, we allow the signing application to
request multiple signatures while amortizing the cost of
measuring the signing application program’s memory pages.
This can be achieved by locking the application program’s
executable pages so as to prevent the Time-of-Computing-toTime-of-Use (TOCTOU ) attack that can tamper the binary
after the measurement. As a result, the hypervisor only needs
to compute the hash value of the application program once
for signing multiple messages.
It is worthwhile to point out that if needed (e.g., when
ADS is used as a component in larger system), the attestation
service can be further extended to incorporate, for example,
the system call table and the Interrupt Descriptor Table (IDT)
in the user-VM. These tables do not change unless the kernel
is re-compiled and are often modified by attacks, which
means that this would allow detecting some attacks. If the
signing application needs to modify the Page Table Entries, it
can invoke call_gate(3,0) to unlock the memory. When the
signing application needs to use the signing service the next
time, it can invoke call_gate(1,0) to lock and measure the
executable pages again.

3.5 New Hypercalls
Five new hypercalls are introduced. Before we describe the
designs of the hypercalls in detail, we highlight how the
hypercalls are used. The back-end monitor in the trustedVM uses the new hypercall I to inform Xen about the shared
memory so that the user-VM kernel module can map the
shared memory to its address space via the new hypercall II.
After establishing the shared memory, the back-end monitor
uses the new hypercall III to add a call gate entry to Domain
U’s GDT (x86 Global Descriptor Table) so that the signing
application can use the call gate to jump to the start address
of the security monitor. The back-end monitor in the trustedVM and the kernel module in the user-VM use the new
hypercall IV to notify events to each other. (Note that
we could instead use the security monitor, rather than the
possibly compromised kernel module, to interact with the
back-end monitor for event notification. However, this
method is less efficient without offering significant security
benefit.) The signing application in the user-VM uses the
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new hypercall V to interact with the trusted-VM signing
server, which is part of the security communication channel.
New hypercall I. The back-end monitor initiates the
shared memory by allocating four physical memory
regions, whose start address is the hypercall argument.
For security, this hypercall does the following to ensure that
the shared memory can only be mapped by our newly
introduced hypercalls and cannot be mapped using Xen’s
standard hypercall for sharing memory: We mark each
shared memory page as map-protected. Moreover, we set
the global flag shared_memory, which we introduced, to 1
to indicate the shared memory is ready to be mapped into
the user-VM with the new hypercall II. Finally, we modify
Xen’s function GNTTAB_MAP_GRANT_REF to ensure that if
shared_memory != 0 and the page the user-VM kernel
module (or any other program) requests to map is marked
as map-protected, then Xen will disallow mapping to the
shared memory page(s) no matter which hypercall made
the request.
New hypercall II. The user-VM kernel module uses this
hypercall to map/unmap the shared memory that was set up
by the trusted-VM back-end monitor. The first argument is
the map/unmap flag that indicates one of the following two
possible scenarios: 1) The request is to map the shared
memory and the second argument is shared_pages_addr,
the start address of the shared memory. Xen sets shared_memory :¼ 0 before the mapping operation (so that
mapping can be fulfilled), and sets shared_memory := 2
after the mapping operation, which indicates that the shared
memory cannot be remapped or unmapped partially via any
hypercalls from the user-VM. 2) The request is to unmap the
shared memory pages, and the second argument is not used.
This is used when the application no longer needs the
assured signing service. Xen allows the unmap operation
only if shared_memory == 2, and disallows it otherwise.
New hypercall III. The trusted-VM back-end monitor
uses this hypercall to add an entry for storing the start
address of M0 to Domain U’ GDT, which can only be changed
by Xen. The start address of M0 is fixed after the user-VM
maps the shared memory, and is stored in Xen’s global
variable shared_pages_addr. After adding the entry to
GDT, the back-end monitor copies the security monitor code,
which is stored in the trusted-VM, to the shared memory M0 M1 . As a result, the call gate can jump to the start address of
M0 , namely the start address of the security monitor.
New hypercall IV. This hypercall allows the trusted-VM
and the user-VM to use the following six newly introduced
virtual interrupts to notify each other of events. This hypercall
has one argument that indicates one of the following
operations:
1.
2.
3.
4.
5.

The user-VM kernel module uses this to notify the
trusted-VM that the signing application is starting up.
The trusted-VM back-end monitor uses this to notify
the user-VM that it has set up the shared memory.
The user-VM kernel module uses this to notify the
trusted-VM that it has mapped the shared memory.
The trusted-VM back-end monitor uses this to notify
the user-VM that it has set up the call gate.
The trusted-VM back-end monitor uses this to notify
the user-VM that the signature for the message
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provided by the signing application is ready for
picking up, and M2 is labeled as writeable.
6. The user-VM kernel module uses this to notify the
trusted-VM that the signing application is being
teared down.
New hypercall V. This hypercall has two arguments, and
allows the application to perform privileged operations
specified by the first argument, which has three possibilities.
First, when the application wants to map shared memory M2 M3 to its virtual address user_va, it invokes call_gate(1,
user_va), which causes the hypercall to do the following:
Use SIGPROCMASK() to disable software interrupts
so as to prevent interference and ensure that the
kernel cannot gain control over the CPU.
2. Lock the application’s executable pages by marking
them as read-only (if not already) and mark each
page memory-protected(indicating memory protection). As a result, the application executable cannot
be modified.
3. Set M1 as writeable, hash the application executable pages and record the measurement in M1 , and
set M1 as read-only again.
4. Modify the page tables so that the application can
map M2 -M3 to its virtual address that is given by the
input argument. (Note this hypercall can operate
directly on the page table of the application because
CR3’s value and the application’s page table do not
change during the invocation process.) Set M3 as
read-only and M2 as writeable, and enable
software interrupt.
Second, when the signing application wants to request the
signing service for signing a message, it invokes call_gate(2,
0), which causes the hypercall to do the following: 1) Use
SIGPROCMASK() to disable software interrupts so as to
prevent interference. Set M2 as read-only so that the
message cannot be tampered with. 2) Set M1 as writeable.
Write to M1 the argument (2,0). Set M1 as read-only
again, and enable software interrupt.
Third, when the application wants to unmap M2 -M3 (i.e.,
no longer needs the service), it invokes call_gate(3, 0), which
causes the hypercall to do the following: 1) Use SIGPROCMASK() to disable software interrupts so as to prevent
interference. Unmap M2 -M3 from the application. 2) Remove
the memory protection on the application executable pages.
Finally, enable software interrupts.

4.

5.

6.

1.

7.

8.

9.
10.

11.

12.

13.
14.

15.

3.6 Running Example
Having described the individual components in some degree
of details, now we show how the components are put together
through a running example. Fig. 6 demonstrates a running
example of message flows, with details elaborated below.
0.

1.
2.

3.

The Domain 0 back-end monitor (a kernel module)
and Domain U kernel module are loaded into the
trusted-VM and the user-VM, respectively.
Both kernel module devices are opened and registered to be ready for handling virtual interrupts.
The Domain U kernel module raises a virtual interrupt
to notify the back-end monitor that the signing
application is set up.
Upon receiving the interrupt, the back-end monitor
allocates the shared memory pages.

3.7
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The back-end monitor uses the new hypercall I to
inform Xen that the shared memory pages are to be
shared with Domain U, and uses a virtual interrupt
to notify the Domain U kernel module.
Upon receiving the interrupt, the Domain U kernel
module invokes the new hypercall II to map the
shared memory, and uses a virtual interrupt to notify
the back-end monitor that the mapping has been
accomplished.
Upon receiving the interrupt, the back-end monitor
uses the new hypercall III to modify GDT and install
the security monitor, and uses a virtual interrupt to
notify the Domain U kernel module that the call gate
is ready for use. At this point, the system initialized.
The application calls call_gate(1,user_va) to invoke the new hypercall V, which maps M2 and M3 to
the memory region that starts at user_va.
The back-end monitor maps M1 -M3 to the address
space of the signing server. The policy engine
verifies the measurement of the application executable against the one stored in Domain 0, and locks
the executable pages so they cannot be changed.
The application copies the message into M2 .
The application invokes call_gate(2,0) to execute
the new hypercall V to notify crypto service that a
message is waiting to be signed.
The signing server reads the message from M2 . The
policy engine pops up a dialog window for the user to
allow the signing. When the signature is ready,
the signing server computes the hash value of the
concatenation of the message and the signature. The
back-end monitor places the signature into M3 , and
then uses virtual interrupt to notify the kernel module
in Domain U that the signature is ready for picking up.
Upon receiving the interrupt, M2 becomes writeable and the signing application reads the signature
from M3 .
If the signing application wants to send another
message for signing, it returns to Step 9.
When the signing application no longer needs the
signing service, it calls call_gate(3,0) to invoke the
new hypercall V, which notifies the back-end
monitor that the service is no longer needed. The
application closes the device file that is connected to
the kernel module.
In order to tear down the assured signing service, the
Domain U kernel module uses the new hypercall II to
unmap M0 -M3 , and uses a virtual interrupt to notify
the back-end monitor. Upon receiving the interrupt,
the back-end monitor unmaps the M1 -M3 that were
mapped to the crypto service, closes the device file,
and destroys the shared memory.

How Are the Component Properties Attained by
the Xen-Specific Instantiation?
In Section 2.4, we argued that any hypervisor-specific
instantiation of ADS attains the desired System Properties
1 and 2 as long as the three assumptions and the four
component properties are satisfied. This means that in order
to show the Xen-specific instantiation of ADS attains System
Properties 1 and 2, we only need to show that the Xen-based
ADS instantiation has Component Properties I-IV. Fig. 7
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Fig. 6. A high-level description of the system control flow in the Xen-based ADS system, where Steps 0-6 correspond to system initialization,
Steps 7-8 correspond to application initialization, Steps 9-13 correspond to digital signing, and Steps 14-15 correspond to system teardown.

highlights the basic ideas behind how they are attained
despite the attacks. The detailed discussions are described
below.
Assuring Component Property I despite Attacks I-II.
This property is that the user confirmation mechanism
allows the user to examine the message that is to be signed.
As a result, any signing request with a message that is not
intended by the user will be detected via the user confirmation mechanism. Since the confirmation window belongs to
Domain 0, which is assumed to be secure and further
protected by the hypervisor from Domain U, the Domain U
kernel cannot simulate or produce a software-based click in
Domain 0. The dialog window shows information such as
the message itself (if it is viewable). A caveat in the above
reasoning is that a careless user may always click the Allow
button in the user confirmation window (cf. Fig. 4). This
means that taking full advantage of our solution would need
to raise average users’ awareness, which is common to most
technical security solutions. As long as a user has a
reasonable degree of awareness, our solution is resilient.
Assuring Component Property II despite Attacks I-II.
This property is that if the signing application is corrupted,

this attack can be immediately detected. Suppose the
malicious kernel tampered the signing application. Then,
the policy engine will detect this attack when comparing the
hash value of the authorized signing application program,
which was stored in Domain 0, and the runtime hash value of
the caller program, which is measured by the hypervisor
after properly locking the corresponding memory pages.
Since Domain 0 (including its hard disk for storing the hash

Fig. 7. Basic ideas behind how our carefully designed Xen-specific
mechanisms help attain the desired component properties despite the
attacks, where CP stands for Component Property.
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values of authorized signing applications) is secure, the
policy engine will detected the attack. Moreover, after the
measurement is conducted, the memory pages of the signing
application are always protected until it is not needed. As a
corollary, if the malicious kernel uses any other software
program to request the signing service, this kind of
impersonation will be immediately detected.
Assuring Component Property III despite Attack II.
(Attack I is not applicable in this case.) This property is
that the integrity of the communication channel between
the (trusted) signing application and the signing server is
guaranteed. Since Component Property II already showed
that any modification to the signing application will be
immediately detected by the policy engine, we only need
to show the following:
The security monitor cannot be tampered.
The malicious kernel cannot corrupt the setup
process of the communication channel.
3. The malicious kernel cannot corrupt the established
communication channel.
To see the above part 1, we show the security monitor
cannot be tampered as follows.
1.
2.

The security monitor’s memory pages cannot be
tampered with by the Domain U kernel or any
application running on top of it. This is because
these pages are always marked as read-only to
Domain U, and can only be modified by the new
hypercall V that cannot be invoked by the kernel.
. The kernel cannot gain control over the CPU when the
security monitor executes (e.g., by scheduling a timer
interrupt) because the interrupts have been masked
by Xen during the execution of the security monitor.
While some system management interrupts (e.g.,
power events) are not maskable and hence cannot
be disabled, exploiting such attacks require modifying the BIOS code, which is assumed to be secure
(otherwise, the hypervisor could be compromised).
. During the execution of security monitor, the
attacker cannot regain control by causing VM faults
because the security monitor’s memory is owned by
Domain 0.
To see the above part 2, we show that the setup process of
the communication channel is secure.
.

.

.

.

The malicious Domain U kernel cannot map the
shared memory with any method other than the new
hypercall II. This is because our modification to Xen
ensures that only the new hypercall II can map the
shared memory. In particular, the modification to
Xen prevents Domain U from using the standard
do_grant_table_op hypercall to map the shared
memory pages.
The malicious Domain U kernel cannot map portion
of the shared memory (i.e., the mapping must be with
respect to the shared memory regions as a whole).
This is achieved by Xen setting the PGT_map_protected bit to mark the pages as map-protected.
The malicious Domain U kernel can neither unmap
nor remap (any portion of) the shared memory
after we map it. This is because after using our
hypercall, the shared_memory flag is changed to
two (mapped), which prevents Domain U from
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remapping the shared memory—even using our
hypercalls—to another virtual address. Moreover,
using the do_grant_table_op hypercall cannot
map or unmap part of the shared memory somewhere else until after Xen tears down the shared
memory (which occurs after the new hypercall II
unmaps the shared memory), because do_grant_table_op checks for shared_memory¼0.
To see the above part 3, we show that after the
communication channel setup, all parts of the channel are
secure during the runtime.
The attacker cannot attack the hypercalls. The
hypercall code is in Xen space, so Domain U cannot
attack it. Moreover, the kernel may not intercept or
fake the new hypercall II to map the shared memory
to its address space; otherwise, the attempt will be
detected by call_gate(1,0), which will report failure
after noticing that the shared memory was never
mapped because shared_memory != 2.
. The attacker cannot attack the call gate. The call gate
entry can only be changed by Xen. Moreover, only
Domain 0 can use the new hypercall III to add or
change the entry for storing the start address of M0 to
GDT.
. The attacker cannot attack the memory protection
module because it is in Xen space. Since the setup
process of the communication channel is already
shown to be secure, the attacker cannot cheat the
memory protection module into protecting memory
pages other than the shared memory regions.
. The attacker cannot attack the shared memory. This is
because the modifications to Xen ensure that the
Domain U kernel neither can modify the PTE’s of
Domain U’s M0 -M3 , nor can modify the application’s
executable pages to let the PTE’s map to the kernel’s
pages or to make them writeable. Since Xen
marked the PGT_entry_protected bits for these
pages before Domain U maps the shared memory, the
kernel cannot tamper with these page table entries.
. The Domain U kernel cannot attack the page table
entries pointing to the application’s executable pages
because the pages are protected by the hypervisor
via the PGT_entry_protected bit.
Assuring Component Property IV despite Attacks I-II.
This property says that if a TPM attests that a signature was
requested by a particular application in the assured signing
system, then it must have been the case. To compromise this
assurance, there are three possible attacks, which will fail as
we now explain. First, the attacker attempts to fake an
attestation. This is infeasible because the attestation key is
(created by and) kept within the boundary of the TPM, and
the cryptographic scheme for attestation is assumed to be
secure. Second, the attacker attempts to tamper TPM’s PCR
values. This is infeasible because the relevant PCR-related
commands are sent by trousers in Domain 0. Moreover,
measurement of the signing application is generated by Xen
hypervisor, which also marks the memory storing the
measurement as read-only to Domain U. Third, the
attacker reuses or replays some past attestation. This is
defeated because the signature verifier chooses a fresh
random nonce for each attestation. As long as the nonce is
sufficiently long, the probability that replay attack succeeds is
negligible.
.
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Fig. 8. The inter-VM communication time versus ADS response time without attestation versus ADS response time with attestation.

3.8 Performance Evaluation
The performance of the Xen-based ADS is mainly influenced by three major factors: the time spent on the inter-VM
communication, the time spent on the digital signing, and
the time spent on attestation. In order to see which part is
the most time consuming, We first measure the time spent
on the inter-VM communication, then the ADS response
time but without attestation, finally the ADS response time
with attestation.
All experiments are performed on an HP xw4550 workstation, with a quad-core 2.3 GHz AMD Opteron processor
and 4 GBytes of RAM. The machine has a v1.2 Broadcom
TPM, revision level A2. The software environment for all
experiments is paravirtualized Xen 3.3.1 installed on Ubuntu
8.04 LTS with the 2.6.18.8-xen kernel. The user-VM runs the
same paravirtualized kernel that is provided with Xen 3.3
and we give the Domain U 512 M RAM and one virtual CPU
core. For the signing server, we use Peter Gutmann’s
cryptlib library version 3.3.3. We use PKCS#7 CMS
signing with RSA + SHA hash. The RSA key size was the
cryptlib default (2,048 bits).
Fig. 8a plots the inter-VM communication time with
varying size of messages, including the cost for protecting
M2 . Each data point is averaged based on the 100,000
messages of the same size. We observe that for messages
with size up to 500 KBytes, the time is linearly related to
the message size; for messages with size exceeding
500 KBytes, the time is still linearly related to the message
size but with a smaller factor. This phenomenon is likely
that the AMD Opteron processor has 4  512 KBytes
L2 Cache, and the CPU optimization will give priority to
large (greater than 512 KBytes) and consecutive memory
access, which would occur in our experiment.
Fig. 8b plots the response time of ADS but without
attestation, where each point in the graph is averaged over
500 runs. For comparison purpose, it also plots the signing
cost with local cryptography library. We observe that the
differential is steadily about 0.01 seconds, which accommodates the 0-0.006 seconds depicted in Fig. 8a, the time spent
on computing the hash value of the signing application, the
time spent on mapping the shared memory regions, and the
time spent on unmapping the shared memory regions after
obtaining the signature.
Fig. 8c plots ADS’s response time with TPM-based
attestation, where each point in the graph is averaged over
500 runs. For comparison purpose, it also plots ADS’
response time without attestation. We observe that there is
a large performance difference (about 5 seconds) between
using attestation and not using attestation. This is caused by

the underlying attestation technique and specific to the TPM
hardware platform in our experimental system. Specifically,
the noticeable cost is due to the TPM quote operation for
attestation, which is essentially for computing a 2,048-bit
RSA signature on the relevant PCR values, which takes about
5 seconds on the TPM’s low-end/cheap processor.
In summary, the inter-VM communication mechanism is
indeed very efficient, which justifies our design choice of
using the shared memory mechanism for this purpose. The
phenomenon that ADS’ response time is reasonably flat with
respect to varying size of messages is caused by 1) the interVM communication mechanism is very efficient and only
consumes a very small portion of the response time, and
2) the TPM-specific attestation service consumes most part of
ADS’ response time but is independent of the size of the
messages because the attestation is always on the fixed-size
PCR values. We believe that the computational cost of TPMbased attestation is not as significant as the security gain
implied by not causing many modifications to the hypervisor (which would offer better performance). Moreover, any
performance improvement in TPM’s attestation service will
directly benefit ADS.

4

IMPLEMENTING ADS
HYPERVISORS

ON

OTHER TYPE I

As mentioned in Section 2, there are several other popular
Type I hypervisors, including Citrix XenServer [19], VMware
ESX/ESXi [20], [21] and Microsoft Hyper-V [22]. Since Citrix
XenServer is based on the open source Xen, on which we
implemented ADS, it would be straightforward to adapt our
Xen-specific ADS to this platform. In what follows, we
briefly discuss how ADS may be instantiated on the other
two hypervisor platforms. This information is particularly
useful to the developers who have access to the source code
of these hypervisors.
In order to instantiate ADS on VMware’s VMkernel
hypervisor platform, the core technique for establishing
secure communication channel between the user-VM and
the trusted-VM would still be the shared memory mechanism. Moreover, one needs to implement the counterparts of
the five new hypercalls we implemented for Xen. Note that
Hypercalls in Xen are called Virtual Machine Interface
(VMI) in VMware. In order to protect the shared memory
from being attacked by the malicious user-VM kernel via
VMware’s VMI_ALLOCATEPAGE, VMI_RELEASEPAGE,
VMI_SETPXE, and VMI_SWAPPXE, the reserved bit of page
info in the VMkernel can be used to mark whether a page
needs to be write-protected for the purpose of ADS.
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Moreover, the other reserved bit of the corresponding page
info in the VMkernel can be used to mark whether a page is
map-protected.
In order to instantiate ADS on Microsoft Hyper-V
hypervisor platform, the core technique for establishing
secure communication channel between the user-VM and
the trusted-VM would still be the shared memory mechanism. Since it already provides hypercall HVASSERTVIRTUALINTERRUPT for inter-VM events notification, one only
needs to implement the counterparts of the other four new
hypercalls. Similarly, in order to deal with that the
malicious user-VM kernel can use the standard HVDEPOSIT M EMORY , H V W ITHDRAW M EMORY , H V M AP G PAPAGES, and HVUNMAPGPAPAGES hypercalls to attack the
shared memory, one can use the reserved bit of the memory
access messages in Hyper-V to mark whether a page needs to
be write-protected and use the other reserved bit to
mark whether the page is map-protected.

5

RELATED WORK

The problem of enhancing the trustworthiness of digital
signatures has led to many solutions, including a set of novel
cryptographic notions [2], [3], [4], [5], [6], [7], [8], [11]. These
solutions can mitigate the damage caused by the compromise of the private signing keys, but have very limited
success against the compromise of signing functions (i.e., the
keys are not compromised). ADS is based on a novel
integration of trusted computing and virtualization technologies and can prevent the compromise of both the private
signing keys and the signing functions.
ADS is related to software-based solutions to running
sensitive applications in secure execution environment (e.g.,
[25], [26], [27], [28]) and to kernel-based application protections [29], [30]. ADS also shares some common characteristics with the recent theme of protecting sensitive
applications from malicious OS [31], [32] because ADS’s
threat model accommodates the malicious user-VM kernel.
However, all these solutions cannot deal with malicious
applications and cannot deal with unauthorized execution of
the security sensitive applications. In contrast, ADS addresses such threats by putting the human user in the loop
(i.e., the user confirmation mechanism in the trusted-VM).
ADS is further related to hardware-based solutions to
running sensitive applications in secure execution environment, such as the Flicker system [33], which extends Intel’s
Trusted Execution Technology (TXT) [34] and AMD’s Secure
Virtual Machine (SVM) [35] to provide a hardware-protected
clean execution environment without rebooting the system.
When Flicker is used for digital signing purpose, it is
fundamentally similar to a tamper-resistant hardware device
and therefore has the weakness that it can be invoked by a
malicious OS kernel to sign any data, namely that the signing
function is compromised although the private signing key is
secure [10]. Moreover, it is not clear how Flicker can be
extended to authenticate that the invocation is from a human
user rather than a malicious kernel. Furthermore, Flicker
assumes that the sensitive application is trusted; whereas,
ADS explicitly deals with malicious signing applications. To
be fair, ADS has its own limitation, especially the assumption
that the hypervisor is secure. Fortunately, there have been
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many studies on enhancing hypervisor security (e.g., [12],
[13], [14], [15], [16]). Recent more radical approaches include:
letting VM’s run on (almost) naked hardware so as to
eliminate the hypervisor attack surface [36], exploiting
specific hardware-enforced isolation for running workloads
[37]; exploiting hardware-enforced access control to protect
VM’s from a malicious hypervisor [38].

6

CONCLUSION

Enhancing signature trustworthiness is of fundamental
importance. We have presented a novel solution to this
problem, while dealing with malicious signing application
and/or malicious general-purpose OS kernel. To demonstrate its feasibility, we reported a Xen-based implementation and discussed the implementation issues on other Type I
hypervisor platforms.
Future research directions. There are opportunities for
future research. First, it is important to reduce, if not
eliminate, the reliance on the user to confirm that a message
signing operation was indeed initiated by a human user.
Second, we observe that the user confirmation mechanism
offers enhanced source nonrepudiation, which could be
exploited to hold insiders (i.e., corrupt authorized users)
more accountable. This is because they cannot attribute
signatures to the attacks we addressed. As such, it is
interesting to characterize to what extent accountability can
be gained by deploying ADS. Third, it would be very
interesting to formalize the type of (modular) security
analysis we conducted. It appears that both the cryptographic framework and the Dolev-Yao framework are not
applicable to this type of analysis. One challenge is that the
security properties very much depend on the implementation details. Fourth, it would be interesting to extend ADS to
accommodate more cryptographic applications.
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