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ABSTRACT
The problem of privacy-preserving authentication has been
extensively investigated in a set of diverse system settings.
However, a full-fledged such mechanism called secret hand-
shake, whereby two users (e.g., CIA agents) authenticate
each other in a way that no one reveals its own member-
ship (or credential) unless the peer’s legitimacy was already
ensured of, remains to be elusive because simultaneity of au-
thentication must be guaranteed even in the presence of an
active adversary that may act as a handshake initiator or
responder. The state-of-the-art secret handshake scheme is
very efficient, but imposes on the users the following restric-
tion: either they have to use one-time credentials, or they
have to suffer from the privacy degradation that all the ses-
sions involving a same user (or credential) are trivially link-
able. In this paper, we present the first secret handshake
schemes that achieve unlinkability while allowing the users
to reuse their credentials (i.e., unlinkability is not achieved
by means of one-time credentials). Specifically, we introduce
the concept of k-anonymous secret handshakes where k is an
adjustable parameter indicating the desired anonymity as-
surance. We present a detailed construction based on public
key cryptosystems, and sketch another based on symmetric
key cryptosystems. Both schemes are efficient, and their
security analysis does not resort to any random oracle.

Categories and Subject Descriptors
C.2.4 [Computer-Communication Networks]: Distributed
Systems; D.4.6 [Security and Protection]: Authentica-
tion

General Terms
Security

Keywords
privacy-preserving authentication, anonymity, unlinkability,
secret handshake, credential systems, reusable credentials
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1. INTRODUCTION
By “privacy-preserving authentication” we mean a class

of authentications that can, besides achieving the tradi-
tional goals in enforcing a certain security policy, protect
the anonymity of an authenticator, a verifier, or both. The
importance of privacy-preserving authentication can be jus-
tified by the extensive investigations in a set of diverse sys-
tem settings: digital cash [10] whereby a merchant can verify
a buyer’s capability in paying a certain amount of money,
group signatures [11] whereby anyone can verify a user’s
membership w.r.t. an existing group without even request-
ing the user’s pseudonym, ring signatures and ring authen-
tication [12, 27, 24] whereby an authenticater can hide itself
among an ad hoc group of users, authenticated key exchange
while protecting the participants’ anonymity [19, 22, 8, 2],
to name just a few.
However, a full-fledged privacy-preserving authentication

called secret handshake, whereby two users (e.g., CIA agents)
authenticate each other in a way that no one reveals its own
membership (or credential) unless the handshake peer’s (i.e.,
the handshake initiator or responder’s) legitimacy was al-
ready ensured of, remains to be elusive because simultane-
ity of authentication must be guaranteed in the presence
of an active adversary that may act as a handshake ini-
tiator or responder. The state-of-the-art secret handshake
scheme is due to [3], which is very efficient, but imposes on
the users the following restriction: either they have to use
one-time credentials, or they have to suffer from the pri-
vacy degradation that all the sessions involving a same user
(or credential) are trivially linkable. On one hand, adopt-
ing one-time credentials could severely limit their usefulness
because an attacker can easily deplete an honest user’s cre-
dentials (which is certainly true for the scheme of [3] and of
a more recent work [9]), and therefore the honest users are
forced to always have on-line access to the credential issuers.
On the other hand, the necessity of unlinkability in anony-
mous transaction systems has been well-known (cf. [10, 11]
and their follow-ons) mainly because anonymity could be
completely compromised by correlating with information ob-
tained through other sources.

1.1 Our Contributions
We present the first secret handshake schemes that achieve

unlinkability with reusable credentials (i.e., unlinkability is
not achieved by means of one-time credentials). Specifically,
we introduce and formally define the notion of k-anonymous
secret handshakes, where k is an adjustable parameter in-
dicating the desired anonymity assurance. Intuitively, k-
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anonymity means that, in the worst case, an adversary can
only infer that a participant is one out of certain k users.
We present a detailed secret handshake scheme based on

public key cryptosystems. The scheme is presented via two
steps (for clarification): the first step is a basic scheme that
incurs O(1) computation (in terms of modular exponentia-
tions) and O(w) communication (in terms of ciphertexts),
where w is a parameter that will be specified later; the sec-
ond step is an improvement whereby we achieve a scheme
that only incurs O(1) computation and O(1) communica-
tion. As an specific instantiation, this scheme can be based
on a standard public key infrastructure (PKI), which means
that this scheme may be seen as a natural value-added ap-
plication of a standard PKI to provide anonymity without
incurring any other cost in initializing the systems. We also
sketch a secret handshake scheme based on symmetric key
cryptosystems, which naturally incurs O(1) communication
without requiring any time-consuming computation of mod-
ular exponentiations. Security analysis of all the schemes
does not resort to any random oracle, which means that if
the underlying building blocks are secure in the standard
model, so is the resulting secret handshake scheme.

On integrating secret handshakes into key exchange
protocols. In the past years, the issue of protecting par-
ticipants’ anonymity from any unauthorized party has been
raised in the IETF Internet Key Exchange scheme (IKE) [19,
22, 8] or its alternative [2]. For example, the schemes pro-
posed in [22, 2] target at protecting the identities of the com-
munication peers from an eavesdropper, and can be adapted
to protect the identity of an initiator or a responder from an
active attacker. It seems debatable whether it is possible for
a protocol to protect the identities of both the initiator and
the responder from an active attacker. The argument for the
impossibility is that one of the participants must always “go
first”. However, we believe that secret handshakes can be
integrated into key exchange protocols to protect both the
initiator and the responder against an active attacker, at
least in system settings where it is practical to tolerate the
following unfairness between a pair of legitimate users: Al-
ice learns that Bob is legitimate without guaranteeing that
Bob also learns Alice’s legitimacy.

1.2 Related Work
We only focus on some closely related works, and refer

the reader to [3] for discussions on some loosely related ones
(e.g., private authentication [1]).

Secret Handshake and Authenticated Key Exchange.
The pioneering secret handshake scheme [3] is based on the
protocol of [28], which indeed targets at the key exchange
problem. As a matter of fact, a secret handshake can be ap-
propriately turned into an authenticated key exchange, but
an authenticated key exchange does not necessarily imply a
secret handshake (e.g., the classic two-party Diffie-Hellman
key agreement scheme [14] does not necessarily solve the
problem of secret handshake; cf. [3] for attacks).
Very recently, [9] presented some interesting new secret

handshake schemes which, however, inherited the limita-
tions of [3].

Anonymous Credentials, Ring Signatures and Ring
Authentication. There have been various anonymous cre-
dential schemes that aimed at authenticating an anonymous
user. For example, group signatures [11] allow a verifier to

determine whether a signature was generated by someone
belonging to a certain group of users. Ring signatures [27],
or their interactive variants [25, 24], achieve the same func-
tionality without involving any complex initialization pro-
cedure. However, all these schemes only protect one par-
ticipant’s (i.e., the authenticator’s) anonymity. This is true
even if one combines them with the so-called designated ver-
ifier signatures [21], because the latter necessarily expose
that the signer and the intended verifier are communicating
with each other.

Automated Trust Negotiation. The concept of oblivi-
ous signature-based envelopes (OSBEs) [23] was introduced
to solve a problem encountered in the context of automated
trust negotiation. Informally, an OSBE scheme enables a
sender to send an envelope (encrypted message) to a re-
ceiver, and has the following properties: the receiver can
open the envelope if and only if it has a third party’s (e.g.,
certification authority) signature on an agreed-upon mes-
sage. An OSBE scheme is oblivious if at the end of the
protocol the sender cannot tell whether the receiver has the
intended signature or not. The notion of Hidden Credentials
[20] was introduced to fulfill a similar but somewhat different
problem also in the context of automated trust negotiation.
Both notions are related to secret handshakes. However,

secret handshakes differ from oblivious signature-based en-
velopes in that both Alice and Bob need to know whether
they belong to the same group. Hidden credentials differ
from secret handshakes in that the latter requires Alice and
Bob to mutually authenticate each other using credentials
from the same issuer, whereas the former allows Alice to
send Bob a message dependent only on Bob’s credentials –
Alice need not even have any credentials of her own.

k-anonymity. This notion was introduced to protect pri-
vacy in the context of database systems such that released
information limits what can be revealed about properties
of the entities that are to be protected [29]. Recently, it
was adopted to help construct efficient anonymous messages
transmission schemes [30]. In parallel to [30], we adopt
the concept of k-anonymity to investigate secret handshake
schemes.

This paper is organized as follows. In Section 2, we briefly
review the utilized cryptographic tools. In Section 3 we
present a system model and definition of k-anonymous se-
cret handshake schemes. In Section 4 we present a basic
k-anonymous secret handshake scheme based on public key
cryptosystems, which is improved in Section 5 with a gen-
eral method that can significantly reduce the communication
complexity. In Section 6 we sketch an k-anonymous secret
scheme based on symmetric key cryptosystems. We con-
clude the paper in Section 7. Due to space limitation, many
details are deferred to the full version of this paper [31].

2. CRYPTOGRAPHIC PRELIMINARIES
A function ε : N→ R

+ is negligible if for any c there exists
κc such that ∀κ > κc we have ε(κ) < 1/κc. Below we briefly
review the cryptographic primitives that will be utilized in
our schemes.

Public Key Cryptosystems. A public key cryptosystem
consists of three polynomial-time algorithms: GEN , ENC,
andDEC. The probabilistic key generation algorithm GEN
takes as input 1κ and outputs a key pair (pk, sk). The prob-
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abilistic encryption algorithm ENC takes as input a public
key pk and a message m, and outputs a ciphertext c. The de-
cryption algorithm DEC takes as input a ciphertext c and a
private key sk, and returns a message m or ⊥ (meaning that
c is not valid). We will use public key cryptosystems that
are secure against adaptive chosen ciphertext attack (i.e.,
IND-CCA2) [26, 15]. Basically, this means that an attacker
A, who is given pk and allowed to query the decryption or-
acle, generates two messages, X0 and X1, of equal length,
and sends them to a challenge oracle. The oracle chooses
b ∈R {0, 1} and returns Y = ENC(pk, Xb). The task of the
adversary A, which is still allowed to query the decryption
oracle by feeding any ciphertexts other than Y , is to output
b′. We say A succeeds if b = b′, for which the probabil-
ity should be negligibly (in κ) more than a random guess.
Practical schemes are available in [5, 16, 13].

Key-Private Public Key Cryptosystems. While stan-
dard public key cryptosystems (as reviewed above) empha-
size on the data-privacy properties such as “indistinguisha-
bility of the encrypted-content under adaptive chosen-ciphertext
attack”, the notion of key-privacy [4] ensures that a cipher-
text does not expose the corresponding public key – a prop-
erty not captured by the standard definition of public key
cryptosystems. More specifically, let us briefly review the
notion of key-privacy under adaptive chosen-ciphertext at-
tack. Consider an adversary A that takes as input two pub-
lic keys pk0 and pk1 (corresponding to the private keys sk0

and sk1, respectively) and outputs a message X together
with some state information s. Then, A is given a chal-
lenge ciphertext Y = ENC(pkb, X), where b ∈R {0, 1}.
The task of the adversary A, which is still allowed to query
the two decryption oracles by feeding any ciphertexts other
than Y , is to output b′. We say A breaks the key-privacy
property if b = b′, for which the probability should be neg-
ligibly (in κ, namely the security parameter of the public
key cryptosystems) more than a random guess. In [4], it
is shown that the Cramer-Shoup cryptosystem [13] imple-
ments key-privacy under an adaptive chosen-ciphertext at-
tack in the standard model, and RSA-OAEP [5] implements
key-privacy under an adaptive chosen-ciphertext attack in
the random oracle model (with a slightly different operation
from the standard RSA-OAEP, namely that one needs to
repeat the standard encryption procedure until the cipher-
text falls into a certain “safe” range). Note that, of course,
the key-private public key cryptosystems [13, 5] naturally
preserve their data-privacy assurance.

Pseudorandom Functions. A pseudorandom function
(PRF) family {fk} parameterized by a secret value k has
the following property [17]: An adversary A cannot distin-
guish fk, where k ∈R {0, 1}κ, from a perfect random func-
tion (with the same domain and range) with a non-negligible
(in κ) probability.

Digital Signature Schemes. A digital signature scheme
consists of three polynomial-time algorithms: GEN , SIGN ,
and V ER. The probabilistic key generation algorithm GEN
takes as input 1κ and outputs a key pair (pk, sk). The
signing algorithm SIGN takes as input a message m and
a private key sk, and outputs a signature σ. The verifica-
tion algorithm V ER takes as input a message m, a pub-
lic key pk, and a candidate signature σ, returns “accept”
if σ is a valid signature and “reject” otherwise. A signa-
ture scheme should be existentially unforgeable under an

adaptive chosen-message attack [18]. Basically, this means
that an adversary A cannot output a valid signature on a
message that was not signed by the signing oracle with a
non-negligible probability in κ.

3. k-Anonymous Secret Handshakes: Model
and Definition

In this section, we specify the system model in which par-
ticipants conduct secret handshakes. We then elaborate on
the security of k-anonymous secret handshakes.

3.1 System Model and Definition
Let U be the set of all possible pseudonyms. Suppose there

are l groups G = {G1, · · ·, Gl} where each group1 G ∈ G
is a set of users (i.e., G ⊂ U) and managed by an authority
CA. In other words, a CA is responsible for admitting users
into a group and revoking their memberships when the need
arises – just like a certificate authority in a standard public
key infrastructure (PKI). All the participants are modeled as
probabilistic polynomial-time Turing machines. To simplify
the presentation, we assume that each user is a member
of exactly one group, while all the results can be naturally
generalized to the case that users are allowed to join multiple
groups.
A secret handshake scheme SHS consists of the following

algorithms:

SHS.CreateGroup This algorithm is executed by an author-
ity, CA, to establish a group G. It takes as input
appropriate security parameters, and outputs a cryp-
tographic context specific to this group. In particu-
lar, the context may include a data structure called
certificate/membership revocation list, CRL, which is
originally empty. The cryptographic context is made
public.

SHS.AdmitMember This algorithm is run by a CA to admit
a user to become a member of the group that is under
the CA’s jurisdiction. The CA admits members ac-
cording to a certain policy, which is orthogonal to the
focus of this paper. For example, the CA may interact
with the user to verify its real identity and its own-
ership of the private key corresponding to a claimed
public key. After executing this algorithm, the group
state information (e.g., the list of the members’ cer-
tificates) is appropriately updated, and the member
holds some secret(s) as well as a membership certifi-
cate. We will identify an anonymous user through its
pseudonym U ∈ U, which can be included in its cer-
tificate.

SHS.Handshake(U, V ) This protocol is executed by a pair of
anonymous users, where U, V ∈ U are just placehold-
ers, U plays the role of an initiator, and V plays the
role of a responder. (It is even true that U does not
know V ’s pseudonym before a successful handshake,
and vice versa.) The input to this protocol includes
the anonymous users’ secrets, and possibly some pub-
lic information corresponding to the current state of
the system. The output of this protocol, upon com-
pletion, ensures that U discovers V ∈ G if and only if

1The term “group” in this paper always refers to a set of
users unless explicitly stated otherwise.
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V discovers U ∈ G. In other words, it returns “1” if
the handshake succeeds (i.e., both U and V belong to
G), and “0” otherwise.

SHS.RemoveUser This algorithm is executed by an authority
CA. It takes as input its current CRL and U ’s cer-
tificate/pseudonym. The output includes an updated
CRL which includes the newly revoked certificate U ,
and perhaps the updated list of the members’ certifi-
cates/pseudonyms.

3.2 Security
The security properties of k-anonymous secret handshake

schemes include the following: correctness, resistance

to impersonation attacks, and k-anonymity which is spec-
ified through three properties: k-resistance to detection

attacks, k-unlinkability, and k-indistinguishability
to eavesdroppers. Consider a probabilistic polynomial-
time adversary A that may have access to the following
oracles:

• OCG(·): This activates a new CA to create a new
group via algorithm SHS.CreateGroup. The identity,
CA, may be given by A as the input. We assume that
a CA is not under A’s control before the new group is
established. However, the CA may be corrupt imme-
diately after its establishment (i.e., before admitting
any user into the group).

• OAM (·, ·): The input includes the identity of a CA
and, optionally, the identity U of a user that is un-
der A’s control. In the case of OAM (CA, U), the CA
may admit the corrupt user U by executing algorithm
SHS.AdmitMember; in the case of OAM (CA), the CA
executes algorithm SHS.AdmitMember to admit an hon-
est user and assigning it with a unique pseudonym U .

• OHS(·, ·): The oracle will activate SHS.Handshake be-
tween U and V , where none, one, or both, of them
may have been corrupt. A corrupt user will execute
what the adversary is pleased of.

• ORU (·, ·): The input includes the identity of a CA
and a pseudonym U . The oracle activates algorithm
SHS.RemoveUser to insert U into the corresponding
CRL, and the system state information is appropri-
ately updated.

• OCorrupt(·, ·): The input includes the identity of a CA,
and possibly a pseudonym U issued by the CA. In the
case of OCorrupt(CA, U), the oracle returns U ’s cur-
rent internal state information (including all secrets)
to A; in the case of OCorrupt(CA), the oracle returns
CA’s current internal state information (including all
secrets) to A. Once the CA or U is corrupt, it will
execute what A is pleased of, until such a corruption
is detected by some outside mechanism (e.g., intrusion
detection systems). When the corruption of a user U is
detected, it is excluded from the group via algorithm
SHS.RemoveUser; when the corruption of an author-
ity CA is detected, the corresponding group is simply
excluded from the system.

Now we are ready to present the definitions of the security
properties.

Correctness. If two users U and V belong to the same
group, then SHS.Handshake(U, V ) always returns “1”; oth-
erwise, it returns “0”.

Resistance to impersonation attacks. Intuitively, this
property captures that A, who does not belong to, or does
not corrupt a legitimate member of, a group G managed by
an incorrupt CA, has only a negligible probability in con-
vincing an honest user U ∈ G that A is also a member
of G. Formally, consider the experiment specified in Fig.
1. Let AdvRIASHS(A) = Pr[RIASHS(A) returns “1”], which is
the probability that the experiment RIASHS(A) returns “1”,
where probability is taken over all the tossed coins (includ-
ing those utilized in generating the cryptosystem instances,
those utilized by the honest users, and those utilized by the
adversary). A secret handshake scheme SHS is “resistant
to impersonation attacks” if for ∀A, AdvRIASHS(A) is neg-
ligible in the security parameter of SHS.

k-resistance to detection attacks. Suppose there are
β groups such that none of their members or CAs is cor-
rupt. Ideally, “resistance to detection attacks” means
that no adversary A, who does not belong to any of the β
groups, can successfully guess the membership of an anony-
mous (and honest) handshaking peer U with a non-negligible
advantage over 1/β. In this paper, we pursue a weaker, but
practical and useful (see Section 4.4 for discussions), notion
we call “k-resistance to detection attacks”, where 1 ≤
k ≤ β is a parameter indicating the desired anonymity as-
surance. Intuitively, it means that no adversary A, who
does not belong to any of the k groups, can successfully
guess the membership of an anonymous (and honest) hand-
shake peer U with a non-negligible advantage over 1/k. For-
mally, consider the experiment specified in Fig. 2. Let
AdvRDASHS(A) = |Pr[RDASHS(A) returns “1”]−1/k|, which
is the advantage that A successfully guesses the member-
ship of the anonymous handshake peer X. The probabil-
ity is taken over all the tossed coins. A scheme SHS is
“k-resistant to detection attacks” if it holds that for
∀A, AdvRDASHS(A) is negligible in the security parameter
of SHS.

k-unlinkability. Suppose there are β groups such that
none of their members or CAs is corrupt. Ideally, the prop-
erty of “unlinkability” means that no adversary A, who
does not belong to any of the β groups, can successfully
associate two sessions involving a same honest user with
a non-negligible advantage over 1/β. In this paper, we
pursue a weaker, but practical and useful notion we call
“k-unlinkability”, where 1 ≤ k ≤ β is a parameter in-
dicating the desired anonymity assurance. Intuitively, it
means that no adversary A, who does not belong to any of
the k groups, can successfully associate two sessions, τ1 and
τ2, involving a same honest user with a non-negligible advan-
tage over 1/k. Formally, consider the experiment specified in
Fig. 3. Let AdvUnlinkSHS(A) = |Pr[UnlinkSHS(A) returns “1”]−
1/k|, which is the advantage that A successfully associates
two handshake sessions to a same honest user. The prob-
ability is taken over all the tossed coins. A scheme SHS is
“k-unlinkable” if it holds that for ∀A, AdvUnlinkSHS(A) is
negligible in the security parameter of SHS.

k-indistinguishability to eavesdroppers. Consider an
adversary A who corrupts some users, interacts with some
others, and observes a session of SHS.Handshake for a pair
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Experiment RIASHS(A):
(CA, U, b)← AOCG(·),OAM (·,·),OHS(·,·),ORU (·,·),OCorrupt(·,·)(·)
Return “1” if the following hold and “0” otherwise:
(1) U belongs to the group managed by CA
(2) There is no OCorrupt(CA) query
(3) There is no ORU (CA, U) query
(4) If there is an OAM (CA, X ∈ U) query, then there is also an ORU (CA, X) query
(5) If there is an OCorrupt(CA, X ∈ U) query, then there is also an ORU (CA, X) query
(6) SHS.Handshake(A, U) returns “1” if b = 0, or SHS.Handshake(U,A) returns “1” if b = 1

Figure 1: An experiment specifying “resistance to impersonation attacks”

Experiment RDASHS(A):
(stateInfo, b)← AOCG(·),OAM (·,·),OHS(·,·),ORU (·,·),OCorrupt(·,·)(·)
If b = 0 execute SHS.Handshake(A, X) else execute SHS.Handshake(X,A)
where X is a placeholder for an anonymous (and honest) user

Let CAi be the authority of group Gi, to which X belongs
Return “1” if the following hold and “0” otherwise:
(1) There is no ORU (CAi, X) query
(2) There are at least k groups (including Gi) such that for each group G managed by CA:
(2.1) There is no OCorrupt(CA) query
(2.2) If there is an OAM (CA, Y ) query, then there is also an ORU (CA, Y ) query
(2.3) If there is an OCorrupt(CA, Y ) query, then there is also an ORU (CA, Y ) query

(3) A outputs i

Figure 2: An experiment specifying “k-resistance to detection attacks”

of incorrupt users, U and V . Suppose there are at least k
groups such that none of their members or CAs is corrupt.
Intuitively, this property means that A should not be able
to learn from this handshake session anything that it did
not already know (including whether U and V belong to
the same group). In order to capture this property, con-
sider a simulated transcript of a handshake session, which is
obtained by substituting all the strings derived from crypto-
graphic secrets with random strings of appropriate lengths
(i.e., no cryptographic secrets or memberships are involved).
Yet, such a substitution cannot be detected by A. For-
mally, consider the experiment specified in Fig. 4. Let
AdvINDeavSHS(A) = |Pr[INDeavSHS(A) returns “1”|b = 0]−
Pr[INDeavSHS(A) returns “1”|b = 1]|, which is the advantage
that the adversary A successfully distinguishes a real tran-
script from a simulated one. The probability is taken over
all the tossed coins. A scheme SHS is “k-indistinguishable
to eavesdroppers” if it holds that for ∀A, AdvINDeavSHS(A)
is negligible in the security parameter of SHS.

3.3 Discussion
Our definition does not specify a SHS.TraceUser algorithm

[3]; we believe that such an escrow capability is orthog-
onal to secret handshakes. We remark that our schemes
actually achieve a stronger version of the above definitions
of k-resistance to detection attack, k-unlinkability,
and k-indistinguishability to eavesdroppers, because
they only require at least k (pairs of) drafted users, rather
than all the users in the k drafted groups, to be incor-
rupt. Nevertheless, there could be a scheme that achieves
the weaker, but not the stronger, version of these properties.
In the definition of k-unlinkability, we actually cap-

ture the worst case scenario that even if an adversary has

somehow compromised the anonymity in one session (e.g.,
through some occasional attack against the underlying sys-
tem components such as anonymous communication), it is
still unable to associate another session conducted by the
same honest user (of course, under the premise that there
is no attack against the underlying system components with
respect to this session).

4. k-Anonymous Secret Handshake based on
Public Key Cryptosystems

This section is organized as follows. In Section 4.1 we
start with the intuition underlying our basic scheme and
then present the scheme itself. In Section 4.2 and 4.3 we
analyze its efficiency and security. In Section 4.4 we discuss
some extensions and practical issues.

Notations. Denote by G = {G1, · · ·, Gl} a set of groups,
where Gz (1 ≤ z ≤ l) is a set of users whose public keys
are certified by an authority CAz (via certificates) using
a secure signature scheme. Without loss of generality, we
assume that both the groups G1, · · ·, Gl and the users in a
group G ∈G are in an appropriate order (e.g., alphabetic),
based on which a partition can be naturally defined. If X is
a user, let Group(X) denote the group to which X belongs,
and CertX denote X’s public key certificate. If Cert is a
certificate, let CA(Cert) denote the authority which issues
it. For example, a user X ∈ Gi owning a public key pkX will
be issued a certificate CertX by authority CAi. Moreover,
Group(X) returns Gi and CA(CertX) returns CAi.
Let κ0, κ1, κ2 be additional security parameters, and q be

a prime of length κ0. Suppose f0 : {0, 1}∗ → {0, 1}κ0 and
f1 : {0, 1}∗ → Z

∗
q are secure pseudorandom functions.
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Experiment UnlinkSHS(A):
(τ1, τ2)← AOCG(·),OAM (·,·),OHS (·,·),ORU (·,·),OCorrupt(·,·)(·)
Return “1” if the following hold and “0” otherwise:
(1) τ1 and τ2 involve a same user U ∈ Gi, where Gi is managed by CAi

(2) There is no ORU (CAi, U) query
(3) There are at least k groups (including Gi) such that for each group G managed by CA:
(3.1) There is no OCorrupt(CA) query
(3.2) If there is an OAM (CA, Y ) query, then there is also an ORU (CA, Y ) query
(3.3) If there is an OCorrupt(CA, Y ) query, then there is also an ORU (CA, Y ) query

Figure 3: An experiment specifying “k-unlinkability”

Experiment INDeavSHS(A):
Let R /∈ U be an algorithm (i.e., simulator) having no access to any cryptographic secrets

stateInfo← AOCG(·),OAM (·,·),OHS(·,·),ORU (·,·),OCorrupt(·,·)(·)
Flip a random coin b
If b = 0 then give A a transcript of SHS.Handshake(U, V )
else give A a simulated transcript of SHS.Handshake(R, R)

b′ ← AOCG(·),OAM (·,·),OHS(·,·),ORU (·,·),OCorrupt(·,·)(stateinfo, transcript)
Suppose U ∈ Gi, where Gi is managed by CAi

Suppose V ∈ Gi, where Gj is managed by CAj

Return “1” if the following hold and “0” otherwise:
(1) b′ = b
(2) There is no ORU (CAi, U) or ORU (CAj , V ) query
(3) There are at least k groups (including Gi and Gj) such that for each group G managed by CA:
(3.1) There is no OCorrupt(CA) query
(3.2) If there is an OAM (CA, Y ) query, then there is also an ORU (CA, Y ) query
(3.3) If there is an OCorrupt(CA, Y ) query, then there is also an ORU (CA, Y ) query

Figure 4: An experiment specifying “k-indistinguishability to eavesdroppers”

4.1 The Scheme
The basic idea is to let each handshake peer (i.e., hand-

shake initiator or responder) “draft” users on-the-fly from a
certain number of groups to form a “crowd”. Then, each
handshake peer encrypts some random strings using the
public keys of the drafted users, respectively. In order to
prevent certain attacks and make the scheme efficient, we
utilize two twists:

1. The drafting algorithms must not leak information re-
garding the drafting user’s membership. This is trivial
if all the users are honest, which is however unrealis-
tic. The twist deals with this situation is the following:
Let the drafting user correspond to a point, which then
specify a line such that all the drafted users correspond
to some points on the line.

2. A simple-minded scheme would let a user decrypt all
the ciphertexts presented by a handshake peer. The
twist avoiding this search is to let the ciphertexts cor-
respond to different plaintexts, so that each user only
needs to decrypt the ciphertext generated using its own
public key.

Since all the algorithms other than SHS.Handshake(U, V )
are just like in a standard public key infrastructure (e.g.,
SHS.CreateGroup corresponding to the establishment of a
CA, SHS.AdmitMember corresponding to the issuing of a
new public key certificate, SHS.RemoveUser corresponding

to the revocation of a public key certificate), we only specify
SHS.Handshake(U, V ) in Fig. 5, where the parameter w will
be determined in Section 4.3. Without loss of generality, we
assume w|l. The protocol SHS.Handshake(U, V ) calls four
subroutines specified in Fig. 6: rSelect for selecting w groups
from G = {G1, · · ·, Gl}, mSelect for selecting w members
from the w groups, rSelectVer and mSelectVer for verifying
that the selections are appropriately done.

4.2 Efficiency Analysis
The handshake protocol itself has 2 round-trips excluding

the exchange of the plaintext nonces nU and nV , which could
have been done before the handshake protocol is executed
(e.g., when they exchange their cipher suits). Each user
needs to execute w encryptions but only a single decryp-
tion. If the public key cryptosystems are based on (say) low
public-exponent RSA, then the scheme is computationally
efficient. The communication complexity is O(w) cipher-
texts. We remark that the complexity inccured in running
the subroutines can be minimized by letting the users cache
the valid public key certificates.

4.3 Security Analysis
We show that our scheme achieves the security goals spec-

ified in Section 3. To simplify the discussion, suppose each
user has the same probability p of being corrupt. A pair of
users (U, V ) are incorrupt, if none of them is corrupt.
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1. Let U select and send nU ∈R {0, 1}κ2 to V , and V select and send nV ∈R {0, 1}κ2 to U . This is for them to exchange
their nonces, and typically could have been done before the handshake protocol is activated.

2. U executes as follows:

(a) Run rSelect(G, U, w, nU , nV ), which returns (G
∗ = {Gzsz

}w−1
z=0 , θ1), where Group(U) = Gisi

.

(b) Run mSelect(G∗, U, w, nU , nV ), which returns (X
∗, θ2). In order to clarify presentation, parse X∗ also as

{Uzsz,λz
}w−1

z=0 , where Uzsz,λz
∈ Gzsz

and 0 ≤ λz ≤ |Gzsz
| − 1.

(c) Send (G∗, X∗, θ1, θ2, {CertUzsz,λz
}w−1

z=0 ) to V .

3. Upon receiving (G∗, X∗, θ1, θ2,∆ = {CertUzsz,λz
}w−1

z=0 ), V checks if the selected groups (consistently indicated by

G∗, X∗, and the certificates) are distinct, if CA(CertV ) = CA(CertUjsj,λj
) for some 0 ≤ j ≤ w − 1, if the

groups are appropriately selected by running rSelectVer(G, G∗, w, nU , nV , θ1), if CertV /∈ ∆, and if the members are
appropriately selected by running mSelectVer(G∗, X∗, w, nU , nV , θ2). If any condition is not satisfied, it simply quits;
otherwise, it executes as follows:

(a) Set G′ = {G′
zsz
}w−1

z=0 , where G′
zsz

= Gzsz
− {Uzsz,λz

}.
(b) Run mSelect(G′, V, w, nU , nV ), which returns (X

′, θ′
2). In order to clarify presentation, parse X′ also as

{Vzs′z,λ′
z
}w−1

z=0 , where Vzs′z,λ′
z
∈ G′

zsz
and 0 ≤ λ′

z ≤ |G′
zsz
| − 1.

(c) For z = 0 to w − 1, choose δz ∈R {0, 1}κ1 and encrypt it using pkUzsz,λz
(certified via CertUzsz,λz

) to obtain

αUzsz,λz
= ENC(pkUzsz,λz

, δz).

(d) Send (X′, θ′
2, {CertVz

s′z,λ′
z

}w−1
z=0 , {αUzsz,λz

}w−1
z=0 ) to U .

4. Upon receiving (X′, θ′
2, {CertVz

s′z,λ′
z

}w−1
z=0 , {αUzsz,λz

}w−1
z=0 ), U checks if CA(CertVz

s′z,λ′
z

) = CA(CertUzsz,λz
) for 0 ≤

z ≤ w − 1, and if the members are appropriately selected by running mSelectVer(G′, X′, w, nU , nV , θ′
2), where G′ =

{G′
zsz
}w−1

z=0 and G′
zsz

= Gzsz
− {Uzsz,λz

}. If not, it quits; otherwise, it executes as follows:

(a) Decrypt αUisi,λi
to get δi because Group(U) = Gisi

.

(b) For z = 0 to w − 1, choose γz ∈R {0, 1}κ1 and encrypt it using pkVz
s′z,λ′

z

(certified via CertVz
s′z,λ′

z

) to obtain

αVz
s′z,λ′

z

= ENC(pkVz
s′z,λ′

z

, γz).

(c) Set σ0 = f0(γi, δi, 0) because Group(U) = Gisi
, and send ({αVz

s′z,λ′
z

}w−1
z=0 , σ0) to V .

5. Upon receiving ({αVz
s′z,λ′

z

}w−1
z=0 , σ0), V decrypts αVj

s′
j

,λ′
j

to get γj because Group(V ) = Gjsj
, and checks if σ0 =

f0(γj , δj , 0). If it holds, V returns σ1 = f0(γj , δj , 1); otherwise, V chooses r ∈R {0, 1}2κ1 and returns σ1 = f0(r, 1).

6. Upon receiving σ1, U checks if σ1 = f0(γi, δi, 1). If so, Group(V ) = G(U); otherwise, Group(V ) �= G(U).

Figure 5: A secret handshake protocol based on public key cryptosystems

Lemma 4.1. Suppose each user has the same probability p

of being corrupt. If w = 1+ 2(k−1)

(1−p)2
, then SHS.Handshake(U, V )

involves k pairs of incorrupt users (including the handshak-
ing peers) with a high probability.

Proof. For any pair of (U ∈ Gi, V ∈ Gi), denote by X
the random variable indicating the number of incorrupt pairs
of members in the drafted w−1 pairs, then we have E[X] =

(w−1)(1−p)2. If we set w = 1+ 2(k−1)

(1−p)2
, thenE[X] = 2(k−1).

This means that the expected number of incorrupt pairs of
members (out of the w−1 pairs) is 2(k−1). A multiplicative
Chernoff bound shows that for independently selected w−1
pairs of members, Pr[X < (k−1)] ≤ e−(k−1)/4. That is, the
probability that the crowds have less than k incorrupt pairs
of users (including the handshaking peers) is no greater than

e−(k−1)/4.

Lemma 4.2. If w = 1 + 2(k−1)

(1−p)2
, then with a high proba-

bility there are at least k incorrupt users among the w users
output by mSelect.

Proof. Let X be the random variable indicating the
number of incorrupt users in the w − 1 drafted users. Then
we have E[X] = (w − 1)(1− p) ≥ (w − 1)(1 − p)2. Lemma
4.1 immediately implies the conclusion.

Theorem 1. Assume that the public key cryptosystems,
the signature schemes, and the pseudorandom functions are
secure (as specified in Section 2). Then the above scheme is
a secure k-anonymous secret handshake scheme.

Proof. (sketch) It is easy to check correctness: if the
handshake peers belong to the same group, the handshake
always succeeds; otherwise, the handshake fails except for a
negligible probability.
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The algorithm rSelect(G, U, w, n1, n2) has the following steps:

1. Partition G into G0, · · ·, Gw−1 where Gz = {Gz0 , · · ·, Gzl/w−1} for 0 ≤ z ≤ w−1. The handshake initiator U belongs

to Giu for some 0 ≤ i ≤ w − 1 and 0 ≤ u ≤ l/w − 1.
2. Set η = f1(n1, n2, 0) and x = f1(n1, n2, 1, i). Choose r ∈R {0, 1, · · ·, �(q+1)w/l�} and set y = u+ r · l/w (in Z). Solve

y = η · x+ θ1 mod q to get θ1.

3. For z = 0 to w − 1 (except z = i), set y = η · f1(n1, n2, 1, z) + θ1 mod q, and sz = y mod l/w.

4. Output (G∗ = {Gzsz
}w−1

z=0 , θ1), where Gzsz
is the group selected from Gz (in particular, si = u).

The algorithm rSelectVer(G, G∗, w, n1, n2, θ1) has the following steps:

1. Partition G into G0, · · ·, Gw−1 where Gz = {Gz0 , · · ·, Gzl/w−1} for 0 ≤ z ≤ w − 1.

2. Parse G∗ as {Gzsz
}w−1

z=0 , and set η = f1(n1, n2, 0).

3. Accept if for z = 0 to w−1, it holds that sz = y mod l/w where y = η ·f1(n1, n2, 1, z)+ θ1 mod q; reject otherwise.

The algorithm mSelect(Ḡ, X, w, n1, n2) has the following steps:

1. Parse Ḡ as {Ḡzsz
}w−1

z=0 . Suppose X is the λ-th member of group Ḡasa
for some 0 ≤ a ≤ w−1 and 0 ≤ λ ≤ |Ḡasa

|−1.
2. Set η = f1(n1, n2, 2) and x = f1(n1, n2, 3, a, sa). Choose r ∈R {0, 1, · · ·, �(q + 1)/|Ḡasa

|�}, and set y = λ+ r · |Ḡasa
|

(in Z). Solve y = η · x+ θ2 mod q to get θ2.

3. For z = 0 to w − 1 (except z = a), set y = η · f1(n1, n2, 3, z, sz) + θ2 mod q, and λz = y mod |Ḡzsz
|.

4. Output (X = {Xzsz,λz
}w−1

z=0 , θ2), where λa = λ and Xzsz,λz
is the λz-th member of group Ḡzsz

.

The algorithm mSelectVer(Ḡ, X, w, n1, n2, θ2) has the following steps:

1. Parse Ḡ as {Ḡzsz
}w−1

z=0 , and parse X as {Xzsz,λz
}w−1

z=0 .

2. Accept if for z = 0 to w − 1, it holds that λz = y mod |Ḡzsz
| where y = η · f1(n1, n2, 3, z, sz) + θ2 mod q; reject

otherwise.

Figure 6: Subroutines rSelect, rSelectVer, mSelect, and mSelectVer

Resistance to impersonation attacks. We assumed that
the signature schemes are existentially unforgeable under an
adaptive chosen-message attack. We claim that no adver-
sary can fake a certificate (i.e., an honest user will only deal
with those certificates issued by the CAs). Suppose there
is an adversary A that is able to impersonate an honest
user X ∈ G with a non-negligible probability, which means
that A can successfully provide f0(γi, δi, 0) or f0(γj , δj , 1)
without knowing X’s private key. We claim that either the
encryption scheme or the pseudorandom function f0 is bro-
ken. To see this, consider an experiment RIA∗

SHS(A), which is
exactly the same as the experiment RIASHS(A), except that
the encryption under X’s public key is substituted with the
encryption of an all-zero-bit string of the same length, and
that f0 is replaced by a random function. Clearly, A has
only negligible probability in impersonating X. Therefore,
a standard hybrid argument shows that either the encryp-
tion scheme or the pseudorandom function is broken.

k-resistance to detection attacks. Lemma 4.2 shows
that there are always k incorrupt users in the crowd drafted
by an incorrupt handshake peer X. If A breaks this prop-
erty, we claim that either the encryption scheme or the pseu-
dorandom function f0 is broken. To see this, consider an
experiment RDA∗

SHS(A) that is the same as RDASHS(A), ex-

cept that all the encryptions under the public keys of the k
incorrupt users are substituted with the encryptions of all-
zero-bit string of the same length, and that f0 is replaced
by a random function. Clearly, A breaks the property in
RDA∗

SHS(A) with a negligible probability. A standard hybrid
argument shows that either the encryption scheme or the
pseudorandom function is broken.

k-unlinkability. Suppose A breaks this property. Lemma
4.1 shows that there are always k incorrupt pairs of users in
the crowds drafted by the incorrupt handshake peers in ses-
sions τ1 and τ2. Then consider an experiment Unlink∗SHS(A)
that is the same as UnlinkSHS(A) except for the following:
without loss of generality, substitute τ1 with a simulation in
which σ0 and σ1 are substituted with f0(r1, 0) and f0(r2, 1),
where r1 ∈R {0, 1}2κ1 and r2 ∈R {0, 1}2κ1 . If the parame-
ters are appropriately chosen, then A cannot distinguish this
simulation from the real world transcript; otherwise, a stan-
dard hybrid argument shows that the encryption scheme(s)
with respect to the drafted pairs of incorrupt users or the
pseudorandom function is broken. However, this means that
A made the wrong conclusion.
k-indistinguishability to eavesdroppers. Suppose A
breaks this property. Lemma 4.1 shows that there are al-
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ways k incorrupt pairs of users in the selected w pairs of
users. Then, A can distinguish a simulation from a real
world transcript. By a standard hybrid argument one shows
that either the encryption schemes with respect to the in-
corrupt users or the pseudorandom function is broken.

4.4 Discussion and Extension
Practical issues. There are several deployment issues that
need to be taken care of. First, if there exists only one group
that uses a secret handshake scheme, then an adversary can
trivially figure out that the handshake peers belong to that
group. In fact, if a secret handshake scheme is implemented
as a TLS or IKE cipher suite, then the two parties will ex-
change a cipher suite designator that clearly shows that they
wish to engage in a secret handshake. Second, in any secret
handshake scheme, utilizing one-time or reusable credentials
alike, it is assumed that there is no easy way to figure out
the user who sent/received a certain message; otherwise it
is easy for an adversary to figure out who is interacting with
whom. This assumption is actually also true in previous
privacy-preserving authentication mechanisms [22, 2, 8, 10,
11, 27, 24]. Third, if an adversary can observe that the hand-
shake peers continue talking with each other after finishing
the handshake protocol, then it can deduce that the users
belong to the same group. Fourth, if an adversary can com-
pletely compromise a certain large number of groups (i.e.,
p = 1 for those groups) so that all the drafted users are cor-
rupt, the adversary can easily figure out which pair of users
are conducting the handshake protocol.
Those issues can be mitigated by various means. First,

it is reasonable to assume that there are many groups, as
long as it is not illegal to conduct secret handshakes. Sec-
ond, there may be settings where the identity of a party is
not directly derivable from the routing address that must
appear in the clear in the protocol messages. A common
example is the case of mobile devices wishing to prevent
an attacker from correlating their (changing) locations with
the logical identity of the devices (or users) [22]. Further,
some form of anonymous communication could make it hard
to find out exactly who is engaging in a secret handshake.
Third, protection against traffic analysis (e.g., an adversary
simply observing if there is a continued communication af-
ter a secret handshake session) could be achieved by utiliz-
ing mechanisms such as steganographic techniques, or some
anonymous communication channels. Fourth, if some groups
managed by some CAs are notoriously known as accom-
modating bad guys (or the CAs are even completely under
the adversary’s control), then the honest users could simply
avoid involving any of such groups.
In summary, if the abovementioned assumptions are satis-

fied, then our secret handshake scheme (as well as [3, 22, 2,
8]) can provide provable privacy-preserving authentications
whereby two participants authenticate each other’s member-
ship simultaneously; otherwise, all the schemes implement
heuristic best-effort anonymity.

On the usefulness of k-anonymous secret handshakes.
While k-anonymity is a weaker guarantee than full-anonymity
(which is indeed the special case of k being the number of
groups), it is still sufficient for a variety of applications.
For example, in the US legal system, 2-anonymity would
be enough to cast “reasonable doubt”, thus invalidating a
criminal charge, while 3-anonymity would be enough to in-
validate a civil charge, in the absence of other evidence.

On the relationship with PKI and the extension
to accommodate roles. Our secret handshake scheme
can be naturally based on a public key infrastructure with
many Certification Authorities (CAs), each of which man-
ages a group of users and its own Certificate Revocation List
(CRL). Note that the certificates can be naturally extended
to specify roles so that a user can decide, according to a
certain policy, whether to initiate, or respond to, a secret
handshake request.

How should a session key be derived, if desired? In
the basic scheme, we set γ and δ to be random strings. They
can be substituted with a Diffie-Hellman instance so that
forward-security of the session keys can be ensured. Nev-
ertheless, our scheme achieves a guarantee that is stronger
than the forward-repudiability which captures the fol-
lowing [3]: at time t1 honest users U and V interacted; then
at time t2 > t1, it should not be possible for V to prove
to a third party that U indeed interacted with V at time
t1, even if V reveals its own secrets. This is so because any
(even outside) user can perfectly fake a secret handshake
transcript.

5. IMPROVED SCHEME WITH CONSTANT
COMMUNICATION COMPLEXITY

In the last section, we presented our basic k-anonymous
secret handshake scheme based on public key cryptosys-
tems, which however incurs O(w) communication, and O(1)
computation if the public key cryptosystems are based on
low public-exponent RSA. In this section, we show how we
achieve a scheme that incurs only O(1) communication, and
O(1) computation even if the public key cryptosystems are
not RSA-based. The ideas behind the improvement are:

• By utilizing key-private public key cryptosystems (re-
viewed in Section 2), a single ciphertext is sufficient
in hiding the identity of the handshake peers. We
stress that adopting key-private public key cryptosys-
tems does not really restrict the application of our
secret handshake scheme, because the most popular
public key cryptosystems such as Cramer-Shoup and
RSA-OAEP enjoy this property.

• Instead of letting the handshake peers send the se-
lected w public keys (or certificates), we let them send
the polynomial of degree 1, which is used to select the
public keys.

Due to space limitation, the improved scheme is left to
the full version of this paper [31].

6. k-Anonymous Secret Handshake based on
Symmetric Key Cryptosystems

In this section we sketch a secret handshake scheme based
on symmetric key cryptosystems, whose detailed descrip-
tion, performance as well as security analysis are left to the
full version of this paper [31]. This scheme is based on the
key distribution scheme of [7, 6] which we now briefly re-
view: A trusted third party chooses a bivariate symmetric
polynomial f(x, y) of degree t over Fq, where t is the toler-
ated number of corrupt users. A user with a unique identity
i holds f(i, y). Then two users i and j can derive a common
secret f(i, j) = f(j, i).
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The k-anonymous secret handshake scheme based on sym-
metric key cryptosystems is essentially the same as the one
based on public key cryptosystems (i.e., each group is man-
aged by a trusted third party just as in the key distribution
case, the users utilize the rSelect and mSelect algorithms to
form crowds, no trusted third party is involved in a secret
handshake, etc.), except that a trusted third party may also
adopt a CRL to publish the identities that have been re-
voked. We remark that this secret handshake scheme actu-
ally has a nice property we may call it hunter-resilience,
which cannot be achieved in a scheme based on public key
cryptosystems. Intuitively, it means that even a successful
handshake between an honest user U ∈ G and an adversary
A that has corrupted a user V ∈ G does not necessarily
convince A that the handshake peer is U , because V could
have leaked its secret to someone other than A.
It is natural that the strategy utilized to reduce the com-

munication complexity in the handshake scheme based on
public key cryptosystems also applies to the above hand-
shake scheme based on symmetric key cryptosystems.

7. CONCLUSION
We presented the first unlinkable secret handshake schemes

with reusable credentials. We gave a detailed construction
based on public key cryptosystems, and sketched the other
based on symmetric key cryptosystems. Both schemes are
quite efficient, and their security analysis does not resort to
any random oracle.
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