2856

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 13, NO. 11, NOVEMBER 2018

Modeling and Predicting Cyber Hacking Breaches
Maochao Xu, Kristin M. Schweitzer, Raymond M. Bateman, and Shouhuai Xu
Abstract— Analyzing cyber incident data sets is an important
method for deepening our understanding of the evolution of the
threat situation. This is a relatively new research topic, and many
studies remain to be done. In this paper, we report a statistical
analysis of a breach incident data set corresponding to 12 years
(2005–2017) of cyber hacking activities that include malware
attacks. We show that, in contrast to the findings reported in the
literature, both hacking breach incident inter-arrival times and
breach sizes should be modeled by stochastic processes, rather
than by distributions because they exhibit autocorrelations. Then,
we propose particular stochastic process models to, respectively,
fit the inter-arrival times and the breach sizes. We also show
that these models can predict the inter-arrival times and the
breach sizes. In order to get deeper insights into the evolution
of hacking breach incidents, we conduct both qualitative and
quantitative trend analyses on the data set. We draw a set of
cybersecurity insights, including that the threat of cyber hacks
is indeed getting worse in terms of their frequency, but not in
terms of the magnitude of their damage.
Index Terms— Hacking breach, data breach, cyber threats,
cyber risk analysis, breach prediction, trend analysis, time series,
cybersecurity data analytics.

I. I NTRODUCTION

D

ATA breaches are one of the most devastating cyber
incidents. The Privacy Rights Clearinghouse [1] reports
7,730 data breaches between 2005 and 2017, accounting for
9,919,228,821 breached records. The Identity Theft Resource
Center and Cyber Scout [2] reports 1,093 data breach incidents
in 2016, which is 40% higher than the 780 data breach
incidents in 2015. The United States Office of Personnel
Management (OPM) [3] reports that the personnel information
of 4.2 million current and former Federal government employees and the background investigation records of current,
former, and prospective federal employees and contractors
(including 21.5 million Social Security Numbers) were stolen
in 2015. The monetary price incurred by data breaches is
also substantial. IBM [4] reports that in year 2016, the global
average cost for each lost or stolen record containing sensitive or confidential information was $158. NetDiligence [5]
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reports that in year 2016, the median number of breached
records was 1,339, the median per-record cost was $39.82,
the average breach cost was $665,000, and the median breach
cost was $60,000.
While technological solutions can harden cyber systems
against attacks, data breaches continue to be a big problem. This motivates us to characterize the evolution of data
breach incidents. This not only will deep our understanding
of data breaches, but also shed light on other approaches
for mitigating the damage, such as insurance. Many believe
that insurance will be useful, but the development of accurate
cyber risk metrics to guide the assignment of insurance rates is
beyond the reach of the current understanding of data breaches
(e.g., the lack of modeling approaches) [6].
Recently, researchers started modeling data breach incidents. Maillart and Sornette [7] studied the statistical properties of the personal identity losses in the United States
between year 2000 and 2008 [8]. They found that the number of breach incidents dramatically increases from 2000 to
July 2006 but remains stable thereafter. Edwards et al. [9]
analyzed a dataset containing 2,253 breach incidents that span
over a decade (2005 to 2015) [1]. They found that neither
the size nor the frequency of data breaches has increased
over the years. Wheatley et al. [10] analyzed a dataset that is
combined from [8] and [1] and corresponds to organizational
breach incidents between year 2000 and 2015. They found
that the frequency of large breach incidents (i.e., the ones
that breach more than 50,000 records) occurring to US firms
is independent of time, but the frequency of large breach
incidents occurring to non-US firms exhibits an increasing
trend.
The present study is motivated by several questions
that have not been investigated until now, such as: Are
data breaches caused by cyber attacks increasing, decreasing, or stabilizing? A principled answer to this question will
give us a clear insight into the overall situation of cyber threats.
This question was not answered by previous studies. Specifically, the dataset analyzed in [7] only covered the time span
from 2000 to 2008 and does not necessarily contain the breach
incidents that are caused by cyber attacks; the dataset analyzed
in [9] is more recent, but contains two kinds of incidents:
negligent breaches (i.e., incidents caused by lost, discarded,
stolen devices and other reasons) and malicious breaching.
Since negligent breaches represent more human errors than
cyber attacks, we do not consider them in the present study.
Because the malicious breaches studied in [9] contain four
sub-categories: hacking (including malware), insider, payment
card fraud, and unknown, this study will focus on the hacking
sub-category (called hacking breach dataset thereafter), while
noting that the other three sub-categories are interesting on
their own and should be analyzed separately.
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A. Our Contributions
In this paper, we make the following three contributions.
First, we show that both the hacking breach incident interarrival times (reflecting incident frequency) and breach sizes
should be modeled by stochastic processes, rather than by
distributions. We find that a particular point process can adequately describe the evolution of the hacking breach incidents
inter-arrival times and that a particular ARMA-GARCH model
can adequately describe the evolution of the hacking breach
sizes, where ARMA is acronym for “AutoRegressive and
Moving Average” and GARCH is acronym for “Generalized
AutoRegressive Conditional Heteroskedasticity.” We show that
these stochastic process models can predict the inter-arrival
times and the breach sizes. To the best of our knowledge,
this is the first paper showing that stochastic processes, rather
than distributions, should be used to model these cyber threat
factors.
Second, we discover a positive dependence between the
incidents inter-arrival times and the breach sizes, and show that
this dependence can be adequately described by a particular
copula. We also show that when predicting inter-arrival times
and breach sizes, it is necessary to consider the dependence;
otherwise, the prediction results are not accurate. To the best
of our knowledge, this is the first work showing the existence
of this dependence and the consequence of ignoring it.
Third, we conduct both qualitative and quantitative trend
analyses of the cyber hacking breach incidents. We find that
the situation is indeed getting worse in terms of the incidents
inter-arrival time because hacking breach incidents become
more and more frequent, but the situation is stabilizing in
terms of the incident breach size, indicating that the damage of
individual hacking breach incidents will not get much worse.
We hope the present study will inspire more investigations,
which can offer deep insights into alternate risk mitigation
approaches. Such insights are useful to insurance companies,
government agencies, and regulators because they need to
deeply understand the nature of data breach risks.
B. Related Work
1) Prior Works Closely Related to the Present Study:
Maillart and Sornette [7] analyzed a dataset [8] of 956 personal identity loss incidents that occurred in the United States
between year 2000 and 2008. They found that the personal
identity losses per incident, denoted by X, can be modeled by a
heavy tail distribution Pr(X > n) ∼ n −α where α = 0.7 ± 0.1.
This result remains valid when dividing the dataset per type of
organizations: business, education, government, and medical
institution. Because the probability density function of the
identity losses per incident is static, the situation of identity
loss is stable from the point of view of the breach size.
Edwards et al. [9] analyzed a different breach dataset [1]
of 2,253 breach incidents that span over a decade
(2005 to 2015). These breach incidents include two categories:
negligent breaches (i.e., incidents caused by lost, discarded,
stolen devices, or other reasons) and malicious breaching
(i.e., incidents caused by hacking, insider and other reasons).
They showed that the breach size can be modeled by the
log-normal or log-skewnormal distribution and the breach frequency can be modeled by the negative binomial distribution,
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implying that neither the breach size nor the breach frequency
has increased over the years.
Wheatley et al. [10] analyzed an organizational breach incidents dataset that is combined from [8] and [1] and spans over
a decade (year 2000 to 2015). They used the Extreme Value
Theory [11] to study the maximum breach size, and further
modeled the large breach sizes by a doubly truncated Pareto
distribution. They also used linear regression to study the
frequency of the data breaches, and found that the frequency
of large breaching incidents is independent of time for the
United States organizations, but shows an increasing trend for
non-US organizations.
There are also studies on the dependence among cyber risks.
Böhme and Kataria [12] studied the dependence between
cyber risks of two levels: within a company (internal dependence) and across companies (global dependence). Herath and
Herath [13] used the Archimedean copula to model cyber risks
caused by virus incidents, and found that there exists some
dependence between these risks. Mukhopadhyay et al. [14]
used a copula-based Bayesian Belief Network to assess cyber
vulnerability. Xu and Hua [15] investigated using copulas to
model dependent cyber risks. Xu et al. [16] used copulas to
investigate the dependence encountered when modeling the
effectiveness of cyber defense early-warning. Peng et al. [17]
investigated multivariate cybersecurity risks with dependence.
Compared with all these studies mentioned above,
the present paper is unique in that it uses a new methodology to
analyze a new perspective of breach incidents (i.e., cyber hacking breach incidents). This perspective is important because
it reflects the consequence of cyber hacking (including malware). The new methodology found for the first time, that
both the incidents inter-arrival times and the breach sizes
should be modeled by stochastic processes rather than distributions, and that there exists a positive dependence between
them.
2) Other Prior Works Related to the Present Study:
Eling and Loperfido [18] analyzed a dataset [1] from
the point of view of actuarial modeling and pricing.
Bagchi and Udo [19] used a variant of the Gompertz model
to analyze the growth of computer and Internet-related crimes.
Condon et. al [20] used the ARIMA model to predict security incidents based on a dataset provided by the Office
of Information Technology at the University of Maryland.
Zhan et al. [21] analyzed the posture of cyber threats by using
a dataset collected at a network telescope. Using datasets
collected at a honeypot, Zhan et al. [22], [23] exploited their
statistical properties including long-range dependence and
extreme values to describe and predict the number of
attacks against the honeypot; a predictability evaluation of
a related dataset is described in [24]. Peng et al. [25] used
a marked point process to predict extreme attack rates.
Bakdash et al. [26] extended these studies into related cybersecurity scenarios. Liu et al. [27] investigated how to use
externally observable features of a network (e.g., mismanagement symptoms) to forecast the potential of data breach
incidents to that network. Sen and Borle [28] studied the
factors that could increase or decrease the contextual risk
of data breaches, by using tools that include the opportunity
theory of crime, the institutional anomie theory, and the
institutional theory.
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Fig. 1.

Illustrative description of cyber hacking breach incidents.

C. Paper Outline
The rest of the paper is organized as follows. In Section II
we describe the dataset and research questions. In Section III
we present a basic analysis of the dataset. In Section IV we
develop a novel point process model for analyzing the dataset.
In Section V, we discuss the prediction performance of the
proposed model. In Section VI we present qualitative and
quantitative trend analyses. In Section VII we conclude our
paper with future research directions. We defer formal description of the main statistical notions to the Appendix, and discuss
their intuitive meanings when they are mentioned for the first
time.
II. R ESEARCH Q UESTIONS AND DATASET D ESCRIPTION
A. Research Questions
Figure 1 gives an illustrative description of cyber hacking
breach incidents. There are three incidents that occur respectively at times t1 , t2 , and t3 , each exposing a different number
of data records. The incidents are irregularly spaced because
t2 − t1 = t3 − t2 . Two concepts of interest are: the interarrival times between two consecutive incidents, which lead
to a time series {d1 = t1 , d2 = t2 − t1 , d3 = t3 − t2 , . . .};
and the breach sizes (i.e., the number of data records that are
compromised because of an incident), which lead to a time
series {y1 , y2 , y3 , . . .}.
Given a dataset of cyber hacking breach incidents, we want
to use it to answer the following questions.
1) Should we use a distribution or stochastic process to
describe the breach incidents inter-arrival times, and
which distribution or process? This question is important
because answering it will directly deepen our understanding of the dynamic cyber hacking breach situation
from a temporal perspective. (Sections III and IV)
2) Should we use a distribution or stochastic process
to describe the breach sizes, and which distribution or process? This question is important because
answering it will directly deepen our understanding of
the dynamic cyber hacking breach situation from a
magnitude perspective. (Sections III and IV)
3) Are the breach sizes and the incidents inter-arrival
times independent of each other? If not, how should
we characterize the dependence between them? This
question is important because answering it will directly
deepen our understanding of the dynamic cyber hacking
breach situation from a joint temporal and magnitude
perspective. (Section IV)
4) Can we predict when the next hacking incident will
occur, and what the breach size would be? This question
is important because answering it shows our capability
to predict the situation and possibly conduct proactive
defense at a small time scale (e.g., days or weeks ahead

of time). For example, when the probability that a big
breach incident will occur during the next week is high,
the defender may dynamically adjust the defense posture
(e.g., enforcing more restricted policies during the next
week). This is similar to what weather forecasting can
do in the physical world. (Section V)
5) What are the trends that are exhibited by hacking breach
incidents? This question is important because we can
draw higher-level insights into whether the situation
is getting better or worse over a large time scale
(e.g., 10 years), and to what extent. (Section VI)
B. Dataset
The hacking breach dataset we analyze in this paper was
obtained from the Privacy Rights Clearinghouse (PRC) [1],
which is the largest and most extensive dataset that is also publicly available. Since we focus on hacking breaches, we disregard the negligent breaches and the other sub-categories
of malicious breaches (i.e., insider, payment card fraud,
and unknown). From the remaining raw hacking breaches
data, we further disregard the incomplete records with
unknown/unreported/missing hacking breach sizes because
breach size is one of the objects for our study.
The resulting dataset contains 600 hacking breach incidents in the United States between January 1st, 2005
and April 7th, 2017. The hacking breach victims span
over 7 industries: businesses-financial and insurance services (BSF); businesses-retail/merchant including online
retail (BSR); businesses-other (BSO); educational institutions (EDU); government and military (GOV); healthcare,
medical providers and medical insurance services (MED); and
nonprofit organizations (NGO).
The dataset is represented by a sequence, denoted by
{(ti , yti )}0≤i≤600 , where ti represents the day on which there
is an incident of breach size yti (i.e., the number of private
data records that are breached by the incident), and t0 is the
day on which observation starts (i.e., t0 does not correspond
to the occurrence of any incident). The inter-arrival times are
di = ti − ti−1 , where i = 1, 2, . . . , 600. Among the ti ’s, most
days have one single incident report, 52 days with 2 incidents
on each day, 7 days with 3 incidents on each day, and one day
(02/26/2016) with 7 incidents.
We caution that the dataset does not necessarily contain all
of the hacking breach incidents, because there may be unreported ones. Moreover, the dates corresponding to the incidents are the days on which the incidents are reported, rather
than the dates on which the incidents took place. Nevertheless,
this dataset (or data source [1]) represents the best dataset
that can be obtained in the public domain [9], [29]. Therefore, analysis of it will shed light on the severeness of
the data breach risk, and the analysis methodologies can be
adopted or adapted to analyze more accurate datasets of this
kind when they become available in the future.
C. Preprocessing
Because we observed, as mentioned above, some days
have multiple hacking breach incidents, one may suggest to
treat such multiple incidents as a single “combined” incident (i.e., adding their number of breached records together).
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TABLE I
S UMMARY OF N OTATIONS (r.v. S TANDS FOR R ANDOM VARIABLE )

However, this method is not sound because the multiple
incidents may happen to different victims that have different
cyber systems. Given that the time resolution of the dataset is
a day, multiple incidents that are reported on the same data
may be reported at different points in time of the same day
(e.g., 8pm vs. 10pm). As such, we propose generating small
random time intervals to separate the incidents corresponding
to the same day. Specifically, we randomly order the incidents
corresponding to the same day, and then insert a small and
random time interval in between two consecutive incidents (for
the first interval, the starting point is midnight), while assuring
that these incidents correspond to the same day (e.g., the two
incidents on a two-incident day may be assigned at 8am
and 1pm).

Fig. 2. Time series plots of inter-arrival times and log-transformed breach
sizes of the aggregated incidents (x-axis is the sequence of incidents). Fig 2(a)
shows that more recent breach incidents have smaller inter-arrival times.
Fig 2(b) shows that there is a huge volatility in the breach size. (a) Incidents
inter-arrival times (y-axis with a unit ‘day’). (b) Log-transformed breach sizes
(y-axis with a unit ‘record’).
TABLE II
S TATISTICS OF B REACH I NCIDENTS I NTER -A RRIVAL T IME (U NIT: D AY ),
W HERE ‘SD’ S TANDS FOR S TANDARD D EVIATION

D. Remark
In this paper, we use a number of statistical techniques,
a thorough review of which would be lengthy. In order to
comply with the space requirement, here we only briefly
review these techniques at a high level, and refer the readers to
specific references for each technique when it is used. We use
the autoregressive conditional mean point process [30], [31],
which was introduced for describing the evolution of conditional means, to model the evolution of the inter-arrival time.
We use the ARMA-GARCH time series model [32], [33] to
model the evolution of the breach size, where the ARMA part
models the evolution of the mean of the breach sizes and the
GARCH part models the high volatility of the breach sizes.
We use copulas [34], [35] to model the nonlinear dependence
between the inter-arrival times and the breach sizes.
Table I summarizes the main notations used in the paper.

skewness, which make it difficult to model the breach sizes.
We observe a large volatility in the breach size and the volatility clustering phenomenon of large (small) changes followed
by large (small) changes. We also observe that some breach
sizes are especially large (meaning severe hacking breach
incidents). We will pay particular attention for modeling these
extreme breach incidents.

III. BASIC A NALYSIS
Figure 2 plots the two time series that are actually investigated in the present paper. Figure 2(a) plots the time series
of incidents inter-arrival time (unit: day). We observe that
most inter-arrival times are small (say, less than 20 days),
and that the recent inter-arrival times are even smaller, which
hints that the frequency of hacking breaches intensifies. That
is, Figure 2(a) hints the existence of clusters of small interarrival times (i.e., multiple incidents occur during a short
period of time). One possible explanation for the cluster
phenomenon is the following: multiple successful hacks are
detected and reported within a very short period of time
because the attackers used the same attacks or exploited the
same vulnerabilities, which are detected at roughly the same
time. Figure 2(a) also shows that the breach incidents are
irregularly spaced (i.e., exhibiting both large and small interarrival times).
Figure 2(b) plots the log-transformed breach sizes (unit:
record) because the breach sizes exhibit large variability and

A. Basic Analysis of Breach Incidents Inter-Arrival Times
Table II describes the basic statistics of the inter-arrival
times for individual victim categories as well as the aggregation of them (which corresponds to Figure 2). We observe
that the standard deviation of the inter-arrival times in each
category is also much larger than the mean, which hints that
the processes describing the hacking breach incidents are not
Poisson. We also observe that the aggregation of the interarrival times of all categories leads to much smaller interarrival times. For example, the maximum inter-arrival time of
NGO breach incidents is 1178 days, while the maximum interarrival time of the aggregation is 96 days.
In order to formally answer the question whether the
incidents inter-arrival times should be modeled by a distribution or a stochastic process, we look into the sample
AutoCorrelation Function (ACF) and Partial AutoCorrelation
Function (PACF) of the inter-arrival times. Intuitively, ACF
measures the correlation between the observations at earlier
times and the observations at later times without disregarding
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Fig. 3. The sample ACF and PACF of incidents inter-arrival times. (a) ACF of
inter-arrival times. (b) PACF of inter-arrival times.
TABLE III
S TATISTICS OF H ACKING B REACH S IZES , W HERE ‘SD’
S TANDS FOR S TANDARD D EVIATION

the observations in between them, and PACF measures the
correlation between the observations at earlier times and the
observations at later times while disregarding the observations
in between them. The formal definitions of ACF and PACF
are given in Appendix A. ACF and PACF are widely used to
detect temporal correlations in time series [36], [37].
Figure 3 plots the sample ACF and PACF, respectively.
We observe correlations in both plots because there are correlation values that exceed the dashed blue lines (i.e., the threshold
values which are derived based on the asymptotic statistical
theory [36], [38]). This means that there are significant correlations between the inter-arrival times and that the inter-arrival
times do not follow the exponential distribution. Moreover,
we should use a stochastic process to describe the inter-arrival
times [39]. In summary, we have:
Insight 1: The hacking breach incidents inter-arrival times
exhibit some clusters of small inter-arrival times (i.e., multiple
incidents occur within a short period of time) and the incidents are irregularly spaced. Moreover, there are correlations
between the inter-arrival times, meaning that the inter-arrival
times should be modeled by an appropriate stochastic process
rather than by a distribution.
B. Basic Analysis of Hacking Breach Sizes
Table III summarizes the basic statistics of the hacking
breach sizes. We observe that three Business categories have
much larger mean breach sizes than others. We further observe
that there exists a large standard deviation for the breach size in
each of the victim categories, and that the standard deviation is

Fig. 4. The sample ACF and PACF of log-transformed breach sizes. (a) ACF
of transformed breach sizes. (b) PACF of transformed breach sizes.

always much larger than the corresponding mean. Figure 2(b)
plots the log-transformed breach sizes because, as we can
observe from Table III, the breach sizes exhibit large volatility
and skewness (which is indicated by the substantial difference
between the median and the mean values), which make them
hard to model without making transformations.
In order to answer the question whether the breach sizes
should be modeled by a distribution or stochastic process,
we plot the temporal correlations between the breach sizes.
Figures 4(a) and 4(b) plot the sample ACF and PACF for
the log-transformed breach sizes, respectively. We observe
correlations between the breach sizes, meaning that we should
use a stochastic process, rather than a distribution, to model
the breach sizes [33], [36]. This is in contrast to the insight
offered by previous studies [7], [18], which suggests to use a
skewed distribution to model the breach sizes. We attribute the
drawing of this insight to the fact that these studies [7], [18]
did not look into this due perspective of temporal correlations. An important factor for determining whether to use
a distribution or a stochastic process to describe something,
depends on whether or not there is temporal autocorrelation
between the individual samples. This is because zero temporal
autocorrelation means that the samples are independent of each
other; otherwise, non-zero temporal autocorrelation means that
they are not independent of each other and should not be
modeled by a distribution.
Insight 2: The hacking breach sizes exhibit a large volatility, a large skewness, and a volatility clustering phenomenon, namely large (small) changes followed by large (small)
changes. Moreover, there are correlations between the breach
sizes, implying that they should be modeled by an appropriate
stochastic process than a distribution.
IV. M ODELING THE H ACKING B REACH DATASET
In this section, we develop a novel statistical model to
fit the breach dataset, or more specifically the in-sample of
320 incidents. The fitted model will be used for prediction,
which will be evaluated by the out-of-sample of 280 incidents
(Section V).
A. Modeling the Inter-Arrival Times
Insight 1 suggests that we model the hacking breach incidents inter-arrival times with an autoregressive conditional
mean (ACD) model, which was originally introduced to model
the evolution of the inter-arrival time, or duration, between
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stock transactions [30] and later extended to model duration
processes (see, e.g., [31], [40]).1
Recall that the dataset is represented by a sequence
{(ti , yti )}0≤i≤n , where n = 600, ti for i ≥ 1 is the day
on which there is an incident of breach size yti . The interarrival times are di = ti − ti−1 , where i = 1, 2, . . . , n. The
basic idea of the conditional mean model is to standardize
the inter-arrival time di = ti − ti−1 by leveraging the historic
information, where i = 1, 2, . . . , n. Specifically, we define
di = i i ,
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TABLE IV
M ODEL F ITTING R ESULTS OF THE ACD AND L OG -ACD M ODELS TO
THE I NTER -A RRIVAL T IMES OF H ACKING B REACH I NCIDENTS .
T HE N UMBERS IN THE PARENTHESES A RE THE
E STIMATED S TANDARD D EVIATIONS

(IV.1)

where the i ’s are functions of the historical inter-arrival times
i = E(di |Fi−1 )
with Fi−1 representing the historical information up to time
ti−1 , and the i ’s are independent and identically distributed
(i.i.d.) innovations with E(i ) = 1.
1) Model Selection: For model selection, we focus on
the following ACD models because (i) these models are
relatively simple and can be efficiently estimated in practice;
and (ii) these models are flexible enough to accommodate the
evolution of the inter-arrival times based on our preliminary
analysis.
• The standard ACD model (ACD) [30]:
i = ω +

p

j =1

•

a j di− j +

q


where subscript i indicates the i th breach incident,
ω, a j , b j ≥ 0, and p and q are positive integers indicating
the orders of the autoregressive terms.
The type-I log-ACD model (LACD1 ) [41]:
log(i ) = ω +

p


a j log(i− j ) +

j =1
•

b j i− j ,

j =1

q


b j log(i− j ).

j =1

The type-II log-ACD model (LACD2 ) [41]:
log(i ) = ω +

p

j =1

a j log(di− j ) +

q


b j log(i− j ).

j =1

In what follows, we further restrict our investigation to the
case of p = q = 1 because a higher order does not necessarily
improve the prediction accuracy [42]. The distribution of the
standardized innovations of the i ’s is assumed to be a generalized gamma distribution. This assumption will be validated
below. We make this assumption because it is flexible and
because it was recommended in the literature for modeling
irregularly spaced data [40], [42].
Recall that the density function of the generalized gamma
distribution is
  x γ 
γ x kγ −1
exp −
f (x|λ, γ , k) = kγ
,
(IV.2)
λ (k)
λ
where λ > 0 is the scale parameter, and γ , k > 0 are
the shape parameters. The generalized gamma distribution
includes many well-known distributions as special cases,
1 In this paper, the term inter-arrival time, which is widely used in the
computer science community, and the term duration, which is widely used in
the statistics community, are used interchangeably.

Fig. 5. The qq-plot and sample ACF of the residuals for the inter-arrival
times. (a) The qq-plot of residuals. (b) ACF of residuals.

such as the exponential distribution, the Weibull distribution, the half-normal distribution, and the gamma distribution.
In order to assure E(i ) = 1, in our estimation we set
λ=

(k)
.
(k + 1/γ )

We use the maximum likelihood estimation (MLE)
method [31] to fit the model parameters. Table IV describes
the fitting results. We observe that according to the model
selection methods Akaikes Information Criterion (AIC) and
Bayes Information Criterion (BIC) [36], which (as reviewed in
Appendix B) intuitively measure how well the proposed model
fit the observations (i.e., the smaller these values, the better the
fitting), LACD1 should be selected. We also observe that the
coefficient b1 = −0.767 (0.0971) of LACD1 is statistically
significant, where 0.0971 is the estimated standard deviation.
This means that the historic inter-arrival times do have a
significant effect on the current inter-arrival time. We further
observe that kγ < 1 and γ > 1, implying that the conditional
hazard function of inter-arrival times is U-shaped.
In order to formally evaluate the fitting accuracy of LACD1 ,
we plot the fitting residuals in Figure 5. Figure 5(a) is the
qq-plot of the residuals, and shows that all points except
one are around the 45-degree line, meaning that the fitting
is accurate.
In order to examine whether or not the proposed LACD1
model is sufficient to capture the dependence between the
inter-arrival times, we plot the sample ACF of the residuals in Figure 5(b), which shows that the correlations at
all lags are very small. In particular, the right-hand half of
Table V presents the p-values of the formal McLeod-Li and
Ljung-Box statistical tests [31], [36], which (as reviewed in
Appendix C) intuitively measure whether or not there are
correlations that are left in the residuals. We observe that these
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TABLE V
T HE p-VALUES OF S TATISTICAL T ESTS FOR THE R ESIDUALS

p-values are all greater than 0.1, meaning that there is no
correlation left in the residuals and that the proposed LACD1
can adequately describe the evolution of the incidents interarrival time.
In order to validate the afore-mentioned assumption of
the generalized gamma innovations, we report the p-values
of the Kolmogorov-Smirnov (KS), Anderson-Darling (AD),
and Cramer-von Mises (CM) tests [43] in the left-hand
half of Table V. Intuitively, these tests (as reviewed
in Appendix VII-D) examine how well the samples fit a
theoretical distribution such that a larger p-value indicates a
better fit, but using different approaches. The KS test focuses
on the largest deviation of the samples from the theoretical
distribution, whereas the AD and CM tests consider the overall
deviation. We observe that the p-values are .2312, .2116
and .3581, respectively. Therefore, the assumption is validated.
The preceding discussions lead to:
Insight 3: The inter-arrival times of hacking incidents
exhibit a significant temporal correlation, and therefore should
be modeled by a stochastic process rather than a distribution.
Given this, we find that the incidents inter-arrival times can be
adequately described by the proposed type-I log-ACD model
(LACD1 ), which implies that the next inter-arrival time is in
fact affected by the present one.
B. Modeling the Breach Sizes
In order to model the evolution of the mean of the breach
sizes, we propose using the ARMA process, or more specifically ARMA( p, q), where p is the AR order and q is the
MA order.the The preceding Insight 2, especially the volatility clustering phenomenon exhibited by the log-transformed
breach sizes, suggests that we use a GARCH model to
model the volatilities in the breach sizes. An analysis on the
residuals suggests that GARCH(1, 1) is sufficient to describe
the volatilities in the residuals, which coincides with the
conclusion drawn in the literature that higher-order GARCH
models are not necessarily better than GARCH(1, 1) [44].
Therefore, we fix the GARCH part as GARCH(1, 1). This
leads to the following ARMA-GARCH model:
Yt = E(Yt |Ft −1 ) + t ,
where E(·|·) is the conditional expectation function, Ft −1
is the historic information up to time t − 1, and t is the
innovation of the time series. Since the mean part is modeled
as ARMA( p, q), the model can be rewritten as
Yt = μ +

p

k=1

φk Yt −k +

q


θl t −l + t ,

(IV.3)

l=1

where t = σt Z t with Z t being the i.i.d. innovations, and the
φk ’s and the θl ’s are respectively the coefficients of the AR
and MA parts. For the standard GARCH(1, 1) model, we have
σt2 = w + α1 t2−1 + β1 σt2−1 ,
where

σt2

(IV.4)

is the conditional variance and w is the intercept.

Fig. 6. Sample ACF of standardized and squared standardized residuals for
the log-transformed breach sizes. (a) ACF of standardized residuals. (b) ACF
of squared standardized residuals.
TABLE VI
T HE F ITTING R ESULTS OF THE ARMA(1, 1)-GARCH(1, 1) M ODEL FOR
THE B REACH S IZES , W HERE THE N UMBERS IN PARENTHESES
A RE THE E STIMATED S TANDARD D EVIATIONS

For model selection, we use the AIC criterion to determine the orders of the ARMA models. Note that if
ARMA( p, q)-GARCH can successfully accommodate the serial correlations in the conditional mean and the conditional
variance, there would be no autocorrelations left in the
standardized and squared standardized residuals. When the
AIC criterion suggests to select multiple models with similar
AIC values, we select the simpler model. The autoregressive
p and the moving average order q are allowed to vary
between 0 and 5. We find that ARMA(1, 1)-GARCH(1, 1)
with normally-distributed innovations is sufficient to remove
the serial correlations.
In order to further evaluate the fitting of
ARMA(1, 1)-GARCH(1, 1), we plot the sample ACFs
for the standardized residuals and the squared standardized
residuals in Figure 6. We observe that none of the lags is
significant (i.e., the correlations are removed). The p-values
of the Ljung-Box tests for both the standardized residuals
and the standardized square residuals are very large, namely,
.999 and .958, respectively. This means that we cannot
reject the null hypothesis that no serial correlations are
left in the residuals. Table VI shows the fitting results by
ARMA(1, 1)-GARCH(1, 1). We observe that the estimated
coefficients for the ARMA and GARCH parts are all
statistically significant.
Having observed that ARMA(1, 1)-GARCH(1, 1) can fit the
breach sizes overall, we need to know whether or not this
model can fit the tails as well. Unfortunately, we observe
that normally-distributed innovations fail to capture the tails
of the breach sizes because both tails are thick. Therefore,
we further consider other distributions for the innovations,
including Student-t, generalized error, skewed normal, skewed
Student-t, and skewed generalized error distributions. We find
that among all these innovation distributions, the skewed
Student-t distribution leads to a relatively more accurate fitting.
However, as shown by the qq-plot in Figure 7(a), the skewed
Student-t still fails to fit the tails. This motivates us to
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Fig. 7. The qq-plots of the residuals of ARMA(1, 1)-GARCH(1, 1) with
innovations following different distributions for fitting the log-transformed
breach sizes. (a) The qq-plot of the skewed Student-t. (b) The qq-plot of the
mixed distribution.

propose an extreme value mixture distribution for describing
the innovations.
The Extreme Value Theory (EVT) [32], [45] is a useful tool
for modeling the heavy-tail distribution. A popular method is
known as the peaks over threshold approach (POT). Given
a sequence of i.i.d. observations X 1 , . . . , X n , the excesses
X i − μ of some suitably high threshold μ can be modeled by,
under certain mild conditions, the generalized Pareto distribution (GPD). The survival function of the GPD
⎧
−1/ξ
⎪
⎨ 1+ξx −μ
, ξ = 0,
σ +
Ḡ ξ,σ,μ (x) = 1 − G ξ,σ,μ =

⎪
⎩exp − x − μ ,
ξ = 0.
σ
where x ≥ μ if ξ ∈ R+ and x ∈ [μ, μ − σ/ξ ] if ξ ∈ R− , and
ξ and σ are respectively called the shape and scale parameters.
Because Figure 7(a) shows that both tails cannot be modeled
by the skewed Student-t distribution, we propose modeling
both tails with the GPD and modeling the middle part with
the normal distribution. This leads to a mixed extreme value
distribution that is used to model the innovations as follows:
G m (x)
⎧
pl [1 − G(−x|ξl , σl , −μl )],
⎪
⎪
⎪
⎪
⎪
if x ≤ μl ,
⎪
⎪
⎪
⎨ p + (1 − p − p ) (x|μm , σm ) − (μl |μm , σm ) ,
l
l
u (μ |μ , σ ) − (μ |μ , σ )
u m m
l m m
=
⎪
⎪
if
μ
<
x
<
μ
,
l
u
⎪
⎪
⎪
⎪
1 − pu + pu G(x|ξu , σu , μu ),
⎪
⎪
⎩
if x ≥ μu .
where pl = P(X ≤ μl ) and pu = P(X > μu ) are the
probabilities corresponding to the tails, and μm and σm are
respectively the mean and the standard deviation of the normal
distribution. It is worth mentioning that a similar idea has been
used to model the impact of the financial crisis on stock and
index returns [46], [47].
The estimated parameters for the tail proportions are
( pl , pu ) = (0.126, 0.098), which means that both tails account
for about 10%
The estimated
 of the observations of GPD.

parameters μ̂m , σ̂m , μ̂l , σ̂l , ξ̂l , μ̂u , σ̂u , ξ̂u for the GPD and
normal distributions are
(−0.002, 0.963, −1.105, 0.877, −0.694, 1.243, 0.471, 0.001).
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Fig. 8. Normal score plot and fitted contour plot. (a) Normal scores plot.
(b) Gumbel contour plot.

It is interesting to note that the upper tail shape parameter
ξ = .001 indicates that the upper tail is heavy. The qq-plot
in Figure 7(b) indicates that the mixed distribution describes
the tails well because all of the points are around the 45-degree
line. This leads to:
Insight 4: The log-transformed hacking breach sizes exhibit
a significant temporal correlation, and therefore should be
modeled by a stochastic process rather than a distribution.
Moreover, the log-transformed hacking breach sizes exhibit the
volatility clustering phenomenon with possibly extremely large
breach sizes. These two properties lead to the development
of ARMA(1, 1)-GARCH(1, 1) with innovations that follow
a mixed extreme value distribution, which can adequately
describe the evolution of the log-transformed breach size.
Note that the ARMA(1, 1) part models the means of the
observations and the GARCH(1, 1) part models the large
volatility exhibited by the data.
C. Dependence Between Inter-Arrival Times
and Breach Sizes
In order to answer the question whether or not there
exists dependence between the inter-arrival times and the
breach sizes, we propose conducting the normal score
transformation [35] to the residuals that are obtained after
fitting these two time series. For residuals of the LACD1
fitting, denoted by e1 , . . . , en , we use the fitted generalized
gamma distribution G(·|γ , k) to convert them into empirical
normal scores:
ei → −1 (G(ei |γ , k)), i = 1, . . . , n,
where −1 is the inverse of the standard normal distribution.
For the residuals of the ARMA(1, 1)-GARCH(1, 1) fitting,
we use the estimated mixed extreme value distribution to
convert them into empirical normal scores.
Figure 8(a) plots the bivariate normal scores. We observe
that large transformed durations are associated with large
transformed sizes, implying a positive dependence between the
inter-arrival times and the breach sizes. In order to statistically
test the dependence, we compute the sample Kendall’s τ and
Spearman’s ρ for the incidents inter-arrival times and the
breach sizes, which are 0.07578 and .11515, respectively.
The nonparametric rank tests [43] for both statistics lead
to a p-value of .04313 and .03956, respectively, which are
very small. This means that there indeed exists some positive
dependence between the inter-arrival times and the breach
sizes.
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In order to model the bivariate dependence between the
incidents inter-arrival times and the breach sizes, we propose
using the Copula technique [34], [35]. A bivariate copula
is a Cumulative Distribution Function (CDF) with uniform
marginals on [0, 1]. Let X 1 and X 2 be continuous random
variables with joint cumulative distribution function

TABLE VII
D EPENDENCE M ODEL F ITTING

F(x 1 , x 2 ) = P(X 1 ≤ x 1 , X 2 ≤ x 2 ),
and univariate marginal distributions F1 and F2 . A copula C is defined as the joint CDF of the random vector
(F1 (X 1 ), Fd (X 2 )). From Sklar’s theorem [34], [35], the copula C is unique and satisfies
F(x 1 , x 2 ) = C(F1 (x 1 ), F2 (x 2 ))
when the Fi ’s are all continuous. The corresponding joint
density function can be represented as
2

f (x 1 , x 2 ) = c(F1 (x 1 ), F2 (x 2 ))

f i (x i ),
i=1

where c(u 1 , u 2 ) is the 2-dimensional copula density function,
and f i is the marginal density function of X i , i = 1, 2.
Suppose at time t, the vector Zt = (Z 1,t , Z 2,t ) has the
following distribution


Fz (zt ; ϑ, ) = C F(z 1,t ), G(z 2,t ); , ϑ ,
(IV.5)
where  denotes the vector of parameters of a copula,
ϑ represents the vector of parameters of the marginal models,
and F is the marginal distribution of the residual of the interarrival times, and G is the marginal distribution of the residual
of the breach sizes. The joint log-likelihood function of the
model can be written as
n 

dt
y t − μt
log c F
,G
; ϑ, 
L(; ϑ) =
t
σt
t =1

− log(σt ) − log(t ) + log g

dt
+ log f
;ϑ ,
t

y t − μt
;ϑ
σt

where c(·) is the copula density of C(·), μt = E(Yt |Ft −1),
f (·) is the density function of Z 1,t , and g(·) is the density
function of Z 2,t .
A popular method for estimating the parameters of a joint
model is the Inference Function of Margins method [48]. This
method has two steps: (i) estimate the parameters of the
marginal stochastic models; and (ii) estimate the parameters of
the copula by fixing the parameters obtained at step (i). Since
we have identified the stochastic models for the inter-arrival
times and the breach sizes, in what follows we discuss how
to model the bivariate dependence.
There are many bivariate copulas [34], [35]. We consider a range of them by using the state-of-art R package VineCopula, and Table VII describes the fitting results
of these copulas. We observe that the Gumbel copula has
the smallest AIC and BIC, which confirms what is hinted
by Figure 8(a), namely that there exists a right-tail dependence between the inter-arrival times and the breach sizes.
Figure 8(b) plots the fitted Gumbel contour, indicating an
accurate fitting.

In order to further examine the dependence fitting of
Gumbel copula, we use two goodness-of-fit tests: (i) the White
test [49], [50], which leads to a test statistic of .0648 and
a p-value of 0.2626 (meaning that the dependence can be
modeled by the Gumbel copula); (ii) The Cramer-von Mises
statistic [51], [52], which leads to a test statistic of .1379 and
a p-value of 0.1212 (meaning that the dependence can be
modeled by the Gumbel copula). Since the p-values are large
for both tests, we conclude that the Gumbel copula can
adequately describe the dependence between the inter-arrival
times and the breach sizes.
Insight 5: There exists a statistical positive dependence
between the hacking breach incidents inter-arrival times and
the breach sizes. The cybersecurity meaning of the dependence
is that if there is a long period of time during which there are
no hacking breach incidents, then it is more likely to have a
large hacking breach when an incident occurs.
The situation of cyber hacking breaches reflects the outcome
of the cyber attack-defense interactions (e.g., whether or not
the attack tools can successfully evade the defense tools).
Although the particular phenomenon mentioned above can
happen under many different scenarios and precisely pinning
down of its cause is beyond the scope of the present paper
(simply because of the lack of various kinds of supporting
data), one possibility is the following: When the attack tools
are no longer effective from the attacker’s point of view,
the attackers may need to take a longer period of time to
develop new attack tools for successfully breaching data.
V. P REDICTION
Having showed how to fit the inter-arrival times and the
breach sizes, now we investigate how to predict them.
A. Prediction Evaluation Metric
Let us recall the Value-at-Risk (VaR) [53] metric. For a
random variable X t of interest, the VaR at level α, where
0 < α < 1, is defined as
VaRα (t) = inf {l : P (X t ≤ l) ≥ α}.
For example, VaR.95 (t) means that there is only a 5% probability that the observed value is greater than the predicted
value VaR.95 (t). An observed value greater than the predicted
VaRα (t) is called a violation, indicating inaccurate prediction.
In order to evaluate the prediction accuracy of the VaR
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Algorithm 1 Algorithm for Predicting the VaRα ’s of the
Hacking Incidents Inter-Arrival Times and the Breach Sizes
Separately
Input: Historical incidents inter-arrival times and breach
sizes, denoted by {(dti , yti )}i=1,...,m+n , where an in-sample
{(dti , yti )}i=1,...,m as mentioned above was used for fitting
and an out-of-sample {(dti , yti )}i=m+1,...,n is used for
evaluation prediction accuracy; α level.
for i = m + 1, · · · , n do
Estimate the LACD1 model of the incidents inter-arrival
times based on {ds |s = 1, . . . , i − 1}, and predict the
conditional mean
i = exp (ω + a1 log(i−1 ) + b1 log(i−1 ));
3: Estimate the ARMA-GARCH of log-transformed size,
and predict the next mean μ̂i and standard error σ̂i ;
4: Select a suitable Copula using the bivariate residuals
from the previous models based on AIC;
5: Based on the estimated copula,simulate 
10000
(k) (k)
2-dimensional copula samples u 1,i , u 2,i ,
k = 1, . . . , 10000;
6: For the incidents inter-arrival times, convert the
(k)
(k)
simulated dependent samples u 1,i ’s into the z 1,i ’s by
using the inverse of the estimated generalized gamma
distribution, k = 1, . . . , 10000;
7: For the breach sizes, convert the simulated dependent
(k)
samples u (k)
2,i ’s into the z 2,i ’s by using the inverse of the
estimated mixed extreme value distribution,
k = 1, . . . , 10000;
8: Compute
10000 2-dimensional breach

 the predicted
(k) (k)
data di , yi ,k = 1, . . . , 10000 based on Eq. (IV.1)
and (IV.3), respectively;
9: Compute the VaRα,d (i ) for the incidents inter-arrival
times and VaRα,y (i ) for the log-transformed breach
sizes based on the simulated breach data.
(k)
10: if di > VaRα,d (i ) then
11:
A violation to the incidents inter-arrival time occurs;
12: end if
(k)
13: if yi > VaRα,y (i ); then
14:
A violation to the breach size occurs;
15: end if
16: end for
Output: Numbers of violations in inter-arrival times and
breach sizes.
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TABLE VIII
VA R T ESTS OF P REDICTED I NTER -A RRIVAL T IMES AND
B REACH S IZES AT L EVELS α = .90, .92, .95

1:
2:

values, we use the following three popular tests [54]. The
first test is the unconditional coverage test, denoted by LRuc ,
which evaluates whether or not the fraction of violations is
significantly different from the model’s violations. The second
test is the conditional coverage test, denoted by LRcc , which is
a joint likelihood ratio test for the independence of violations
and unconditional coverage. The third test is the dynamic
quantile test (DQ) [55], which is based on the sequence of
‘hit’ variables.
B. Algorithm for Separate Prediction and Results
We use Algorithm 1 to perform the recursive rolling prediction for the inter-arrival time and the breach sizes. Because we

use rolling prediction, meaning that training data grows as
the prediction operation moves forward, newer training data
needs to be re-fitted, possibly needing different copula models.
As such, we need to consider more dependence structure. This
explains why we need to re-select the copula structure, which
can fit the newly updated training data better, via the criterion
of AIC (see Step 4 of Algorithm 1).
Table VIII reports the prediction results. We observe that
the prediction models pass all of the tests at the .1 significant
level. In particular, the models can predict the future interarrival times for all of the α’s levels. For the breach sizes,
at level α = .90, the model predictions have 28 violations,
while the number of violations from the observed values is 31,
which is fairly close to each other. For α = .95, the number of
violations from the observed values is 20, while the model’s
expected number of violations is 14. This indicates that the
models for predicting the future breach sizes are somewhat
conservative.
Figure 9 plots the prediction results for the 280 outof-samples. Figure 9(a) plots the prediction results for the
incidents inter-arrival times. Figure 9(c) plots of the original
breach sizes, but it is hard to look into visually. For a better
visualization effect, we plot in Figure 9(b) the log-transformed
breach sizes. We observe from Figure 9(c) that for the breach
sizes, there are several extreme large values, which are far
from the predicted VaR.95 ’s. This means that the prediction
missed some of the extremely large breaches, the prediction
of which is left as an open problem.
In conclusion, the proposed models can effectively predict
the VaR’s of both the incidents inter-arrival time and the
breach size, because they both pass the three statistical tests.
However, there are several extremely large inter-arrival times
and extremely large breach sizes that are far above the predicted VaR.95 ’s, meaning that the proposed models may not
be able to precisely predict the exact values of the extremely
large inter-arrival times or the extremely large breach sizes.
Nevertheless, as shown in Section V-C below, our models
can predict the joint probabilities that an incident of a certain
magnitude of breach size will occur during a future period of
time.
C. Algorithm for Joint Prediction and Results
In practice, it is important to know the joint probability
that the next breach incident of a particular size happens at
a particular time (i.e., with a particular inter-arrival time).
For this purpose, we consider the 10000 values predicted
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Fig. 9.
Predicted inter-arrival times and breach sizes, where black-colored circles represent the observed values. (a) Incidents inter-arrival times.
(b) Log-transformed breach sizes. (c) Breach sizes (prior to the transformation).
TABLE IX
P REDICTED J OINT P ROBABILITIES OF I NCIDENTS I NTER -A RRIVAL T IMES AND B REACH S IZES , W HERE “P ROB .” I S THE P ROBABILITY
OF B REACH S IZE A C ERTAIN P REDICTED yt O CCURRING W ITH THE N EXT T IME dt ∈ (0, ∞)

by Algorithm 1. Specifically, we consider several combinations
of (di , yti ), where di = ti − ti−1 and yti is the breach size at
time ti for i = 1, . . . , n as mentioned above.
We divide the predicted inter-arrival time of the next breach
incident into the following time intervals: (i) longer than
one month or dt ∈ (30, ∞); (ii) in between two weeks
and one month or dt ∈ (14, 30]; (iii) in between one and
two weeks dt ∈ (7, 14]; (iv) in between one day and one
week dt ∈ (1, 7]; (v) within one day dt ∈ (0, 1]. Similarly,
we divide the predicted breach size of the next breach incident
into the following size intervals: (i) greater than one million
records or yt ∈ (1 × 106 , ∞), indicating a large breach;
(ii) yt ∈ (5 × 105 , 1 × 106 ]; (iii) yt ∈ (1 × 105 , 5 × 105 ];
(iv) yt ∈ (5 × 104 , 1 × 105 ]; (v) yt ∈ (1 × 104 , 5 × 104 ];
(vi) yt ∈ (5 × 103 , 1 × 104 ]; (vii) yt ∈ (1 × 103 , 5 × 103 ];
(viii) smaller than 1000 or yt ∈ [1, 1 × 103 ], indicating a
small breach. We use the models mentioned above to fit these
bivariate observations, and predict the joint event by using
Algorithm 1 (steps 2-8).
Table IX describes the predicted probabilities of joint events
(dt , yt ) using the copula model, as well as the predicted joint

probabilities by using the benchmark model, which makes
the independence assumption between the incidents interarrival times and the breach sizes. We observe that these
probabilities are different from that of the benchmark model.
For example, the probability of data breach is .0460 for breach
sizes exceeding one million (i.e., severe breach incidents),
namely yt ∈ (1 × 106 , ∞), while the probability based on the
benchmark model is only .0339. Moreover, when we look at
the joint event of inter-arrival time dt ∈ (0, 7) and breach size
yt ∈ (1×106 , ∞), the copula model predicts the probability as
.0332; whereas, the benchmark model predicts the probability
as .0255. This means that the benchmark model underestimates
the severity of data breach incidents.
We further observe that both models predict that there
will be a breach incident occurring within a month, where
the copula model predicts the probability of this incident
being .9976, and the benchmark model predicts this probability
being .9969. This indicates that almost certainly a data breach
incident will happen within a month. Further, the copula model
predicts a probability of .7783 that a breach incident will
occur within a week, while the benchmark model predicts
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this probability as .7712. This means that there is a high
chance that a data breach incident will happen within a week.
When we reexamine the database by PRC, there was a data
breach reported on April 12, 2017 with 1.3 million records
breached. Note that our model uses the data ending on tn
equals April 7, 2017, meaning that the incident happened
during a week as predicted by our model.
The other interesting discovery is that the model predicted
the following: the probability that a new incident will occur
within one day (i.e., April 8, 2017) with a probability of
0.287. After looking into the original the dataset, we find no
incident that was reported on April 8, 2017. Therefore, a cyber
incident may not be recorded with chance 28.7%. Moreover,
the prediction result says that if there is indeed an incident that
was not recorded, the probability that the breach size of the
incident exceeds 500,000 is very low (0.047); with probability
0.7774, the breach size was less than 50,000.
By summarizing the preceding discussion, we draw:
Insight 6: The proposed approach can accurately predict
the joint probability that the next hacking breach incident
occurs during a particular period of time and the corresponding breach size falls into a particular interval (i.e., the probability that an incident of a certain magnitude of breach size
will occur within a certain period of time).
In practice, if one is interested in predicting the particular
breach size at a particular future point in time, the former
method should be used, with the “caveat” that the predicted
value has a no-more-than 5% chance of being smaller than
the actual value that will be observed. If one is interested
in predicting the joint probability that a breach incident
with a certain magnitude of breach size during a certain
future period of time, the latter method should be used.
This kind of prediction capability is, like weather forecasting
(e.g., a hurricane of a certain degree will occur within the next
5 days), useful because cyber defenders can dynamically adjust
their defense posture to mitigate the damage, ranging from
temporarily shutting down unnecessary services (if applicable)
to allocating additional resources in examining network traffic
(e.g., expensive but effective deep packet inspections or largescale data correlation analyses). Moreover, the prediction
model might help estimate the budget in a defense strategy
planning. This is important because the effort spent to defend
an enterprise against an attack (e.g. the amount of cost
incurred by a certain defense) depends on the likelihood of
an attack to happen and its severeness (i.e., quantitative risk
management). For instance, when the model predicts that
a huge data breach is unlikely to happen, the defenses for
that attack can be less sophisticated (ratio cost-effectiveness);
when the model predicts that a huge data breach is likely
to happen, the defender can set up more delicate defenses
(e.g., honeypots and more accurate audit systems). We believe
that these types of predictive-defense (i.e., dynamic defense
enabled by prediction capability) are an important topic for
future research, as analogously justified by the usefulness of
weather forecasting in the physical world.
VI. T REND A NALYSIS
In this section we present both qualitative and quantitative
trend analyses on the hacking breach incidents based on the
models presented above. For this purpose, we decompose the

2867

Fig. 10. Using the LACD1 model to decompose the hacking breach incidents
inter-arrival times into a trend part and a random part.

data into two parts: the trend part and the random (or noise)
part. In general, the trend part refers to the pattern that is exhibited by the data and can be modeled via the technical/statistical
analysis (e.g. linear, nonlinear, and cyclic/seasonal trends),
and the random part refers to the remainder of the data after
removing the trend part [38].
A. Qualitative Trend Analysis
1) Qualitative Trend Analysis of the Hacking Breach Incidents Inter-Arrival Times: In Section IV-A, we showed that the
LACD1 model can describe the breach incidents inter-arrival
times. The trend is formally defined as:
log(i ) = ω + a1 log(i−1 ) + b1 log(i−1 ),
namely the LACD1 model, and the random part is defined
as i , which is modeled by the generalized gamma distribution
in Eq. (IV.2). The estimated parameters of which are
(ω, a1 , b1 , k, γ ) = (3.825, 0.058, −0.767, 0.556, 1.254),
and the estimated standard deviations of these parameters are respectively (0.2254, 0.0241, 0.0971, 0.1136, 0.1748).
We observe that all these parameters are significant.
Figure 10 plots the decomposed time series of the interarrival times: the top-panel corresponds to the observed data;
the middle-panel corresponds to the trend; and the bottompanel corresponds to the random noise. We observe from the
middle-panel that the inter-arrival time shows a decreasing
trend in the recent years (say, after the 415th incident occurring
on 12/18/2014), and then is followed by a slightly increasing
trend (say, after the 521st incident occurring on 06/14/2016).
This implies that hacking breach incidents happen more
frequently prior to 06/14/2016 (because the incident interarrival times are shorter) and less frequently after 06/14/2016
(because the incident inter-arrival times are longer).
In order to further study the trend of the inter-arrival times,
we plot the estimated VaR.9 corresponding to the time interval
between 12/18/2014 and 04/12/2017 in Figure 11. We observe
that the VaR first shows a decreasing trend and then a slightly
increasing pattern. This indicates that the hacking breach
incidents first become worse and then become somewhat
less frequent from the perspective of the inter-arrival time.
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TABLE X
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Fig. 11. The estimated VaR.9 ’s of the hacking breach incidents inter-arrival
times based on the LACD1 model.

Fig. 12. Using the ARMA-GARCH model to decompose the log-transformed
breach sizes into a trend part and a random part.

This finding is different from the conclusion drawn in [9],
which was based on a super dataset in terms of the incident
types (i.e., negligent breaches and malicious breaching as we
will discuss in Section I-B); whereas, the present study focuses
on hacking breach incidents only (i.e., a proper sub-type of the
malicious breaches type analyzed in [9]).
2) Qualitative Trend Analysis of the Hacking Breach Sizes:
In Section IV-B, we used the ARMA-GARCH model with
innovations that follow the mixed extreme value distribution
to describe the log-transformed breach sizes. Figure 12 plots
the decomposition of the time series using this model. The
trend is defined as

Recall that {(ti , yti )}i=1,...,n is the sequence of breach incidents
occurring at time ti with a breach size yti . Inspired by the
growth rate analysis in economics [56], we propose:
• Growth Rate (GR): We define the breach-size GR as
yt − yt i
.
GRi = i+1
yt i

Yt = μ + φ1 Yt −1 + θ1 t −1 ,
and the random part is defined as t , which is modeled by the
GARCH(1, 1) model described in Eq. (IV.4). We observe that
although the breach sizes vary over time, there is no clear
trend. This conclusion coincides with what was concluded
in [9], which is drawn from, as mentioned above, a proper
super set of the dataset we analyze.
B. Quantitative Trend Analysis
In order to quantify the trend, we propose using two
metrics to characterize the growth of hacking breach incidents.

•

•

Inter-arrival times GR can be defined similarly.
Average Growth Rate over Time (AGRT): We define the
AGRT as
1 yti+1 − yti
.
AGRTi =
di+1
yt i
Compound Growth Rate over Time (CGRT): We define
the CGRT as

yti+1 1/di+1
− 1.
yt i
Note that AGRT represents the percentage change of the
breach size over time, and CGRT describes the rate at which
the breach size would grow.
Table X summarizes the results of the quantitative trend
analysis. For the breach-size GR, we observe that the means of
the GR are all positive, meaning that the breach size becomes
increasingly larger each year. Note that the means of the GR
CGRTi =
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are largely affected by the extreme GR. For example, for year
2016, we have the maximum GR 411, 999, which leads to a
very large mean GR (i.e., 3,917.1173). In terms of the medians,
we observe that from 2005 to 2008, the GRs are negative,
meaning that the breach sizes decrease during these years.
The negative GRs of breach sizes are also observed for years
2010, 2013 and 2014. For years 2015 and 2016, we observe
positive GRs, 2.0172 and 0.2699, meaning that the breach
size increases for these two years. For year 2017, we have
a negative median GR (i.e., −0.3092) until April 7, 2017. It is
worth mentioning that for years 2010, 2013, and 2016, we have
very large standard deviations, which indicate that there exist
extreme breach sizes during these years.
For the inter-arrival time GR, we observe that the median
GR for each year is relatively small. In particular, we observe
that the median is 0 for years 2007, 2007, 2009, 2016, and
2017, meaning that during these years, the breach inter-arrival
times are relatively stable. We also observe that for years
2014 and 2015, the medians of the inter-arrival time are
negative, meaning that the inter-arrival time decreases for these
years. We also note that since year 2012 (except for year
2015), the standard deviations of the GRs of the inter-arrival
time are relatively small (smaller than 3.6). We conclude
that hacking breach incidents inter-arrival time decreases in
recent years. This deepens the qualitative trend analysis in the
previous section.
The AGRT and CGRT metrics consider both the breach size
and the inter-arrival time. We observe that the means of the
AGRT are all positive, meaning that the breach size increases
on average. In terms of the median, we observe that the AGRTs
of years 2013 and 2014 are negative. Compared to the GRs
of these two years, we observe that the absolute values of
the AGRTs are smaller, namely, 0.0318 and 0.0360 for the
AGRTs versus 0.2633 and 0.2878 for the GRs, respectively.
This can be explained by the evolution of the inter-arrival
times. Based on AGRT, we conclude that although the breach
size turns to be smaller (negative growth) in years 2013 and
2014, it becomes larger (positive growth) in years 2015 and
2016, and becomes smaller at the beginning of year 2017.
A similar conclusion can be drawn for the CGRT metric. The
median value 0.0808 of CGRT in year 2016 can be interpreted
as the median daily growth rate of 0.0808 for year 2016.
By summarizing the preceding qualitative and quantitative
trend analysis, we draw:
Insight 7: The situation of hacking breach incidents are
getting worse in terms of their frequency, but appear to be
stabilizing in terms of their breach sizes, meaning that more
devastating breach incidents are unlikely in the future.

presented in the literature, because the latter ignored both the
temporal correlations and the dependence between the incidents inter-arrival times and the breach sizes. We conducted
qualitative and quantitative analyses to draw further insights.
We drew a set of cybersecurity insights, including that the
threat of cyber hacking breach incidents is indeed getting
worse in terms of their frequency, but not the magnitude of
their damage. The methodology presented in this paper can be
adopted or adapted to analyze datasets of a similar nature.
There are many open problems that are left for future
research. For example, it is both interesting and challenging to
investigate how to predict the extremely large values and how
to deal with missing data (i.e., breach incidents that are not
reported). It is also worthwhile to estimate the exact occurring
times of breach incidents. Finally, more research needs to be
conducted towards understanding the predictability of breach
incidents (i.e., the upper bound of prediction accuracy [24]).

VII. C ONCLUSION
We analyzed a hacking breach dataset from the points of
view of the incidents inter-arrival time and the breach size,
and showed that they both should be modeled by stochastic processes rather than distributions. The statistical models
developed in this paper show satisfactory fitting and prediction
accuracies. In particular, we propose using a copula-based
approach to predict the joint probability that an incident with
a certain magnitude of breach size will occur during a future
period of time. Statistical tests show that the methodologies proposed in this paper are better than those which are

where n is the sample size. BIC penalizes complex models
more heavily than AIC, thus favoring simpler models.

A PPENDIX
A. ACF and PACF
ACF and PACF [36] are two important tools for examining temporal correlations. Consider a sequence of samples
{Y1 , . . . , Yn }. The sample ACF is defined as



n
t =k+1 Yt − Ȳ Yt −k − Ȳ
rk =
, k = 1, . . . , n − 1,

2
n
Y
−
Ȳ
t
t =k+1
n
where Ȳ =
t =1 Yt /n is the sample mean. The PACF is
defined as a conditional correlation of two variables given the
information of the other variables. Specifically, the PACF of
(Yt , Yt −k ) is the autocorrelation between Yt and Yt −k after
removing any linear dependence on Yt +1 , Yt +2 , . . . , Yt −k+1 ;
see [36] for more details.
B. AIC and BIC
AIC and BIC are the most commonly used criteria in
the model selection in the statistics [36], [37], [53]. AIC is
meant to balance the goodness-of-fit and the penalty for model
complexity (the smaller the AIC value, the better the model).
Specifically,
AIC = −2 log(MLE) + 2 k,
where MLE is the likelihood associated to the fitted model and
measures the goodness-of-fit, and k is the number of estimated
parameters and measures the model complexity. Similarly,
the smaller the BIC value, the better the model. Specifically,
BIC = −2 log(MLE) + k log(n),

C. Ljung-Box and McLeod-Li Tests
The Ljung-Box test consider a group of ACFs of a time
series [37], [57]. The null hypotheses is
H0 : The time series are independent.
and the alternative is
Ha : The time series are not independent.
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The Ljung-Box test statistic is defined as


r̂k2
r̂12
+ ···+
,
Q = n(n + 2)
n−1
n−k
where r̂i is the estimated correlation coefficient at lag i .
2
2
where χ1−α,k
is
We reject the null hypothesis if Q > χ1−α,k
the αth quantile of the chi-squared distribution with k degrees
of freedom.
The McLeod-Li test is similarly defined but it tests whether
the first m autocorrelations of squared data are zero using the
Ljung-Box test [31], [57].
D. Goodness-of-Fit Test Statistics
The goodness-of-fit of a distribution describes how well
the distribution fits a set of samples. Three commonly
used test statistics are: the Kolmogorov-Smirnov (KS)
test, the Anderson-Darling (AD) test, and the Cramér-von
Mises (CM) test [58], [59]. Specifically, let X 1 , . . . , X n be
independent and identical random variables with distribution F. The empirical distribution Fn is defined as
Fn (x) =

n
1
I(X i ≤ x),
n
i=1

where I(X i ≤ x) is the indicator function:

1, X i ≤ x,
I(X i ≤ x) =
0, o/w.
The KS, CM, and AD test statistics are defined as:
√
KS = n sup |Fn (x) − F(x)| ,
 x
CM = n (Fn (x) − F(x))2 d F(x),

AD = n (Fn (x) − F(x))2 w(x)d F(x),
where w(x) = [F(x)(1 − F(x))]−1 .
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