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In this paper we investigate a cybersecurity model: An attacker can launch multiple attacks against a target with
a termination strategy that says that the attacker will stop after observing a number of successful attacks or
when the attacker is out of attack resources. However, the attacker's observation of the attack outcomes (i.e.,
random variables indicating whether the target is compromised or not) has an observation error that is speciﬁed
by both a false-negative and a false-positive probability. The novelty of the model we study is the
accommodation of the dependence between the attack outcomes, because the dependence was assumed away
in the literature. In this model, we characterize the monotonicity and bounds of the compromise probability
(i.e., the probability that the target is compromised). In addition to extensively showing the impact of
dependence on quantities such as compromise probability and attack cost, we give methods for ﬁnding the
optimal strategy that leads to maximum compromise probability or minimum attack cost. This study highlights
that the dependence between random variables cannot be assumed away, because the results will be misleading.

1. Introduction
Mathematically modeling and reasoning about cybersecurity is an
emerging new research ﬁeld of high importance, because cyberspace
(or the Internet) has become an important pillar underlying economy,
human privacy, and even national security. These models aim to
describe the interactions between the cyber attacker and the cyber
defender at both a microscopic and macroscopic level. Macroscopic
cybersecurity models aim to describe, from a whole-system or holistic
perspective, the interactions between the various types of cyber attacks
and the various types of cyber defenses over a complex network (e.g.,
[21,35,34,22]). Microscopic cybersecurity models can help cyber
defenders make decisions in scenarios that include “one-shot” attackdefense interactions in a centralized [10] or distributed setting
[2,18,9], resource allocation against diﬀerent types of cyber attacks
[30,4,33,25], the cost-eﬀectiveness of cyber defenses [7,5,3], and
strategic interactions between the cyber attacker and the cyber
defender (e.g., [36,26]). We refer to [14] for a comprehensive review
of recent developments in the ﬁeld of microscopic cybersecurity
models.
The present study follows a particular microscopic model investigated by Levitin and Hausken [20], which can be applied to both
⁎

cyberspace and the physical world. This model investigates, from an
attacker's point of view, the optimal attack strategy that can cause the
maximum damage, while possibly minimizing the cost to the attacker.
The novelty of the model is the introduction of the attacker's evaluation
errors when determining whether an attack has succeeded or not. The
evaluation error indicates that the attacker might have to launch
subsequent attacks even if the target is observed to have been
compromised (or destroyed), simply because the observation can be
false. The matter of observation error is relevant in many scenarios. In
the context of cybersecurity, imposing false-positive and false-negative
observation errors on the attacker represents an emerging defense
known as deception [27]. Deception aims to mislead the attacker to
make ineﬀective or wrong decisions, but may only succeed with a
certain probability. For example, the recently proposed honey-patch
mechanism aims to cheat an attacker into believing that its attack was
successful, while it was not [1]. As another example, the defender can
set up fake services to mislead a Distributed Denial-of-Service (DDoS)
attacker to believe that the genuine services have been successfully
taken oﬄine, assuming that the defender knows how the attacker
monitors the outcome of its attacks. This eﬀectively causes a falsepositive observation error to the attacker. On the other hand, a falsenegative observation error means that the attacker cannot tell that it
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1.2. Related work

indeed has successfully compromised a system in question. This can
happen, for example, when the attacker uses malware to launch
automated attacks, where the attacker knows the attack has succeeded
by receiving some “phone home” message from the malware after the
malware penetrates into a target system. However, if the defender
enforces strong control on the out-bound traﬃc of the target system,
the malware's “phone home” traﬃc could be blocked and as a result,
the attacker does not know the malware has indeed succeeded.

In the literature, the topic of defense against the intentional attacks
has attracted much attention in recent years. For example, Hausken
et al. [13] considered the optimal strategy for allocating the resource to
defend a single object against a one-shot intentional and unintentional
attacks. Levitin and Hausken [18] and Hausken and Levitin [9]
considered the scenario of defending parallel systems subject to two
consecutive attacks. They studied the optimal strategy for defending
the system with constrained resources. In particular, they considered it
as a minmax two period game between the attacker and the defender,
and studied the strategy of deploying redundant elements and protecting them against the attacks. Levitin and Hausken [19] considered the
optimal sequential attack strategy from the perspective of an attacker.
They studied the optimal number of attacks for destroying a system,
and also considered the optimal allocation strategy with constrained
resources. They discussed multiple scenarios, including: whether one
large attack with the entire resource is more powerful than several
attacks with equal but smaller resources; whether the attacker should
geometrically increasing or decreasing the resource distribution into a
ﬁxed number of sequential attacks, or just equally allocate the resource.
Later, a more complex scenario was studied in Levitin and Hausken
[20], where they considered the attacks with imperfect detection of
attack outcomes. That is, the attacker may wrongly identify a destroyed
target as undestroyed, and may wrongly identify an undestroyed target
as destroyed. The optimal attack strategy was discussed thoroughly
based on this model. More recently, Mo et al. [23] studied the optimal
strategy of resource allocation between increasing the protection of
components and constructing redundant components in parallel
systems that are subject to intentional threats. They proposed a
dynamic resource distribution strategy with geometric construction
pace model. They showed that the dynamic strategy is more eﬀective in
reducing destruction probability.
It is worth mentioning that all of the studies mentioned above did
not consider the interdependent properties between components of a
system. There are only some limited discussion on the defending the
dependent systems. For example, Hausken [11] analyzed the dependent system subject to attacks by a strategic attacker via Markov
analysis and repeated games. Speciﬁcally, it is considered that a
successful attack on one target in the ﬁrst period would impact the
other target in the second period on the unit costs and the contest
intensity. Wang et al. [32] presented vulnerability analysis for the
interdependent infrastructure systems, and discussed three types of
attack strategies. Recently, Hausken [12] studied two interdependent
targets, where the failure of one target has an impact on the second
target. The reliability of system was discussed from the perspectives of
players' eﬀorts and expected utilities. One may also refer to the
references therein for the related discussion on the dependent system.
However, our work in this paper is diﬀerent from the work in the
literature from two perspectives. First, we consider the dependence
among the attack outcomes of a sequential attack. Second, we use the
tool of copula to capture the dependence among attack outcomes,
which is more ﬂexible. We remark that our approach is diﬀerent from
the multi-stage stochastic programming (MSP) approach in the literature. From the modeling perspective, the MSP approach is mainly used
for multi-period optimization models with dynamic stochastic data
during the time, which has been used in many areas including
production planning, energy, transportation etc. [17,16,29]. It emphasizes on the decision made today given the known information and
unknown uncertainty in the future, while the uncertainty is represented
via a scenario tree. The objective function is used to represent the risk
associated with the sequence of decisions to be made, and then it is
converted to a large scale linear or quadratic program (or general
convex optimization problem). The main diﬀerence is that the MSP
approach models the consequences of decisions based on a scenario
tree while the copula approach models the dependence among the

1.1. Our contributions
In this paper, we make two contributions: conceptual and technical.
The conceptual contribution is that we introduce a new perspective into
the study of microscopic cybersecurity models, namely the dependence
between the relevant random variables. This is demonstrated through a
speciﬁc model that was studied in [20], where the attack outcomes are
assumed to be independent (i.e., the dependence between the corresponding random variables is assumed away). We argue that in many
scenarios, we must accommodate the dependence between the relevant
random variables, because of the following. To be more speciﬁc, let us
consider the following two examples where the dependence cannot be
ignored:

•

•

Suppose the attacker can launch three Distributed Denial-of-Service
(DDoS) attacks from compromised computers under the attacker's
control. Suppose the three attacks, when launched independently
against a target (e.g., a web server), can compromise the availability
of the target — an important security property — with probabilities
.8, .6 , and .4 , respectively. Suppose the target survived the ﬁrst attack
launched by the attacker, which causes the defender to block some of
the IP addresses from which the DDoS attack was launched. If the
attacker launches the second DDoS attack from the same set of IP
addresses, the success probability can be reduced to an extent
proportional to the number of IP addresses that have been blocked.
In this case, the dependence between the attack outcomes is
positive.
Suppose the attacker has several attacks (i.e., exploits) that can be
launched against a target (e.g., web server). Initially, the attacker
may not know exactly what software vulnerabilities the target may
possess. After a sequence of unsuccessful attacks, the attacker can
ascertain the vulnerabilities of the target and then use the right
exploit to compromise the target immediately. In this case, the
dependence between the attack outcomes is negative.

The technical contribution is that we propose to model the
dependence between the relevant random variables in microscopic
cybersecurity models via the copula technique, which has been widely
used in the literature of reliability, ﬁnance, statistics, and engineering
[15,24]. This is also demonstrated by accommodating the dependence
between the attack outcomes in the setting of [20]. Moreover, we tackle
two problems that were left open in [20]. The open problems concern
the monotonicity of the compromise probability (i.e., the probability
that the target is compromised) that will be deﬁned later, which was
conjectured and supported by numerical evidence but no proof [20]. In
this paper, we prove the monotonicity of the compromise probability in
the more general model when the dependence is accommodated.
Furthermore, we enrich the more general model by investigating two
new research aspects, namely the impact of dependence on the
compromise probabilities and the expected cost to the attacker. We
present bounds on the compromise probability, which are particularly
useful when the speciﬁc dependence structure between the attack
outcomes is not known. We also present methods for identifying the
optimal attack strategies, which achieve the maximum compromise
probability with a ﬁxed budget, or the minimum cost corresponding to
a given compromise probability.
120
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F (x1, …, xn ) = C (F1 (x1), …, Fn (xn )).

events. From the technique perspective, the MSP could be viewed as a
subclass of ﬁnite-horizon Markov Decision processes [29]. It works
very well when the optimization of objective function is convex,
particularly, for the continuous decision space and the number of
decision stages is small [8]. The copula models the multivariate
dependence among the events by using the Sklar's theorem, which is
very ﬂexible to capture the complicated high-dimensional dependence
[15,24].
The rest of paper is organized as follows. In Section 2, we review
some concepts and deﬁnitions related to copulas. In Section 3, we
present our model that accommodates dependence between random
variables. In Section 4, we present some analytic results. In Section 5,
we present some numerical results. In Section 6, we conclude the paper
with some open problems for future research. Some lengthy proofs are
deferred to the Appendix.
The following table summarizes the main notations used in the
paper:

There are many copula structures [15,24]. As examples, we will
consider the following three families of dependence structures. The
ﬁrst example is the Normal copula

C (u1, …, un ) = Φ∑ (Φ−1 (u1), …, Φ−1 (un )),
where Φ−1 is the inverse cumulative distribution of the standard
normal distribution, and Φ∑ is the joint cumulative distribution of a
multivariate normal distribution with mean vector zero and covariance
matrix equal to the correlation matrix Σ. For simplicity, we will assume
that the correlation matrix has the form

⎛ 1 ρ … ρ⎞
⎟
⎜
ρ 1 ρ ρ ⎟,
Σ = ⎜…
⎟
⎜
⎝ ρ ρ … 1⎠

where ρ is the correlation between the two relevant random variables.
In this case, the Normal copula can be rewritten as

C (u1, …, un ) = Φρ (Φ−1 (u1), …, Φ−1 (un )).

the probability and expectation functions
h-dimensional joint distribution
h-dimensional copula function
a parameter specifying the attacker's termination
strategy (i.e., when to stop launching attacks)
D
the event that the target is compromised
Dh
the event that the target is compromised exactly by the
hth attack (i.e., the previous h − 1 attacks all failed but
the hth attack succeeds)
Nh
the event that the target is not compromised by the
previous h − 1 attacks
Ih
the event that the number of observed successful attacks among the previous h − 1 attacks is smaller than
n, where h ≥ n + 1
Si
the outcome of the ith attack
Ti
the cost to the attacker (i.e., the amount of resource
consumed) for launching the ith attack, where
1 ≤ i ≤ K and K is number of attacks the attacker has
K
R = ∑i =1 Ti the amount of resources available to the attacker

P(·), E[·]
Fh (·, …, ·)
Ch (·, …, ·)
n

Cν, Σ (u1, …, un ) =

C (u1, …, un ) = ϕ−1 (ϕ (u1)+⋯+ϕ (un )),
where ϕ is a generator of C. This family of copulas contains many
copula functions such as Clayton and Gumbel [24]:

•

z +1

n

z

⎧ ⎡ n
⎤1/ θ ⎫
⎪
⎪
θ
⎢
C (u1, …, un ) = exp ⎨− ∑ (−log(uj )) ⎥ ⎬,
⎥⎦ ⎪
⎪ ⎢⎣ j =1
⎩
⎭

2,1

2, n

θ &1.
(5)

We use the following concept of positive lower orthant dependent
to compare copulas.

n

∑…∑

(4)

The Gumbel copula models a positive dependence, especially the
upper-tail dependence.

z

1, n

θ &0.

•

j

1,1

z1=1

Clayton copula: In this case, the generator is ϕθ (u ) = u−θ − 1, and

The Clayton copula models a positive dependence, especially a lowertail dependence.
Gumbel copula: In this case, the generator is ϕθ (u ) = [−log(u )]θ ,
and

[0, 1]n with u1, j ≤ u2, j for all j = 1, …, n , it holds that
2

∫−∞

⎡ n
⎤−1/ θ
C (u1, …, un ) = ⎢∑ uj−θ − n + 1⎥
,
⎢⎣
⎥⎦
j =1

z

2

…

Γ (ν + n )
⎛
x′Σ −1x ⎞
2
⎟ dx ,
⎜1 +
ν
n
⎝
ν ⎠
Γ ( ) (νπ ) |Σ |
2

is the quantile function of the standard univariate twhere
distribution with degree of freedom ν, and Σ is the correlation matrix in
the form of Eq. (1). Note that the t copula is similar to the normal
copula except that it has one more parameter ν, which controls the
heaviness of the tail of the distribution.
The third example is the Archimedean copula, namely

z

z −1

∫−∞

tν−1 (un )

(3)

• C (u , …, u ) is increasing in u for z ∈ {1, …, n}.
• C (u , …, u , 0, u , …, u ) = 0 for all u ∈ [0, 1] where j = 1, …, n
and j ≠ z .
• C (1, …, 1, u , 1, …, 1) = u for all u ∈ [0, 1] where z = 1, …, n.
• C is n-increasing, namely that for all (u , …, u ) and (u , …, u ) in
1

tν−1 (u1)

tν−1 (·)

Copula is widely used for modeling dependence between random
variables [15,24]. The idea is to model dependence by relating the
multivariate joint distribution to the individual marginal distributions.
A function C: [0, 1]n ↦[0, 1] is called a n-copula if it has the following
properties:
n

(2)

The second example is the t copula, namely

2. Preliminaries

1

(1)

∑ zj

Deﬁnition 1. ([24,15]) Let C1 and C2 be two copulas. C1 is said to be
less Positive Lower Orthant Dependent (PLOD) than C2, or C1 ≤PLOD C2 ,
if

(−1) j =1 C (u z1,1, …, u zn, n ) ≥ 0.

z n =1

C1 (u1, …, un ) ≤ C2 (u1, …, un )
Let X1, …, Xn be random variables with distribution functions
respectively denoted by F1, …, Fn . Consider the joint distribution function F (x1, …, xn ) =  (X1 ≤ x1, …, Xn ≤ xn ). The famous Sklar's theorem
says that there exists a n-copula C such that

for all 0 ≤ ui ≤ 1, i = 1, …, n .Note that both the Gaussian copula and the
Clayton copula are increasing in ρ and θ in terms of the PLOD order.
In addition, we use the following stochastic order to compare two
random variables.
121
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concrete cost is the number of attack tools/mechanisms that have to be
used before the attacker reaches a high conﬁdence that the target
system is compromised, which happens because of the attacker's falsenegative observation error mentioned above. This is important, especially for new or zero-day attacks, because the use or exposure of a new
attack tool will allow the defender to become aware of it, meaning that
the usefulness of the attack tool can degrade quickly. On the other
hand, false-positive observation error can also incur cost to the attacker
because the attacker may receive some “phone home” information that
was actually tailored to mislead the attacker or hold the attacker
accountable (e.g., using decoy documents [27]).
The attacker has a termination strategy, which says that the
attacker will stop attacking the target when the attacker has exhausted
all of its K attacks, or when the attacker has observed n successful
attacks (i.e., the attacker observed that n of the attacks it has launched
are successful). Regardless of the number of successful attacks the
attacker observed, the target can be compromised only once.
Our new model that accommodates dependent attack outcomes
while addressing more questions. As mentioned above, an important
assumption made in the preceding model is that attack outcomes are
independent [20]. As we discussed in the Introduction, this assumption
might not hold because the attacks are rarely independent of each
other. Given that independent attack outcomes are a special case of
dependent attack outcomes, the generalization to accommodating
dependence between the attack outcomes is interesting not only from
a theoretic perspective but also from a practical perspective. This
motivates us to accommodate the dependence between the Si's as
follows. The probability that all of the ﬁrst h attacks failed to
compromise the target is

Table 1
Observation error of attacker: a is the false-negative probability and b is the false-positive
probability.
True attack outcome

Attacker's observation

Failure
Success

Success

Failure

a
1−b

1−a
b

Deﬁnition 2. ([28]) Consider two random variables X and Y with the
same support. X is said to be less than Y in the usual stochastic order
(denoted by X ≤st Y ) if

P (X ≤ a ) ≥ P (Y ≤ a )
for all a ∈  .
3. The new model accommodating dependent outcomes
The model that assumes independent attack outcomes [20]. In the
model, an attacker attempts to compromise (or destroy) a target by
launching attacks against it. The attacker has a limited amount of
attack resources, say K attacks (e.g., exploits). After launching one
attack, the attacker needs to observe whether or not the attack has
successfully compromised the target. However, the attacker's observation has two kinds of error: (i) the false-negative probability a, namely
the probability that the attacker's observation concludes that the attack
is not successful while it is; (ii) the false-positive probability b, namely
the probability that the attacker's observation concludes that the attack
is successful while it is not. As shown in Table 1, these two kinds of
observation errors can be seen as the Type I and Type II errors in
statistics. Formally, let Si denote the outcome of the ith attack, where
i = 1, 2, …, K , where

Fh (0, …, 0) = P (S1 = 0, …, Sh = 0) = P (S1 ≤ 0, …, Sh ≤ 0) = Ch (1 − v1, …,

where Ch (·) is a copula for accommodating the dependence between the
Si's. Under the same termination strategy, the target is compromised
either by some of the ﬁrst n attacks (while noting that the attacker may
observe none or some of the n attacks as successful), or by some of the
attacks that are launched afterwards. Therefore, the compromise
probability can be represented as

⎧1, Success,
Si = ⎨
⎩ 0, Failure.
An important assumption of the model is that the Si's are independent
[20].
Denote by

n

P (Si = 1) = 1 − P (Si = 0) = vi ,

i = 1, …, K .

P (D ) =

Tim
,
m
Ti + t m

K

∑ P (Dh ) + ∑
h =1

The success probability vi is deﬁned via the contest function [31] as
follows. Suppose the attacker allocates the total amount of resource R
into the K attacks. Suppose Ti is the amount of resource allocated for
K
the ith attack, namely ∑i =1 Ti = R . Suppose Ti = qTi−1 for i = 2, …, K and
a given number q. Note that q represents the so-called geometric
resource distribution [19], where q&1 means that the attacker
decreases its attack eﬀort because Ti &Ti−1, q=1 means that the resource
will be evenly allocated to the attacks, and q&1 means that the attacker
increases its attack eﬀort because Ti &Ti−1. The success probability of the
ith attack is given by the contest function

vi =

(7)

1 − vh ),

P (Dh ∩ Ih ),

h = n +1

where Dh is the event wherein the target is compromised exactly by the
hth attack (recalling that the target only needs to be compromised
once), and Ih is the event that the number of observed successful
attacks among the previous h − 1 attacks is smaller than n (explaining
why the attacker needs to launch further attacks). For h = 1, …, K , we
have

P (Dh ) = P (S1 = 0, …, Sh −1 = 0) − P (S1 = 0, …, Sh = 0) = Ch −1 (1 − v1, …,
1 − vh −1) − Ch (1 − v1, …, 1 − vh ).

(6)

For h = n + 1, …, K , we have

where t is the amount of defensive resources allocated by the
defender (e.g., the degree of thoroughness in examining the attack
traﬃc), and m ≥ 0 indicates the intensity of the contest.
The resource mentioned above may be considered as the cost in
reality, which has been explained in [19,20]. In the following, we
explain the meaning of cost in the context of cyber security, where it is
natural to accommodate cost. For example, a cost is imposed on the
attacker when the use of deception makes it harder for the attacker to
tell the systems that are truly vulnerable from the systems that are not,
or because the use of deception that allows the defender to collect
information about the attacker and its attack strategies/tactics. One

n −1

P (Ih |Dh ) =

⎛ h − 1⎞ s
⎟ b (1 − b )h −1− s .
s ⎠

∑ ⎜⎝
s =0

Putting things together, we have

122

(8)
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P (D ) =

Remark 1. Without considering the dependence between the attack
outcomes, it was conjectured in [20] that P(D) increases with n. This
conjecture was supported by numerical examples, but not a proof.
Proposition 1 proves that the conjecture holds even in the more general
setting with dependence, of which the independence setting
investigated in [20] is a special case.

∑ [Ch −1 (1 − v1, …, 1 − vh −1) − Ch (1 − v1, …, 1 − vh )]
h =1
n −1

K

+

⎞

⎛

∑ ∑ ⎜ h − 1 ⎟ b s (1 − b)h −1−s
h = n +1 s =0

⎝

⎠

s

[Ch −1 (1 − v1, …, 1 − vh −1) − Ch (1 − v1, …, 1 − vh )]
K

= 1 − Cn (1 − v1, …, 1 − vh ) +

n −1

⎞

⎛

∑ ∑ ⎜ h − 1 ⎟ b s (1 − b)h −1−s
h = n +1 s =0

⎝

s

Proposition 2. P(D) decreases with b, namely the false-positive
probability.

⎠

[Ch −1 (1 − v1, …, 1 − vh −1) − Ch (1 − v1, …, 1 − vh )].

Proof. Note that

In the generalized model with dependence, we address the following important questions: (i) We prove that the compromise probability
increases with n, the number of observed successful attacks. This
monotonicity was shown to hold via numerical evidence but with no
proof in [20] for the independent case. (ii) We prove that the
compromise probability decreases with b, the false-positive probability. This monotonicity was also shown to hold via numerical evidence
but with no proof in [20] for the independent case. (iii) We characterize
the impact of the dependence on the compromise probability and the
impact of the dependence on the expectation and variance of the cost to
the attacker. We present bounds on the compromise probability, and
using numerical examples to show that the bounds are reasonably
tight. (iv) We investigate optimal attack strategies, by seeking the
minimum attack cost with respect to a given compromise probability or
the maximum compromise probability with respect to a given attack
cost.

n −1

P (Ih |Dh ) =

⎛h −
s

∑ ⎜⎝
s =0

1⎞ s
⎟ b (1 − b )h −1− s
⎠

can be regarded as the binomial distribution with parameters
B (h − 1, b ), i.e,
n −1

P (Yh −1 ≤ n − 1) =

⎛ h − 1⎞ s
⎟ b (1 − b )h −1− s ,
s ⎠

∑ ⎜⎝
s =0

(9)

where Yh−1 is a binomial random variable with parameters h − 1 and b.
It is known (e.g., [28]) that

B (h − 1, b ) ≤st B (h − 1, b*),

b ≤ b*.

Therefore,
K

P (D ) = 1 − Cn (1 − v1, …, 1 − vh ) +

∑

P (Y

h = n +1

≤ n − 1)[Ch −1 (1 − v1, …, 1 − vh −1) − Ch (1 − v1, …, 1 − vh )],

4. Analytic characterization of P (D ) and attack cost

(10)

decreases in b ∈ (0, 1). □
4.1. Monotonicity of P(D)

Remark 2. The intuition behind Proposition 2 is the following: When
the false-positive probability b increases, more attacks will be
mistakenly observed as successful and consequently the attacker will
stop after launching fewer attacks. This monotonicity property was also
conjectured with numerical evidence in [20] for the special case that
the attack outcomes are independent. Proposition 2 shows that this
conjecture holds even in the more general setting where dependence
exists between the attack outcomes.

We prove that P(D) increases with the number n of observed
successful attacks, decreases with the false-positive probability b, and
decreases with the dependence between the attack outcomes (in the
PLOD order).
Proposition 1. P(D) increases with n, namely the number of
observed successful attacks.
Proof. Note that
n −1

P (D ) = 1 − Cn (1 − v1, …, 1 − vn ) +

Proposition 3. Consider two attack outcomes, namely (S1, S2, …, SK )
with dependence captured by copula C and (S1*, S2*, …, SK*) with
dependence captured by copula C*. Then,

⎛ ⎞

∑ ⎜ n ⎟ b s (1 − b)n −s
s =0

⎝s⎠

C ≤PLOD C *⟹P (D ) ≥ P (D*).

[Cn (1 − v1, …, 1 − vn ) − Cn +1 (1 − v1, …, 1 − vn +1)]
K

+

n −1

Remark 3. The intuition behind Proposition 3 is the following: when
the dependence between the attack outcomes is strong (e.g., two
attacks are variants of each other), the defender can learn some
useful information from one attack and uses the information to
defend more eﬀectively against the variant attack. In other words,
the stronger the dependence, the smaller the compromise probability.

⎞

⎛

∑ ∑ ⎜ h − 1 ⎟ b s (1 − b)h −1−s
h = n +2 s =0

⎝

⎠

s

[Ch −1 (1 − v1, …, 1 − vh −1) − Ch (1 − v1, …, 1 − vh )].
If the attacker stops after launching the (n + 1) th attack, the
probability that the target is compromised, denoted by P (D*), becomes

To get a better understanding of the proposition, we present the
following numerical example.

P (D*) = 1 − Cn (1 − v1, …, 1 − vn )
+ [Cn (1 − v1, …, 1 − vn ) − Cn +1 (1 − v1, …, 1 − vn +1)]
K

+

n −1

Example 1. Suppose the attacker has an amount of resource R=2 for
launching K=3 attacks, and the defender has an amount of resource
t=5. Suppose the dependence structure (S1, S2, S3) is captured by the
Clayton copula

⎞

⎛

∑ ∑ ⎜ h − 1 ⎟ b s (1 − b)h −1−s
h = n +2 s =0

⎝

s

⎠

[Ch −1 (1 − v1, …, 1 − vh −1) − Ch (1 − v1, …, 1 − vh )].

⎡ 3
⎤−1/ θ
Cθ (u1, u2 , u3) = ⎢∑ uj−θ − 2⎥
,
⎢⎣
⎥⎦
j =1

Since
n −1

∑
s =0

⎛n⎞ s
⎜ ⎟ b (1 − b )n − s ≤ 1,
⎝s⎠

θ &0.

It is known in the literature that

it follows that

lim C (u1, u2, u3) = u1 u2 u3,

P (D ) ≤ P (D*).

θ→0

□

which corresponds to the independent case, and that
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Table 2
The compromise probabilities for different θ's and n's.

En =

j

∑ P (Jn = j ) ∑ Ti,
j=n

θ

.001

.1

.5

.7

1

1.9

n=1
n=2
n=3
θ
n=1
n=2
n=3

.575
.643
.647
3
.446
.471
.472

.567
.631
.635
5
.415
.430
.430

.537
.592
.595
10
.383
.388
.388

.525
.576
.579
20
.370
.370
.370

.510
.555
.558
30
.368
.368
.368

.474
.508
.510
100
.367
.367
.367

i =1

where for n ≤ j ≤ K − 1 we have

⎛ j − 1⎞ n
P (Jn = j ) = ⎜
⎟ b (1 − b ) j − n Cj (1 − v1, …, 1 − vj )
⎝ n − 1⎠
j

+

n −1

j−h ⎞
⎟ (1 − a )n − s
⎝n − 1 − s⎠
⎛

⎞

⎛

∑ ∑ ⎜ h − 1 ⎟ b s (1 − b)h −1−s × ⎜
h =1 s =0

⎝

s

⎠

a j − h − n +1+ s × [Ch −1 (1 − v1, …, 1 − vh −1) − Ch (1 − v1, …, 1 − vh )]

Cθ1 ≤PLOD Cθ 2,

(11)

θ1 ≤ θ2.
and for j=K we have

Consider the following three termination strategies:

•

K −1

P (Jn = K ) = 1 −

∑ P (Jn = j ).
(12)

j=n

n=1: In this case, the compromise probability is

P (D ) = 1 − b (1 − v1) − (1 − b ) bCθ (1 − v1, 1 − v2 )
We present the following example for illustration.

− (1 − b )2 Cθ (1 − v1, 1 − v2, 1 − v3).

•

Example 2. Suppose the attacker can launch K=3 attacks. Consider
the following two termination strategies.

n=2: In this case, the compromise probability is

P (D ) = 1 − b 2Cθ (1 − v1, 1 − v2 ) − (1 − b 2 ) Cθ (1 − v1, 1 − v2, 1 − v3).

•

•

n=3: In this case, the compromise probability is

n=1: In this case, the possible values for J1 are 1,2 or 3, and we have

P (J1 = 1) = b (1 − v1) + (1 − a ) v1, P (J1 = 2) = b (1 − b ) C2 (1 − v1, 1

P (D ) = 1 − Cθ (1 − v1, 1 − v2, 1 − v3).

− v2 ) + (1 − a ) av1 + (1 − b )(1 − a )[1 − v1 − C2 (1 − v1, 1 − v2 )],

Consider the contest function in Eq. (6) with parameters m=.4, a=.2,
b=.2, and q=.4. Then, we have

and

P (J1 = 3) = (1 − b )2 C2 (1 − v1, 1 − v2 ) + a2v1

v1 = .367,

v2 = .287,

v3 = .218.

+ (1 − b ) a [1 − v1 − C2 (1 − v1, 1 − v2 )].
Hence, the expected attack cost is

E = T1 + [(1 − b ) + (a + b − 1) v1] T2 + [a (1 − b ) + a (a + b − 1) v1
Table 2 summarizes the compromise probabilities for diﬀerent θ's
and n's. We observe that the compromise probability decreases with θ,
which conﬁrms Proposition 3. In other words, the more dependence
between the attack outcomes, the smaller the compromise probability.
Indeed, we observe that the dependence has a signiﬁcant eﬀect. For
example, when n=2, the compromise probability is .643 when θ = .001
(i.e., the dependence between the attack outcome is weak). However,
the compromise probability decreases to .367 when θ = 100 (i.e., the
dependence between the attack outcomes is strong). We also observe
that the compromise probability increases with n, meaning that a
strategy requiring the attacker to observe more successful attacks
before stopping, leads to a greater compromise probability. However,
when the dependence between the attack outcomes is very strong (e.g.,
θ&10 ), the eﬀect of n (i.e., the diﬀerence between strategies) is small.
This interesting phenomenon can be explained by that when θ is large,
we have

− (1 − b )(a + b − 1) C2 (1 − v1, 1 − v2 )] T3.

•

n=2: In this case, the possible values for J2 are 2 or 3, and we have

P (J2 = 2) = (1 − a )2 − (1 − a )(1 − a − b )(1 − v1) − b (1 − a − b ) C2 (1
− v1, 1 − v2 ),
and

P (J2 = 3) = a (2 − a ) + (1 − a )(1 − a − b )(1 − v1) + b (1 − a − b ) C2 (1
− v1, 1 − v2 ).
Therefore, the expected attack cost is

E = (T1 + T2 ) + [a (2 − a ) + (1 − a )(1 − a − b )(1 − v1)
+ b (1 − a − b ) C2 (1 − v1, 1 − v2 )] T3.

C3 (1 − v1, 1 − v2, 1 − v3) ≈ C2 (1 − v1, 1 − v2 ) ≈ 1 − v1,

Set the parameters as in Example 1, namely R=2, t=5, a=.2, b=.2,
q=.4 and m=.4. It can be calculated that

which implies that P (D ) = v1 = .367.

T1 = 1.282,

T2 = .513,

T3 = .205.

That is, the ﬁrst attack uses the most resources, and the next two
attacks use much less. Table 3 shows that the expected cost for n=2 is
larger than the cost for n=1, which is plausible because the more
observed successes leads to a higher cost. We also observe that when
the dependence increases (i.e., θ becomes larger), the expected cost
also increases. This is the more dependence would lead to smaller
compromise probability as shown in Proposition 3, and hence the
expected cost would increase. However, the expected cost does not
change much when the dependence becomes very large (say, θ ≥ 10 ),
because the compromise probability becomes relatively stable when the

4.2. Expected attack cost
In order to characterize the impact of the dependence on the
expected attack cost, we observe that the attacker may stop after the jth
attack where j = n, …, K , and the cost to the attacker is respectively
j
∑i =1 Ti where Ti is the cost of the ith attack.
Proposition 4. Let Jn be the number of attacks that have been
launched before the attacker stops attacking, the expected cost to the
attacker is
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dependence information. The attacker or defender may simply estimate
the minimum or maximum compromise probability for the system
based on the compromise probabilities of attacks.In the following, we
present some numerical examples for illustrating the bounds and their
tightness.

Table 3
Expected attack cost for different attack termination strategies.
θ

.001

.1

.5

.7

1

1.9

n=1
n=2
θ
n=1
n=2

1.648
1.942
3
1.658
1.945

1.648
1.942
5
1.66
1.945

1.651
1.943
10
1.664
1.946

1.651
1.943
20
1.665
1.947

1.653
.1.943
30
1.665
1.947

1.656
1.944
100
1.665
1.947

Example 3. Suppose the attacker can launch K=5 attacks, and the
dependence between the attack outcomes can be described by the
Clayton copula structure with parameter θ = 2 as in the previous
examples. Suppose the termination strategy is n=2 (i.e., the attacker
stops after observing two successful attacks). The other parameters are
set as R=2, m=1, a=.15, and b=.15. Fig. 1 plots the lower and upper
bounds of the compromise probability with q=.4 and q=1.3 and varying
t's. From Eq. (6) we observe that the success probability of individual
attacks, namely vi, decreases in t. Figs. 1(a) and (b) show that the lower
bound is very tight when t is small (i.e., vi is large), and the upper
5
bound is very tight when t is large (i.e., ∑ j =1 vj is small). This conﬁrms
Proposition 5.
What dependence structure leads to the lower bound of compromise probability? Proposition 5 oﬀers the insight that the defender can
impose a certain dependence structure to make P(D) attain or approach
its lower bound. It is important for the defender to know which
dependence structure can lead or approach to the lower bound, because
the defender may be able to impose this dependence structure. In what
follows, we discuss a scenario in which P(D) reaches the lower bound.
The dependence structure is called comonotonicity, which is an
extreme form of the positive dependence that is widely used in ﬁnance
and actuarial science. We mention that comonotonic random variables
are always moving in the same direction simultaneously, while
referring to Dhaene et al. [6] for a thorough treatment of this property.
We start with the following lemma that oﬀers an equivalent characterization of a comonotonic random vector.

dependence is strong as shown in Table 2.
4.3. Bounding P(D) when dependence structures are unknown
In practice, we need to know at least some information about the
compromise probability P(D) when the dependence structure is not
known. Here we present bounds for P(D) because, for example, the
upper bound can be used in the defender's decision-making process.
For this purpose, we ﬁrst recall a result.
Lemma 1. ([24]) Let C be any n-copula, then

⎧
⎫
n
⎪
⎪
max ⎨∑ uj − n + 1, 0⎬ ≤ C (u1, …, un ) ≤ min{u1, …, un}.
⎪
⎪
⎩ j =1
⎭
Proposition 5. The compromise probability P(D) can be bounded as
follows.
K −1

max{v1, …, vn} ≤ P (D ) ≤ 1 −

∑
s=n

⎧
max ⎨1 −
⎪
⎩
⎧
⎪
max ⎨1 −
⎪
⎩
⎪

n

⎛ K − 1⎞ s
⎟ b (1 − b )K −1− s
⎜
⎝ s ⎠
⎫

n −1

⎞

⎛

∑ vj , 0⎬ − ∑ ⎜ K − 1 ⎟ b s (1 − b)K −1−s
⎪
⎪

⎭
⎫
⎪
∑ vj , 0⎪⎬.
j =1
⎭
j =1

s =0

⎝

s

⎠

Lemma 2. ([6]) A random vector (X1, …, Xn ) is comonotonic if and
only if there are increasing real-valued functions f1 , …, fn and and a
random variable W such that

K

st

(X1, …, Xn ) = (f1 (W ), …, fn (W )),

Remark 4. The bounds given in Proposition 5 hold regardless of the
dependence structure between the attack outcomes. We observe that if
any of v1, …, vn is large, then the lower bound would be relatively tight; if
K
∑ j =1 vj is small, then the upper bound is relatively tight. The result in
Proposition 5 is quite useful in practice as it does not require the

st

where = means that both sides of equality have the same distribution;
or equivalently

P (X1 ≤ x1, …, Xn ≤ xn ) = min{P (X1 ≤ x1), …, P (Xn ≤ xn )}.

Fig. 1. Lower and upper bounds of compromise probability P(D). (a) Compromise probability when q=.4. (b) Compromise probability when q=1.3.
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Proposition 6. Suppose the dependence between the vi's has a
comonotonic structure, and the largest compromise probability
corresponds to one of the ﬁrst n attacks. Then, the compromise
probability equals to the largest compromise probability among the
ﬁrst n attacks.

INPUT: Copula structure C of (S1, …, SK ); parameters (n , K , a, b );
probability vector (v1, …, vK )
OUTPUT: Attack outcomes
1: Calculate the non-compromise probability p0 based on copula C for the ﬁrst n attacks according to Eq.(7)
2: for h=1 to K do
3:
Calculate the compromise probability ph according to Eq.
(8) with copula C
4: end for
5: Randomly sample a value l from (0, 1, …, n ) according to the
probabilities ph's for h = 0, 1, …, n .
6: if l == 0 then
7:
Generate observed vector obs0: n bernoulli outcomes of
1's with probability b
8: else
9:
Generate observed vector obs1: l − 1 bernoulli outcomes
of 1's with probability b, and n − l + 1 bernoulli outcomes of
1's with probability 1 − a .
10: end if
11: for s=n to K do
12:
if l == 0 then
13:
if n&s ≤ K − 1 then
14:
Generate an observed outcome of 1's with probability
b for obs0, and create the observed vector obs
15:
Generate a real outcome r of 1 with probability pr
16:
end if
17:
else
18:
Generate an observed outcome of 1 with probability
1 − a for obs1, and create the observed vector obs
19:
end if
20:
if ∑ obs == n then
21:
return True attack outcomes and observed attack
outcomes
22:
else
23:
if r == 1 and l == 0 then
24:
l=s+1
25:
end if
26:
end if
27: end for
28: if ∑ obs&n and s == K then
29:
return True attack outcomes and observed attack outcomes
30: end if
OUTPUT: Attack outcomes

Proof. If the largest compromise probability is among the ﬁrst n
attacks, i.e.,

m = arg max {i|0 ≤ vi ≤ 1},
i =1, …, K

then 1 ≤ m ≤ n . It follows that
K

P (D ) = 1 − min{1 − v1, …, 1 − vn} +

n −1

⎞

⎛

∑ ∑ ⎜ h − 1 ⎟ b s (1 − b)h −1−s
h = n +1 s =0

⎝

s

⎠

[min{1 − v1, …, 1 − vh −1} − min{1 − v1, …, 1 − vh}]
= 1 − min{1 − v1, …, 1 − vn} = vm .
This completes the proof. □
In fact, Proposition 6 is conﬁrmed by Example 1, where v1 = .367.
As we explained in Example 1, the reason is that the dependence
between the attack outcomes is very strong. Proposition 6 presents a
formal proof for this phenomena. Proposition 6 may also be used for
the attack or defense purpose in practice. For example, if the
dependence among the outcomes is known to be strong, Proposition
6 suggests that a large attack with most of the resource may be
beneﬁcial to the attacker.
5. Numerical characterizations
5.1. Impact of the dependence structure on P(D) and attack cost
In the above we have strived to give analytic characterization of the
impact of the dependence structure on P(D). Here we give a broader
characterization of the dependence structure on P(D) and attack cost,
while considering several speciﬁc copulas.
Suppose the attacker can launch K=10 attacks, and the termination
strategy
is
n=3.
The
other
parameters
are
set
as
R = 2, t = 5, m = .5, a = b = .2 . In order to evaluate the impact of the
dependence structure, we consider q ∈ {.7, 1, 1.3} in the allocation of
the amount of resources (i.e., cost) of attacks as well as the Normal, t,
Gumbel and Clayton copulas. The simulation algorithm is described in
Algorithm 1 (R code is available upon request). The simulations are
conducted 2,000 times for calculating the quantities.
Algorithm 1. Simulating the attacks.

Fig. 2. The case of the normal copula: Simulation of attack outcomes with diﬀerent q's and ρ's. (a) Compromise probability (b) Expected attack cost (c) Variance of attack cost.
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5.1.1. The case of normal copula
For the normal copula described in Eq. (2), the dependence is
captured by parameter ρ. A negative ρ represents a negative dependence, a positive ρ represents a positive dependence, and ρ = 0
represents the independence case. Fig. 2 plots the compromise probability, the expected cost, and the variance of the cost with diﬀerent ρ's.
Table 4 summarizes the values of these quantities.
We make the following observations:

•

•
•

Table 4
The case of the normal copula: Compromise probability (Prob.), expected attack cost
(Exp.), and variance of attack cost (Var) with different q's and ρ's.
q=.7

Compromise probability. Fig. 2(a) shows that all the probabilities
decrease with ρ, i.e., the greater the dependence between the attack
outcomes, the smaller the compromise probability P(D). This
conﬁrms Proposition 3. It is worthy mentioning that the impact of
the dependence is signiﬁcant. For example, when ρ = −.55, the
compromise probability is 1 and the target is compromised for
certain; when ρ = .55, the compromise probability drops to 50% in
either case of q. Table 4 also shows that the compromise probability
is the largest when q=1, namely when attack resources are distributed evenly to the attacks; whereas, the resource allocation
method with q=1.3 has the smallest compromise probability.
Expected attack cost. Fig. 2(b) shows that the expected cost
increases with ρ, which is reasonable because the compromise
probability decreases with ρ. We also observe that the expected cost
is the highest when q=.7 and the lowest when q=1.3.
Variance of attack cost. Fig. 2(c) shows that the variance of the cost
increases with the dependence and the impact of the dependence is
signiﬁcant. For example, the variance when q=1 changes from .063
to .287 when the dependence increases from −.55 to .55. We also
observe that the variance is the smallest when q=.7 and the largest
when q=1.3.

q=1

q=1.3

ρ

Prob.

Exp.

Var

Prob.

Exp.

Var

Prob.

Exp.

Var

−.55
−.4
−.26
−.11
−.06
0
.06
.11
.26
.4
.55

1
.996
.99
.836
.805
.78
.749
.717
.639
.585
.517

1.632
1.661
1.686
1.716
1.732
1.729
1.74
1.738
1.758
1.762
1.773

.028
.033
.038
.049
.049
.05
.052
.052
.053
.056
.06

1
.997
.991
.88
.852
.812
.769
.727
.662
.598
.521

.978
1.047
1.116
1.255
1.267
1.275
1.307
1.333
1.35
1.41
1.429

.063
.076
.104
.216
.219
.232
.243
.249
.266
.27
.287

1
.997
.977
.837
.8
762
.728
.68
.627
.551
.502

.473
.567
.671
.988
1.023
1.065
1.06
1.131
1.156
1.217
1.279

.056
.081
.136
.407
.431
.457
.454
.475
.49
.51
.519

Table 5
The case of t copula: Compromise probability (Prob.), expected attack cost (Exp.), and
variance of attack cost (Var) for diﬀerent q's and ρ's.
q=.7

In summary, when the dependence between the attack outcomes
follows the normal copula with a strong negative dependence, q=1.3
leads to a relatively high compromise probability with the lowest
expected cost. However, if the dependence is positive, q=1 leads to a
high compromise probability with a small expected attack cost and a
small variance of attack cost.

q=1

q=1.3

ρ

Prob.

Exp.

Var

Prob.

Exp.

Var

Prob.

Exp.

Var

−.55
−.4
−.26
−.11
−.06
0
.06
.11
.26
.4
.55

1
.997
.987
.774
.769
.729
.706
.691
.625
.562
.482

1.637
1.668
1.695
1.736
1.728
1.737
1.741
1.74
1.759
1.76
1.785

.029
.032
.037
.046
.05
.051
.052
.054
.054
.057
.056

1
.997
.986
.799
.782
.742
.715
.7
.623
.57
.479

.975
1.058
1.119
1.292
1.297
1.312
1.33
1.36
1.397
1.413
1.465

.064
.082
.106
.23
.245
.25
.244
.257
.262
.282
.287

1
.996
.985
.751
.733
.715
.692
.643
.584
.518
.455

.471
.548
.68
1.067
1.06
1.099
1.089
1.143
1.208
1.216
1.287

.053
.075
.129
.459
.465
.48
.486
.483
.499
.515
.515

in the case of the normal copula. We can draw a conclusion similar to
that of the normal copula case.

5.1.2. The case of t copula
In this case, we set a small number of nu=5 to model the heavy-tail
of distributions. Fig. 3 exhibits a pattern similar to what is exhibited in
Fig. 2. By comparing Table 4 and Table 5, we observe that the
compromise probability, expected attack cost and variance of attack
cost are slightly diﬀerent, and the dependence has a larger impact on
these quantities. In particular, we observe that the compromise
probability is smaller when compared with the compromise probability

5.1.3. The case of Clayton copula
Fig. 4 plots the simulation results, and Table 6 shows the speciﬁc
values. We observe that the compromise probability decreases when
the dependence increases for all the cases of q's, despite that the
probabilities are relatively close to each other. The expected attack cost
and the variance of attack cost increase when the dependence
increases. For the case q=1.3, the expected cost is the smallest, but

Fig. 3. The case of t copula: Simulation of attack outcomes with diﬀerent q's and ρ's. (a) Compromise probability (b) Expected attack cost (c) Variance of attack cost.
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Fig. 4. The case of Clayton copula: Simulation of attack outcomes for diﬀerent q's and ρ's. (a) Compromise probability (b) Expected cost (c) Variance of cost.
Table 7
The case of Gumbel copula: Compromise probability (Prob.), expected attack cost (Exp.),
and variance of attack cost (Var) for different q's and ρ's.

Table 6
The case of Clayton copula: Compromise probability (Prob.), expected attack cost (Exp.),
and variance of attack cost (Var) for various q's and ρ's.
q=.7

q=1

q=.7

q=1.3

θ

Prob.

Exp.

Var

Prob.

Exp.

Var

Prob.

Exp.

Var

.1
.3
.5
.7
1
1.5
3
7

.763
.756
.693
.678
.616
.578
.488
.368

1.83
1.839
1.843
1.836
1.844
1.843
1.856
1.866

.059
.058
.056
.059
.057
.056
.054
.051

.774
.752
.731
.673
.64
.579
.485
.36

1.308
1.319
1.33
1.359
1.368
1.424
1.455
1.542

.238
.244
.25
.26
.269
.269
.281
.282

.751
.699
.663
.645
.604
.566
.476
.333

1.048
1.1
1.118
1.133
1.149
1.204
1.252
1.366

.446
.47
.486
.499
.484
.514
.505
.516

q=1

q=1.3

θ

Prob.

Exp.

Var

Prob.

Exp.

Var

Prob.

Exp.

Var

1.1
1.2
1.4
1.6
1.8
2
3
5
7

.721
.643
.571
.51
.468
.423
.326
.289
.287

1.829
1.849
1.85
1.847
1.852
1.851
1.864
1.865
1.862

.062
.055
.054
.057
.056
.054
.051
.053
.054

.746
.694
.58
.517
.466
.435
.291
.231
.229

1.65
1.636
1.638
1.653
1.651
1.667
1.7
1.692
1.71

.254
.263
.266
.259
.255
.255
.224
.23
.22

.749
.68
.598
.508
.48
.413
.321
.26
.221

1.642
1.65
1.651
1.658
1.654
1.683
1.676
1.684
1.687

.254
.283
.255
.253
.257
.237
.244
.245
.245

compromise probability decreases with the dependence. When the
dependence is strong (i.e., large θ), the compromise probability with
q=.7 is the largest. For the expected attack cost, although the overall
trend increases in θ, there exist some small oscillations. The expected
attack costs with q=1 and q=1.3 are close to each other. For the
variance of attack cost, q=.7 leads to the smallest variance, while the
variances for the other two cases are about the same.
In summary, the compromise probability decreases with the
dependence, as predicted by Proposition 3. From the perspective of
the attacker, evenly distributing attack resources is a good strategy if

the variance is the largest.
Table 6 suggests that if the dependence can be modeled by the
Clayton copula, then evenly distributing attack resources leads to high
compromise probability as well as a relatively small expected cost and
variance of cost.

5.1.4. The case of gumbel copula
Fig. 5 shows a pattern that is slightly diﬀerent from the one
observed in the preceding cases, see also Table 7. Speciﬁcally, the

Fig. 5. The case of Gumbel copula: Simulation of attack outcomes for diﬀerent q's and ρ's. (a) Compromise probability (b) Expected attack cost (c) Variance of attack cost.
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Fig. 6. Fig. 6(a) and (b) show the time costs of simulation algorithm based on the normal copula and Clayton copula, respectively (time unit: second). (a) Normal Copula (b) Clayton
Copula.

parameter that represents the tolerance of failure. That is

the dependence between the attack outcomes is positive. This is
because the expected attack cost and the variance of attack cost are
relatively low, while the compromise probability is relatively large.

min E n

{K , n, q}

(13)

subject to

5.1.5. Eﬃciency of algorithm
In this section, we discuss the solution times of Algorithm 1. The
experiment is carried out on a PC with Inter Core i5-4288U CPU and
2.60 GB Ram. To study the eﬃciency of Algorithm 1, we discuss two
cases including the normal and Clayton copulas. The solution times are
averaged over 1,000 independent simulation runs.
Fig. 6 shows the mean solution time of the simulation algorithm
proposed in the paper, where the time is averaged on 1,000 independent simulation runs. Fig. 6(a) depicts the solution time based on the
normal
copula,
with
parameters
m = .5, n = 3, a = .2,
b = .2, R = 2, t = 5, q = 1.3, ρ = .55 . The x-axis represents the value
of K, and the y-axis represents the solution time. It is seen that the
simulation algorithm is very eﬃcient as the time cost is less than .35 s
(i.e., negligible). For example, the average solution time for K=14 is
only .327 s Fig. 6(b) displays the solution time based on the Clayton
copula, with parameters m = .5, n = 3, a = .2, b = .2, R = 2, t = 5,
q = .7, ρ = 10 . Again, we observe that the simulation algorithm is very
eﬃcient as well (e.g., .013 s for K=14). Therefore, we conclude that
simulation Algorithm 1 is very eﬃcient.

⎧ P (D ) ≥ 1 − ϵ, ϵ ≥ 0,
⎨
K
⎩ ∑i =1 Ti = R, K ≥ 1.
⎪
⎪

Fig. 7 plots the numerical results. From Table 8 and Fig. 7, we make
the following observations.

•

•

5.2. Optimal attack strategy
Now we discuss the optimal attack strategy under three scenarios of
dependence structures: positive, independent, and negative. We use
the normal copula for illustration as it is ﬂexible enough to model these
scenarios. For the dependence parameter, we set ρ ∈ {.4, 0, −.4} which
respectively corresponds to positive, independent and negative dependence. To model the resource allocation of the attacker, we set
q ∈ {.7, 1, 1.3}, which corresponds to three diﬀerent resource allocation scenarios. In order to identify the optimal attack strategy, we allow
K to vary from 2 to 10, and allow n to take values from 1, …, K . The
other parameters are set as R = 2, t = 5, m = .5, a = b = .2 .

•

Positive dependence: In this case, the summary statistics in Table 8
show that the maximum compromise probability is .6091, which
leads to the optimal strategy in Eq. (13) by setting ϵ = .4 . Note that
for any compromise probabilities greater than .6 , the parameter q is
always equal to 1 (detailed data is available upon request). This
means that the strategy of evenly distributing resources should be
used. Fig. 7(a) shows diﬀerent choices of K , n and the corresponding
expected attack costs. We observe that a larger K (i.e., 9 or 10) leads
to a smaller expected attack cost. The optimal strategy is
(K , n ) = (10, 4), while the expected attack cost is 1.594.
Independence: In this case, Table 8 shows that the maximum
compromise probability is .8385. Therefore, for the optimal strategy
in Eq. (13), we set ϵ = .2 . Fig. 7(b) also shows that a larger K is
preferred. The optimal strategy is (K , n , q ) = (10, 3, 1), with an
expected cost 1.292. That is, attacks should evenly distribute attack
resources.
Negative dependence: In this case, Table 8 shows that the compromise probability is much larger than the preceding cases. For the
optimal strategy in Eq. (13), we set ϵ = .01. Fig. 7(c) shows that we
have many choices to satisfy the requirement. However, the optimal
strategy is (K , n , q ) = (10, 3, 1.3), meaning that the attacker should
allocate more resources for subsequent attacks.

5.2.2. Maximizing the compromise probability with respect to a given
attack cost
Suppose the attacker wants to maximize the compromise probability with a given budget of attack cost. That is,

5.2.1. Minimizing the attack cost with respect to a given compromise
probability
Suppose the attacker wants to minimize the expected cost while
achieving a compromise probability at least (1 − ϵ), where the ϵ ≥ 0 is a

max P (D )
{K , n, q}

129

Reliability Engineering and System Safety 159 (2017) 119–133

X. Hu et al.

Fig. 7. Identifying the strategy incurring the minimum cost with a given compromise probability. (a) ρ = .4 (b) ρ = 0 (c) ρ = −.4 .

Table 8
Summary statistics of the compromise probability (Prob.) and the expected attack cost
(Cost).
Min

Q1

Median

Mean

Q3

Max

.3021
.3913

.5242
1.4960

.5670
1.8530

.5418
1.6800

.5854
1.9830

.6091
2.0000

.3872
.3386

.6585
1.4430

.7442
1.8340

.7058
1.6510

.7897
1.9820

.8385
2.0000

.5142
.1881

.9394
1.2970

1.0000
1.8020

.9158
1.5840

1.0000
1.9810

1.0000
2.0000

•

ρ = .4
Prob.
Cost
ρ=0
Prob.
Cost
ρ = −.4
Prob.
Cost

•

subject to
K

parameter K=10, and n=7. It is worthy pointing out that for K=10
and n ≥ 6 , the compromise probabilities are the same up to three
digits. Therefore, the larger K and n's are preferred in this case.
Independence. In this case, the compromise probabilities greater
than .8 are displayed in Fig. 8(b). Again, we observe that larger K and
n are preferred. The largest compromise probability is .838 with
K=10 and n=10. We also note that when K=10, the compromise
probabilities are the same up to three digits for n ≥ 6 . In particular,
we observe that q=1 for K=10 and n ≥ 6 . That is, evenly distributing
attack resources is preferred.
Negative dependence. In this case, we plot the compromise probabilities greater than .99 in Fig. 8(c). We see that the largest
compromise probability is 1 while the choices of K and n can be
diﬀerent. But considering the expected attack cost, the optimal
strategy is (K , n , q ) = (10, 4, 1.3) with expected attack cost .846 .
Therefore, the optimal attack strategy is to use large K and allocate
more attack resources to subsequent attacks.

∑ Ti = R
In summary, the optimal strategy for maximizing the compromise
probability or minimizing the expected attack cost is to evenly allocate
attack resources for positive dependence or independence, but allocate
more attack resources to subsequent attacks when the dependence is
negative. Moreover, larger K is better from the attacker's perspective,
and n ≥ 3 may be used as the termination rule.

i =1

for K ≥ 1.
Similar to the previous section, we discuss the optimal strategy for
the following three cases.

•

Positive dependence. In this case, we plot the compromise probabilities greater than .6 in Fig. 8(a). It is seen that larger K and n are
preferred. The largest compromise probability is .609 for the

5.2.3. Eﬃciency of the optimal frameworks
In this section, we discuss the eﬃciency of the optimal frameworks

Fig. 8. Identifying the strategy incurring the maximum compromise probability with a given budget of attack cost. (a) ρ = .4 (b) ρ = 0 (c) ρ = −.4 .
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Fig. 9. Fig. 9(a) and (b) show the time costs of optimal framework based on the normal copula (time unit: second), where Exp. represents the optimal framework in Section 5.2.1, and
Prob. represents the optimal framework in Section 5.2.2. (a) Solution times based on K (b) Solution times based on q.

variables in cybersecurity models is a challenging new problem that
has yet to be tackled systematically. We have presented a copula-based
approach to modeling the dependence between the attack outcomes in
a speciﬁc cybersecurity model. The theoretical results and simulationbased evidences suggest that the dependence cannot be simply
assumed away, because it has a signiﬁcant impact on the compromise
probability and attack cost. We hope this study will inspire future
research, including the treatment of the following open problems. The
characteristics are presented mainly from the perspective of the
attacker, but oﬀer equally useful insights for guiding defensive practices. For example, a negative dependence between the attack outcomes
would lead to a greater compromise probability and smaller attack cost;
this suggests that the defender should strive to impose positive
dependence, which is an exciting problem for future research.
Another problem that's worth pursuing is to consider multiple targets,
as the present study considers a single target.

described in Sections 5.2.1 and 5.2.2. Speciﬁcally, we discuss the
solution time of both frameworks based on the normal copula. Fig. 9
shows the solution time for both frameworks. In Fig. 9(a), we ﬁx the
parameters as ρ = −.7, a = .2, b = .2, m = 1.5, R = 3, t = 10, ϵ = .12 ,
and q ∈ {.2, .3, …, 1.0, …, 2.0}. The upper bound of K is allowed to vary
from 2 to 11. For example, if the upper bound of K is 4, the optimal K
value may be any value from 1 to 4. In addition, for any ﬁxed K, the
optimal value of n is between 1 and K. For the optimal framework in
Section 5.2.1, i.e., minimizing the expected cost while achieving a
compromise probability .88, Fig. 9(a) shows that the computational cost
is small. For example, corresponding to the upper bound K=11, the
solution time is 10.457 s. For the optimal framework in Section 5.2.2,
i.e., maximizing the compromise probability with a given budget of
attack cost, Fig. 9(a) shows that the computational cost is also small.
For example, corresponding to the upper bound K=11, the solution
time is 8.468 s. In Fig. 9(b), we use the same parameters
ρ = −.7, a = .2, b = .2, m = 1.5, R = 3, t = 10, ϵ = .12 , but ﬁx the value
of K ∈ {1, 2, 3, 4, 5}. We allow the upper bound of parameter q to vary
from 1 to 2.8 with an increment .2 , and the lower bound of q is set to be
.2. After the upper bound is ﬁxed, the optimal value of q is searched
from the lower bound with an increment .1 up to the upper bound. For
example, if the upper bound of q equals 1.1, the optimal value of q
belongs to {.2, .3, .4, …, 1.0, 1.1}. Fig. 9(b) shows that the computational
cost is negligible. For example, for the optimal framework in Section
5.2.1 with upper bound q=2.8, the solution time is 1.239 s. For the
optimal framework in Section 5.2.2, the computational cost is 1.118 s
Therefore, we conclude the computational costs of the optimal
frameworks in Sections 5.2.1 and 5.2.2 are very small.

Acknowledgement
The authors are grateful to the Associate Editor, and three
anonymous referees for their insightful and constructive comments
which led to this improved version of the paper. In particular, Sections
5.1.5 and 5.2.3 are from the suggestion of a referee. We thank John
Charlton for proofreading the paper. P. Zhao was supported by
National Natural Science Foundation of China (11422109), Natural
Science Foundation of Jiangsu Province (BK20141145), QingLan
Project and A Project Funded by the Priority Academic Program
Development of Jiangsu Higher Education Institutions. X. Hu was
supported by National Natural Science Foundation of China
(11301237, 11571154), and Fundamental Research Funds for the
Central Universities (Lzujbky201580). M. Xu and S. Xu was supported
by ARO grant (W911NF1310141).

6. Conclusion
The domain of cybersecurity is an important area that requires
extensive research. Accommodating dependence between random

Appendix
Proof of Proposition 3. According to Eq. (10), we have
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n −1

P (D ) = 1 −

⎡ n −1 ⎛ ⎞

⎛ ⎞

n −1

⎤

⎞

⎛

∑ ⎜ n ⎟ b s (1 − b)n −sCn (1 − v1, …, 1 − vn ) − ⎢ ∑ ⎜ n ⎟ b s (1 − b)n −s − ∑ ⎜ n + 1 ⎟ b s (1 − b)n +1−s⎥ Cn +1 (1 − v1, …, 1 − vn +1) ⋮
s =0

⎢⎣ s =0 ⎝ s ⎠

⎝s⎠

⎡ n −1

⎛K −
− ⎢∑ ⎜
⎢⎣ s =0 ⎝ s

2⎞ s
⎟ b (1 − b )K −2− s −
⎠

n −1

⎛

s =0

⎞

⎤

⎠

⎥⎦

⎝

s

⎠

⎥⎦

n −1

⎞

⎛

∑ ⎜ K − 1 ⎟ b s (1 − b)K −1−s⎥ CK −1 (1 − v1, …, 1 − vK −1) − ∑ ⎜ K − 1 ⎟ b s (1 − b)K −1−sCK (1 − v1, …,
s =0

⎝

s

s =0

⎝

s

⎠

1 − vK ) = 1 − P (Yn ≤ n − 1) Cn (1 − v1, …, 1 − vn ) − [P (Yn ≤ n − 1) − P (Yn +1 ≤ n − 1)] Cn +1 (1 − v1, …, 1 − vn +1) ⋮
− [P (YK −2 ≤ n − 1) − P (YK −1 ≤ n − 1)] CK −1 (1 − v1, …, 1 − vK −1) − P (YK −1 ≤ n − 1) CK (1 − v1, …, 1 − vK ),
where Yi is a binomial random variable with parameters i and b. It is shown (e.g., [28]) that

B (i , b ) ≤st B (i + 1, b ).
Therefore, it holds that

P (Yi −2 ≤ n − 1) ≥ P (Yi −1 ≤ n − 1)
for i = 3, …, K . Since

C ≤PLOD C *,
it holds that

Ci (1 − v1, …, 1 − vi ) ≤ Ci* (1 − v1, …, 1 − vi ),
for i = 3, …, K . Therefore, we have

P (D ) ≥ P (D*).
□
Proof of Proposition 4. For n ≤ j ≤ K − 1, we observe that there are n − 1 observed successes among the previous j − 1 attacks, while the jth
attack is observed as the nth success.
j

P (Jn = j ) = P (Jn = j ∩ Nj ) +

j

∑ P ({Jn = j} ∩ Dh ) = P (Jn = j|Nj ) P (Nj ) + ∑ P (Jn = j|Dh ) P (Dh ).
h =1

h =1

Note that

⎛ j − 1 ⎞ n −1
P (Jn = j|Nj ) = ⎜
⎟ b (1 − b ) j − n b ,
⎝ n − 1⎠
and

P (Nj ) = Cj (1 − v1, …, 1 − vj ).
Further, we have
j

P (Jn = j|Dh ) =

n −1

⎛ j−h ⎞
⎛ h − 1⎞ s
⎟ (1 − a )n −1− s a j − h − n +1+ s (1 − a ),
⎟ b (1 − b )h −1− s × ⎜
⎝n − 1 − s⎠
s ⎠

∑ ∑ ⎜⎝
h =1 s =0

and recall that

P (Dh ) = Ch −1 (1 − v1, …, 1 − vh −1) − Ch (1 − v1, …, 1 − vh ).
This leads to Eq. (11) and therefore Eq. (12). □
Proof of Proposition 5. For the upper bound, we observe that
K

P (D ) = 1 − Cn (1 − v1, …, 1 − vn ) +

n −1

⎛h −
s

∑ ∑ ⎜⎝

h = n +1 s =0

1⎞ s
⎟ b (1 − b )h −1− s [Ch −1 (1 − v1, …, 1 − vh −1) − Ch (1 − v1, …, 1 − vh )].
⎠

According to Eq. (9), we have
n −1

P (Yh −1 ≤ n − 1) =

⎛ h − 1⎞ s
⎟ b (1 − b )h −1− s .
s ⎠

∑ ⎜⎝
s =0

and it holds that (see [28])

P (Yh −1 ≤ n − 1) ≤ P (Yh ≤ n − 1).
Therefore,
n −1

⎛n⎞ s
⎟ b (1 − b )n − s ≤
s⎠

∑ ⎜⎝
s =0

n −1

⎛ h − 1⎞ s
⎟ b (1 − b )h −1− s ≤
s ⎠

∑ ⎜⎝
s =0

n −1

⎛ K − 1⎞ s
⎟ b (1 − b )K −1− s .
s ⎠

∑ ⎜⎝
s =0

Then,
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n −1
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n −1

⎝

s

⎠
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K
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s =0

s

⎩

⎪

where the second inequality follows from Lemma 1.
For the lower bound, it holds that
n −1

P (D ) ≥ 1 − Cn (1 − v1, …, 1 − vn ) +

s =0
n −1

+

⎛ ⎞

K

∑ ⎜ n ⎟ b s (1 − b)n −s ∑
⎝s⎠

[Ch −1 (1 − v1, …, 1 − vh −1) − Ch (1 − v1, …, 1 − vh )] = 1 − Cn (1 − v1, …, 1 − vn )

h = n +1

⎛ ⎞

∑ ⎜ n ⎟ b s (1 − b)n −s [Cn (1 − v1, …, 1 − vn ) − CK (1 − v1, …, 1 − vK )].
s =0

⎝s⎠

Since

Cn (1 − v1, …, 1 − vn ) ≥ CK (1 − v1, …, 1 − vK ),
we have

P (D ) ≥ 1 − Cn (1 − v1, …, 1 − vn ),
i.e.,

P (D ) ≥ max{v1, …, vn}.
□
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