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ABSTRACT

2

We propose a systematic, fine-grained metric framework that
quantifies the security effectiveness of network diversity in
computer networks.

Fig. 1 depicts the framework in terms of: (i) how to abstract
an enterprise network, (ii) how to represent vulnerabilities in
the software stacks and vulnerabilities of human users; (iii)
how to represent defense mechanisms (i.e., software diversity
and other defenses); (iv) how to represent attacks against
the network; (v) how to define security metrics to measure
the outcome of attack-defense interactions; and (vi) how to
compute the security effectiveness of software diversity.
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INTRODUCTION

The risk of employing monoculture software prompts the need
of artificial diversity via N-version programming [1], which
uses multiple, independent versions of software providing
a same functionality. On the other hand, market competition leads to the so-called natural diversity that multiple
software programs offer a same functionality, for instance,
Windows and Linux for operating systems, or Chrome, Firefox, and Internet Explorer for browsers. Artificial diversity
and natural diversity manifest the broader notion of network
diversity, such that the software stack (including the application, library, and operating system layers) is diversified in a
computer network.
Although the potential value of enforcing diversity in networks is well recognized [4], security effectiveness of enforcing
network diversity has yet been quantified. In this work, we
propose the first systematic, fine-grained framework for modeling the diversification of software stacks in networks and
quantifying the security effectiveness of the network diversity via a suite of security metrics [2]. From our simulation
study, we obtain useful insights on the effectiveness of network diversity in dynamic interactions between attackers and
defenders [3].
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Figure 1: The framework.
Let 𝐺 denote an enterprise network, 𝐴 denote the attacks
against the network, 𝐵 denote the vulnerabilities of the
network’s software systems and human factors, 𝐶 denote the
software stack configuration of the network, 𝐷 denote the
defenses to protect the network, and 𝑀 = {𝑚𝑖 } denote a set
of security metrics of interest. The research is to characterize
a family of mathematical functions 𝑓𝑖 such that
𝑚𝑖 = 𝑓𝑖 (𝐺, 𝐴, 𝐵, 𝐶, 𝐷).
We quantify the security effectiveness of network diversity by
comparing the security incurred by software stack configurations, say 𝐶1 and 𝐶2 , respectively. They are given by
𝑓𝑖 (𝐺, 𝐴, 𝐵, 𝐶1 , 𝐷)

and

𝑓𝑖 (𝐺, 𝐴, 𝐵, 𝐶2 , 𝐷)

for an appropriate 𝑓𝑖 and therefore metric 𝑚𝑖 ∈ 𝑀 of interest.
We will present some preliminary results on the security
effectiveness of network diversity.
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