
                                                                           

 

 

 
CYBERSECURITY – WHERE DO WE GO FROM HERE? 
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Regulatory considerations contributed by Focus 1 Associates LLC.  

As we move past the six-month mark of being immersed in the global COVID-19 pandemic, it is important 
to reflect and appreciate where we have been to allow us to strategize and plan for where we need to 
go next. The IT landscape has experienced a fundamental shift since March as IT teams have scrambled 
in the fight for business sustainability to support remote work, while continuing to work closely with 
compliance to ensure the firm’s supervisory controls are not compromised as a result.  

Looking into the future, many investment advisers 
appear to be fully embracing the reality that a 
Monday through Friday in-office schedule will most 
likely not return. While this has many tangible social 
benefits, new risk implications and operational 
challenges will present themselves.  

We offer the following key considerations as your 
business navigates forward in this unprecedented 
time. 

• Change your perspective: Transition your view of cybersecurity from the perspective of a 
physical location to that of the person and the device. Your ability to effectively manage identities 
and devices from any location will set the foundation for the strength of your evolving security 
program. 
 

• Know your data: As you embrace more flexible work arrangements and potentially increase your 
cloud footprint, it will be essential that you have a very clear picture of the types of electronic 
information (data) you consume. Books and records retention requirements and federal and 
state privacy laws aside, this includes how you collect this information, why you collect it, where 
you store it, how you protect it, how you transfer it, and how you eventually dispose of it. If you 
can’t clearly answer all of those questions, your business may face the risk of losing or exposing 
a key business asset.  
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• Value your data: Once you fully understand your data landscape, you need to value it. Not all 
data is created equal and not all data requires extensive controls to protect it (remember the 
term “personally identifiable information”). To accomplish this, you need to establish a data 
classification framework, which could be an extension of how you think about and account for 
your books and records retention practices. Focus your efforts and budgetary resources on 
protecting what matters most to your business and what would cause the most harm if lost or 
exposed.  
 

• Communicate: Not all risks can be, or need to be, managed by technical controls. Clear and 
effective communication (which includes compliance training) is more often than not one of your 
best tools in managing risk and maintaining control. Keep your supervised persons informed, 
specifically with how they are expected to manage and handle the data based on the value you 
have assigned. For example, do not allow your supervised persons to store data in cloud-based 
applications that the business has not approved.  
 

• Maintain visibility: A key control is accountability, which often comes from visibility. This concept 
not only applies to technology and data, but visibility into your supervised persons and their 
behaviors. While you should always have faith and trust that they will remain honest, we need 
to make sure that the control environment necessary to deter, prevent, and detect any 
deviations, continues to adapt to the decreased physical visibility of your workforce. Fraud 
prevention controls need to be assessed and may need to be updated. 
 

• Test, review & document: As your supervisory controls evolve to accommodate a remote work 
environment, the firm’s risk assessment and annual compliance review will need to reflect these 
changes.  Keeping our first bullet point in mind (Change your perspective), how you test, review 
and document your annual review will require that you apply a different perspective.  The days 
of listening to the traders go about their business in the next room, or reviewing physical 
documents and reports that you tick and tie with your favorite red pen, is no longer conducive in 
today’s remote work environment.   
 

Be sure to visit Focus 1’s “A Moment of Focus” podcast to obtain access to the SEC’s Risk Alerts and 
Guidance Updates and other Teleworking and Cybersecurity related supplements and checklists.        

 
Would a little direction and insight be helpful?  Ask about our Dark Web Credential Monitoring Report. 

PKF O’Connor Davies is offering Focus 1’s clients an initial credential monitoring report aimed to detect 
compromised credentials in real-time on the Dark Web and alert you if your critical assets have been 
compromised, possibly preventing data breaches and other threats before they happen! 

Click HERE to request a complimentary Dark Web Credential Monitoring Report. 

https://2064-7.com/teleworking-cybersecurity-considerations/
https://forms.clickup.com/f/27peh-83076/H0VFU8DAIB3I6J9CDW

