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Learn OAuth 2.0 - 
Get started as an 
API Security Expert


Full Day Training 

This course offers an introduction to API 
Security with OAuth 2.0. After taking this course 
you will understand who the actors in OAuth 
are, which endpoints and tokens are involved 
and how these elements interact in so-called 
flows. A picture says more than 1000 words, so 
we visualize these flows as easy-to understand 
sequence diagrams. You will be able to look 
over the shoulder of an expert using OAuth for 
Facebook, LinkedIn, Google and Paypal.


What you'll learn

• Use OAuth to access APIs (Client 

perspective) 

• Use OAuth to protect your APIs and Cloud 

Solutions (Server perspective) 

• Apply OAuth Best Practices 

• Foundations of OAuth (Why, What and How) 

• Practice exercises for accessing Google, 

Paypal, LinkedIn, and Facebook APIs

• Use OAuth in Mobile Apps, Web Applications 

and Single Page Applications  

• Choose the correct OAuth Flow


What you'll get

• One day training with Matthias Biehl 

• Digital Book: OAuth 2.0 – Getting Started in 

Web-API Security by Matthias Biehl, 
ISBN-13: 978-1507800911 


• Access to Slides 

• Access to Exercise Worksheets 

• Access to Cheat Sheets 

• Certificate of Completion 


Requirements 
• Need to bring own notebook for exercises 

• You should be familiar with basic web service 

and API development 


Target Audience 
• Developers and Software Engineers 

• IT Project Managers 

• IT Architects 

• IT Security Professionals 

• API Engineers 


OAuth 2.0



Learn OpenID 
Connect - Identity 
for your Apps and 
APIs 

Full Day Training 

What are the secrets of high conversion rates 
for your app? The secrets are smooth and 
convenient signup and login. With that in place, 
end-users are much more likely to try and 
repeatedly use a new app. But how do you get 
convenient signup and login? Isn’t it 
complicated to manage digital identity in your 
apps, even when using standards such as 
OpenID Connect?  This course explains the 
concepts of OpenID Connect, with its various 
Actors, Endpoints, Tokens, and Flows. After 
taking this course you will understand who the 
Actors are, which Endpoints and Tokens are 
involved and how these elements interact in so-
called Flows.


What you'll learn 
• Use OpenID Connect in Mobile Apps, Web 

Applications and Single Page Applications  

• Apply OpenID Connect Best Practices — 

make signup and login for your users simple 
and convenient 


• Build Social Login Screens (e.g. Login with 
your Google Account) 


• Validate OpenID Connect Tokens - ensure 
users are who they say they are - 
cryptographically 


• Understand how OpenID Connect works - no 
more confusion about tokens, endpoints, 
interactions 


• Apply OpenID Connect correctly - our step-
by-step guide will make it as easy as possible 
for you 


• Select the appropriate OpenID Connect flow 
for your app - so you profit from OpenID 
Connect to the max! 


• Foundations of OpenID Connect (Why, What 
and How)


• Practice exercises for using OpenID Connect 

• Practice exercises for protecting JWT Tokens 


What you'll get 
• One day training with Matthias Biehl 

• Digital Book: OpenID Connect – End-user 

Identity for Apps and APIs by Matthias Biehl, 
ISBN-13: 978-1979718479 


• Access to the Slides 

• Access to the Exercise Worksheets 

• Access to OpenID Connect Cheat Sheet 

• Certificate of Completion 


Requirements 
• Need to bring own notebook for exercises 

• You should be familiar with basic web service 

and API development 


Target Audience 
• Developers and Software Engineers 

• IT Project Managers 

• IT Architects 

• IT Security Professionals 

• API Engineers 

OpenID 
Connect



Learn RESTful API 
Design 


Full Day Training 

Looking for Best Practices in RESTful APIs? 
This course is for you! Why? Because this 
course is packed with best practices on many 
technical aspects of RESTful API Design, such 
as the correct use of resources, URIs, 
representations, content types, data formats, 
parameters, HTTP status codes and HTTP 
methods. You want to design and develop APIs 
like a Pro? Use API description languages to 
both design APIs and develop APIs efficiently. 
The book introduces the two most common API 
description languages RAML and OpenAPI/
Swagger.


What you'll learn

• Understand REST and being able to apply it 

• Understand the API economy 

• Design RESTful APIs 

• Know the REST Terminology 

• Apply Best Practices and Styles for REST 

APIs 


What you'll get

• One day training with Matthias Biehl 

• Digital Book: RESTful API Design by Matthias 

Biehl, ISBN-13: 978-1514735169 

• Access to the Slides 

• Access to the Exercise Worksheets 

• Certificate of Completion


Requirements

• Need to bring own notebook for exercises 

• Basic web service and web development 


Target Audience

• Developers and Software Engineers 

• IT Project Managers 

• IT Architects 

• API Engineers 


RESTful  
API Design



Digital Business 
Model Canvas - 
Digital Business 
with APIs


Full Day Training 

Whether you are an entrepreneur, digital 
transformer, developer or product manager, 
today you need to know and leverage digital 
business with APIs. This course offers an 
introduction to Digital Business with APIs. You 
will get to know how to model and think about 
a business with a powerful tool: the Business 
Model Canvas. While there are many books and 
courses explaining the Business Model Canvas, 
we show how to use this tool to model digital 
transformation. In this course you will learn how 
to leverage APIs in your strategy. APIs are the 
digital building blocks, which you can leverage 
to pick the low hanging digital fruits. In this 
course we teach you how to design businesses 
with APIs. APIs are the technical core of your 
digital business. In fact, APIs can be used to 
improve every aspect of your existing business. 
And in some situations, APIs enable completely 
new businesses, businesses that would not 
have been possible without APIs. 


What you'll get

• One day training with Matthias Biehl 

• Access to the Slides

• Access to the Exercise Worksheets 

• Certificate of Completion 


Requirements

• Business Mindset 


Target Audience

• Digital Innovators: bringing innovative digital 

technology to the market 

• IT Project Managers, Product Owners 

• Digital Transformers: changing the business 

of a big enterprise 

• Startup Founders and Entrepreneurs 

• Digital Strategists

Digital Business 
with APIs



Matthias Biehl 
matt@api-university.com


twitter.com/mattbiehl

linkedin.com/in/mbiehl


Matthias is a techie at heart with a background 
in APIs, AI, security and software engineering. 
At some point, he got a Ph.D. 


Nowadays, he uses his technical background to 
help companies define their digital strategy, 
execute their transformation agendas, and 
bring innovations to the market. 


He also loves sharing his knowledge in the 
classroom, at workshops, and in his books. 
Matthias is an instructor at the API-University, 
publishes a blog on APIs, is the author of 
several books on APIs, and regularly speaks at 
technology conferences. 
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API-University 
api-university.com 
info@api-university.com


At API-University we believe that APIs are the 
building blocks of digital transformation. This is 
why we create books, courses and trainings on 
APIs. To help you succeed in a digital world.


If you’re in charge of initiating, designing or 
running an API initiative, you’ve got a big 
responsibility. It isn’t easy. Building APIs your 
consumers will love is easier said than done. 
We know what you’re up against. 


We have built API-University to lend a hand. We 
make our experiences, best practices, lessons 
learned and practical know-how available to 
help you stay on top of it all. Here, you get what 
you need to build APIs that your consumers 
love.
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