
Surveillance approaches used to monitor 
COVID-19 and other health conditions may 
unintentionally place socially marginalized 
populations at elevated risk for harm (e.g., 
incarceration, deportation, loss of jobs). Yet, 
surveillance and monitoring systems are vital 
tools for achieving public health goals, including 
COVID-19 prevention and control. Sharing data 
between law enforcement and public health 
has been encouraged to achieve more efficiency, 
but different motives for each agency has put at 
odds the outcome of collecting such information. 
It is imperative that we lead with the assumption 
that police surveillance has historically been 
disproportionate in Black, Indigenous and 
People of Color (BIPOC) communities2,3,4 as 
well as immigrant communities,5 resulting 
in inequitable enforcement of orders and 
mandates. Therein lies the challenge: 
Coordinating police surveillance and public 
health surveillance can place communities at 
risk of criminalization and stigmatization. But 
these same communities are most negatively 
impacted by COVID-19 and other diseases so 
could benefit from public health surveillance. 

Addressing this conundrum with dual-use 
surveillance is important because approaches 
that criminalize or stigmatize communities 
can undermine their potential to identify 

public health problems and achieve health 
equity goals. While the use of surveillance 
raises concerns about potential stigmatization 
and harm of BIPOC communities, not using 
surveillance raises ethical issues, because the 
field has a responsibility to ensure underserved 
populations are identified and their public 
health needs are addressed.

It is imperative that we lead 
with the assumption that police 
surveillance has historically 
been disproportionate in Black, 
Indigenous and People of Color 
(BIPOC) communities as well as 
immigrant communities, resulting 
in inequitable enforcement of 
orders and mandates.
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How Surveillance Strategies can be Harmful

COVID-19 mitigation responses require timely 
actionable data to identify and target the 
pathways linking COVID-19 inequities to racism 
and stigma. It is critical to recognize where 
collection of COVID-19 data crosses purposes 
with other surveillance systems. For example, 
in collecting data for the COVID-19 pandemic, 
some surveillance efforts have targeted places 
where unhoused people reside, such as public 
transportation and parks, but many are not in 
compliance with orders and mandates and may 
be jailed or punished rather than assisted with 
COVID-19 mitigation. In some communities where 
surveillance data are shared, such as New York 
City, policing strategies have targeted places 
based on zip code-level infection rates. In Los 
Angeles, police have relied on such [COVID-19] 
data to identify crime-related “hot spots.”

Some strategies rely on data-driven analytic 
tools and methods, as well as on certain 
theories that have been contested based on 
their disproportionate impacts. When such 
approaches are coordinated with identifying 
people at high risk for COVID-19 for public 
health surveillance purposes, what is intended 
to be helpful becomes harmful. For example,

• Policing and prosecution use available  
data to assess and predict potential for 
criminal behavior.

 ° Trends in gang injunctions illustrate  
the collateral effects of prosecution 
such as longer sentences, denial 
of resources, and increased racial 
stigmatization and inequity. If data from 
COVID-19 monitoring systems are used 
to support the generation of criminal 
risk profiles, then the new models will 
profile them as riskier.

• Data obtained through social media  
and/or police encounters are used to 
generate profiles of high risk individuals  
and communities.

• Some organizations rely on and reinforce 
stigmatizing racial algorithms. In 
predictive modeling, for instance, police 
use information about the people and 
communities who are already in a system 
as the basis for generating new models 
of criminal risk. Many such databases are 
becoming racially segregated in ways that 
mirror segregation in the built environment.

• It is imperative that we lead with the 
assumption that communities of color are 
disproportionately impacted by surveillance 
by the police, other agencies (e.g., 
Immigration and Customs Enforcement 
[ICE]) and private corporations.

It is critical to recognize 
where collection of COVID-19 
data crosses purposes with 
other surveillance systems.



Drivers of a reimagined surveillance system

Project REFOCUS reimagines surveillance 
to include identification of stigma signals 
as critical to an inclusive understanding 
of COVID-19 in a community. A COVID-19 
monitoring system that aims to include 
racism and stigma must account for the 
ways surveillance, including public health 
surveillance, historically has harmed racially 
and socially marginalized groups. An ideal 
system upholds principles of equity and 
commits to community empowerment.  
Three questions drive its orientation:

How can a crisis monitoring system 
remain attentive to the potential of 
mitigation and containment efforts 
that harm racialized communities 
(e.g., through contact tracing of 
undocumented persons)?

How can a crisis response 
challenge racial stereotypes 
and support community 
empowerment?

What equitable COVID-19 monitoring 
strategies can be developed that do 
not induce harm among black and 
brown communities?

Why community-informed surveillance

Surveillance is a powerful tool with the potential 
both to support community-driven efforts to 
identify and to address barriers to equity harm 
racially/ethnically marginalized communities. 
The aim of community-informed surveillance is 
to provide community members the information 
needed to advance their health equity agendas 
without doing unintended harm. It emphasizes 
community resiliency and minimizes the potential 
for the surveillance strategies that harm BIPOC 
communities directly or indirectly. Community-
informed surveillance can

• Shift the target of surveillance from gathering 
more granular data about individuals, families 
and communities toward gathering more 
data about the structures and institutions 
affecting them.

• Empower residents to be a routine part of the 
solution by involving them in all its aspects of 
surveillance (e.g., identification of institutional 
targets for intervention such as local nursing 
homes, schools, workplaces, and detention 
facilities; data collection and analysis; 
distribution to community members) 

Furthermore, a more inclusive model for 
community-informed surveillance might 
monitor structural factors that impact 
disparities. For example,

• Surveillance tools can provide communities 
with useful information for monitoring 
the actions of the institutions that serve 
them. This can be done by, for example, 
documenting employer compliance with 
health protective guidelines and policies. 

• To understand exactly how structural factors 
generate and sustain disparities, it is important 
to track resource allocations and, to the extent 
possible, how they are used in community.

Community-informed Surveillance that includes Signals of Stigma 
and Advances Community Empowerment
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The aim of community-informed 
surveillance is to provide 
community members the 
information needed to advance 
their health equity agendas 
without doing unintended harm



About Project REFOCUS 

COVID-19 has illustrated that public health practitioners need access to data and 
tools that appropriately identify, respond to, culturally tailor, and reach historically 
marginalized and/or racialized populations during crises. Project REFOCUS was 
conceptualized as a collaborative and community-informed effort to address these 
challenges. Recognizing the need for a system that monitors stigma impacting 
these populations, Project REFOCUS prioritizes community input and the mediating 
roles of interpersonal communication, media frames and misinformation in relation 
to individual and collective health behavior. These factors are critical aspects of a 
successful response to public health crises.

It must be designed 
with community 
empowerment  
at the core.

It must monitor 
institutional and 
structural drivers  
of inequities.

It must maximize 
community 
empowerment by 
monitoring key  
drivers of inequity.

It must support 
and encourage 
community control of 
surveillance tools.

It must maintain  
high levels of 
transparency 

a) about the system (e.g., all funding 
sources and stipulations) 

b) about the data it collects and 
shares (e.g., data sources, levels  
of missing or incomplete data  
and data sharing practices).

Criteria for Community-informed Surveillance that does no harm

Reimagining the role of surveillance in public health crises begins with acknowledging the harm 
surveillance may pose for diverse communities. These five recommendations for developing  
a community-informed COVID-19 stigma monitoring system that is d in principles of equity:

1 Insights and recommendations in this document were guided in part by a Surveillance Expert Panel sponsored by Project RE[FOCUS] and the UCLA 
Center for Study of Racism, Social Justice & Health. 

2 https://www.acslaw.org/expertforum/mass-surveillance-and-black-legal-history/

3 https://link.springer.com/article/10.1007/s10612-006-9007-z

4 https://medium.com/equal-future/perspectives-from-the-latino-community-on-policing-and-body-worn-cameras-47f150f71448

5 https://www.law.georgetown.edu/news/color-of-surveillance-government-monitoring-of-american-immigrants-combines-lessons-of-history-
technology-of-today/
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