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INTRODUCTION

Disasters happen. Some are 
manufactured, such as cyber-
attacks, data breaches, or lock-
downs that commonly follow terror 
attacks; some are natural, such 
as flooding or weather damage; 
and some are health-related, 
such as the COVID-19 outbreak 
that has led to many offices being 
locked down or closed.

Health incidents replace IT as the leading 
cause of disruption over the last twelve 
months (Risk Index Rating)

The challenge for organisations 
is to mitigate the risk of disasters 
impacting their business operations 
(risk prevention), and to have an 
effective business continuity plan 
that can be relied upon in the event 
of a disaster (damage limitation). 

Risk prevention strategies often 
involve the implementation of 
technology and training solutions, 
whereas damage limitation strategies 
often involve the implementation of 
alternative working arrangements, 
such as the use of Work Area Recovery 
facility or Continuously Available 
IT. These activities, processes and 
provisions are now grouped within 
Operational Resilience. 

FortressAS are experts in the field of 
Operational Resilience and provide 

organisations with technology-led risk 

prevention and resilience solutions, 

together with a next generation 

Work Area Recovery facility that’s 

accessible 24x7 and able to provide 

high speed access to an organisation’s 

critical infrastructure and applications. 

Our award-winning bright and modern 

facility, designed to maintain morale in 

a crisis, is in Crossharbour, which is just 

25 minutes from the City of London.

“At FortressAS we focus on the 
people that are the foundation of 
our Customers’ businesses. The BCI 
Horizonscan 2020 report, and the 
consequences of self-isolation during 
the COVID-19 pandemic clearly 
show showed the biggest impact on 
a business is actually how its own staff 
are affected by crisis.”

The negative impact of staff wellbeing is 
of greater consequence than financial loss 
during a disruption over the past 12 months.

Health incidents – 13

IT and telecom outages – 13.0

Safety incidents – 12.0

Lack of talent/key skills – 11.5

Cyber-attack and data 
breaches – 11.2

Loss of productivity – 63.3%

Negative impact on staff morale/
wellbeing – 42.8%

Customer complaints 
received – 41.4%

Reputation damage – 39.5%

Loss of revenue – 36.3%

BCI Horizonscan 2020 Report
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OPERATIONAL RESILIENCE: 
THE REGULATORS VIEW

The Bank of England and FCA are 
focusing heavily on Operational 
Resilience as a means of ensuring 
that critical Business Services are 
always available to customers. 
These regulators support the view 
that organisations need a balanced 
approach to risk that incorporates 
preventative measures and an 
effective damage limitation plan. 

These regulators want firms 
to prepare for “severe but plausible 
scenarios” and have systems and fall-
back provision in place to cope. The 
attention is focused on the customer 
perspective and ensuring minimum 
disruption to service delivery.

In the case of an unplanned business 
disruption or crisis, having the safety 
net of a fall-back facility ensures 
that the Crisis Management Team 
and core business functions have 
the environment, infrastructure and 
communications that they need to 
continue delivering critical business 
services and work to recover the 
business full function. In the event 
of a cyber-attack or IT failure, the 

Recovery Centre technicians also 
stand in to support staff on-site 
while customer IT teams are under 
pressure managing the crisis, so 
providing additional assistance 
when needed. Having this facility 
in place ahead of time ensures that 
employees can continue to deliver 
the critical Business Services from 
the Recovery Centre thereby 
ensuring that the impact Tolerances 
are not exceeded. 

The FortressAS recovery centre 
retains a permanent technical 
support team who are on 
hand to provide on-demand 
critical IT support and technical 
advice as needed.

So Why Not Just Work From Home in the Event of a Disaster?

In the event of a crisis, remote 
working (including working from 
home) offers a degree of flexibility
and can be an effective solution 
for many employees. However, 
we are finding that most are 
keeping a fallback office for the 
Crisis Management Team and core 
business functions.

These teams need the certainty of 
dedicated spaces and supporting 
technical and communications 
infrastructure that enable effective 
collaboration to be as effective as 
possible when it really counts.

The Recovery Centre also acts as 
a solid focus at a time of potential 
confusion for remote working staff, 
customers, partners and of course, 
regulators. Furthermore, it also 
helps to provide some much-needed 
continuity at a time when staff morale 
and wellbeing is likely to be low.

It is for this core team that 
a purpose-designed and operated 
a recovery centre is by far the most 
effective option. In our experience, 
10% of staff form this critical 
core needing a Recovery Centre. 
The exception are those companies 

of staff need 
a Recovery Center

10%  

that actively trade financial 
instruments in which case 15-25% 
is a more common proportion. The 
remainder of staff can work remotely.

More Info

https://fortressas.com/work-area-recovery/
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THE FORTRESSAS “POWER OF 3” 
DIFFERENCE: OUR SERVICES

With so many risks to consider that 
might affect the continuity and 
availability of an organisation’s Business 
Services, coupled with the inherent 
risks associated with remote working, 
organisations are encouraged to take 
a more holistic approach to Operational 
Resilience – this is where our 
“Power of 3” services portfolio can help.

Together they provide our customers 
with an Enterprise Grade solution for 
Operational Resilience that can be 
trusted and relied upon.  

Furthermore,  to ensure our “Power of 
3” services deliver against the needs of 
our most demanding of customer needs, 
we work to the well-defined 5-stage 
standard risk framework, NIST.

Having such a framework allows us to work methodically with our clients - enabling us to provide the most relevant advice, 
solutions and support.

Our 3 core services, each of which 
complements and enhances the 
other, are:

• Work Area Recovery

• Continuous Availability and IT 
Recovery

• Cyber Security and Threat Monitoring

IDENTIFY

PROTECT

DETECT

RESPOND

RECOVER

More Info

https://fortressas.com/work-area-recovery/


FortressAS Your Trusted Partner for Operational Resilience 5

WORK AREA RECOVERY

Our award-winning Work Area 
Recovery facility is designed to meet 
the needs of the most progressive 
organisation. It is bright, modern, has 
good natural light and offers an enviable 
and unrivalled working environment. 
It is designed to enable agile and 
collaborative working, is equipped with 
a Crisis Management Room, offers break 
out areas for ad-hoc meetings, and 
a high quality and fully stocked kitchen 
including free tea and gourmet coffee.  

In addition to the facility itself, we offer: The site is built with the latest 
technology, fitted with CAT6 cabling 
and high-speed Wi-Fi and connected 
to our Tier 3+ datacentre onsite. 
Both communications and power 
are diversely routed providing 
enhanced resilience through UPS 
and generator support.

But you already have a Work Area Recovery Partner, so why invest 
time switching?

The top reasons organisations switch to FortressAS are:

Simply put, by switching to FortressAS organisations save time, effort and money, and make their employees more 

productive in the event of an unplanned business disruption.

A 2-hour access SLA;

Image recovery within 
8-minutes; 

Immediately available 
telephony.

We’re easier 
to work with

We offer faster
recovery times

We have removed complicated 
and slow ticketing systems

We offer a cleaner, better and more 
modern working environment

More Info

https://fortressas.com/work-area-recovery/crossharbour-recovery-centre-2/
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CONTINUOUS AVAILABILITY 
AND IT RECOVERY

As customers aim to meet ever reducing 
Impact Tolerances the IT systems supporting 
critical Business Services must move to 
continuous availability and reduce data loss 
to an absolute minimum.

At FortressAS we offer expert advice and 
a range of solutions and managed services 
to support this progression. We deliver an 
all-in-one IT Resilience Platform, converging 
Disaster Recovery, Backup and Cloud 
Mobility in one simple, scalable platform. 

We reduce the cost and the complexity of application migrations 
and data security, delivering Continuous Data Protection;

The orchestration built into the platform enables full automation 
of recovery and migration processes;

The analytics dashboard provides 24/7 infrastructure visibility 
and control, even across multiple clouds.

“FortressAS always does whatever 
it takes to support us in the event of 
a disaster. They’re flexible and deliver 
what customers need, rather than 
holding them to the letter of a contract. 
It’s very clear they’re in this for the long-
term, not to make a quick buck. With 
FortressAS by our side, I’m confident the 
Beazley team will always be able to serve 
its clients and intermediaries, whatever 
unexpected events may occur.”

“The invocation process was flawless 
and comments from our users have 
been very positive, Given the situation 
we were placed in, it was an impressive 
result, and we received very positive 
feedback on the improved environment 
from all end users.”

Peter Scott,
Nomura Asset Management, CAO

Simon Robinson, 
Head of Facilities, Beazley Group

More Info

https://fortressas.com/about/
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CYBER SECURITY AND 
THREAT MONITORING

60%
of all cyber-attacks are 
carried out by insiders?

$5MILLION
is the average cost for each 
insider-caused security 
breach?

$350,000
is the average cost of resources 
needed to investigate and 
correct an incident?

Source IBM Source SANS Source Ponemon

Did you know that:

The Insider Threat is the most potent and least addressed 
risk within any organisation.  To counter the threat insiders 
pose, organisations must continuously monitor all user 
activity to detect and prevent threats from occurring. 

Working in partnership with ObserveIT, we help 
organisations swiftly identify and eliminate risks posed 
by insiders.  Working together, we can:

DETECT INVESTIGATE PREVENT

Uncover risky user activity 
by identifying anomalous 

behaviour.

Identify suspicious user 
activity in minutes 

– not days.

Reduce risk with real-time 
user alerts, blocking, 

and educating.

With complete visibility of all network activity, organisations can not only catch and stop insider threats, but meet and 
surpass all compliance and regulatory requirements with ease.

The Insider Threat

More Info

https://fortressas.com/cybersecurity-solutions/


Contact Us Fortress Availability Services Limited 
City Reach, 5 Greenwich View
London E14 9NN

Telephone | +44(0)20 3858 0099

Email | info@fortressas.com

READY TO FIND OUT MORE ABOUT 
THE FORTRESSAS “POWER OF 3” 
DIFFERENCE?

Contact us to book a tour of our state-of-the-art 
Crossharbour Recovery Centre and see for yourself 
what makes us different. 

Our Recovery Solution 

Take A 3D Tour Of Our Recovery Centre

Book A Tour To Our Recovery Centre

ABOUT FORTRESS 
AVAILABILITY SERVICES

Fortress Availability Services Limited (FortressAS), CIR Specialist 
Provider of the Year 2019, was formed specifically to answer the Cyber 
and Operational Risk and Resilience needs of modern businesses. 

With a focus on supporting the Financial Services Industry, FortressAS 
has built the most advanced work area recovery facility in the UK. 
The innovative and flexible resiliency and recovery services, supporting 
many banks, asset managers and insurers have this centre as their 
foundation.

Customer satisfaction is the driving force behind the FortressAS team’s 
work, and the winning entry to CIR Specialist Provider of the Year 2019 
was a result of our customer commendations.

https://fortressas.com/work-area-recovery
https://fortressas.com/work-area-recovery/crossharbour-recovery-centre-2
https://fortressas.com/contact

