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THREAT HUNTING INTRODUCTION 

Decrease

Decrease threat 

actor “dwell time” 

i.e. how long they sit 

idle in your 

environment

Start

Truly start the 

transition from 

reactive to proactive

Find

Find things 

traditional security 

techniques and 

solutions do not

•APT’s (Advanced 

Persistent Threats)

•Advanced Malware 

•Threat actors “Living off 

the Land”
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Why Threat Hunting?

 You have to already be a cyber security expert to 
get into threat hunting
◦ Being seasoned helps a ton but is not required.

 You MUST subscribe to threat intel feeds to threat 
hunt

 Threat Hunting is only applicable to big 
organizations
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Myths around Threat Hunting
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 What threat hunting is

 Common Threat Hunting 
Tools and Techniques

 Applicability of Threat 
Hunting

 Attack Techniques 

 Network Forensics 

 Memory Forensics 

 Host/System Forensics 

 Threat Signature 
Creation
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What we will discuss

 One of the fastest growing areas of Cyber Security

 A needed skill in most organizations

 Meet the attacker on the battlefield
◦ As opposed to waiting for IDS/IPS and DLP 
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Why Threat Hunting?

30%

45%

60%

5%

Percentage of Malware Currently Detected without Threat 

Hunting operations by class of malware

Malware Viruses and others PUA Fileless Malware-like activities
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Malware detection by current internal solutions

Source: KM CyberSecurity Threat Hunting Team
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12%

88%

Percentage of Encrypted Exfiltration 

Cleartext Exfitration Encrypted Exfiltration
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It gets worse 

• Most Network-Based 
Intrusion Detection needs 
unencrypted  traffic to 
make decisions about said 
traffic.

• More and more of it is 
encrypted now than ever 
before

• Hard to detect what you 
can’t see

 APT’s are getting better at ”Living off the Land”.
◦ Instead of simply dropping malware, they just use the 

features of the OS to perform needed malicious activities
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And worse..

 We need to more proactively look for threats and 
not wait until we are alerted to their presence. 
◦ Threat Hunting is born!
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What does this all mean?
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 Excellent learning opportunities for technical staff

 Gain more visibility and visualization of the 
environment
◦ You can’t defend what you can’t “see”

◦ Threat Hunting enables ”seeing” things differently

 We look in places we normally don’t in ways we normally don’t 
while threat hunting
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Other Advantages to Threat Hunting

1. Select a Threat/Topic for hunting

2. Research and Plan

3. Conduct the Hunt

4. End the Hunt

5. Quantitate Findings’

6. Lessons Learned

7. Dissemination 
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Required Threat Hunting Steps

 What are we hunting?
◦ Important to establish the specific threat or type of threat

◦ Saying “everything” is too broad 

◦ Consider professional threat intelligence feeds

◦ Consider your recent breaches and battles internally. 

 Maybe employ your Red Team to create threats to hunt.
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Selecting a Topic or Threat
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 What are the resources required?

 How can we perform the hunt while being minimally 
disruptive to the environment and day to day ops?

 Are there other published threat hunting results of 
this threat elsewhere?

 Will it be internally performed by your security 
team?

 Will it be outsourced?

 Who will know the activity is happening?
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Research and Plan

 Start with the strategy agreed upon in the planning 
phase.

 Be careful to stay within scope.
◦ It’s easy to get distracted by other things. 

 Document thoroughly and often. 

 Pay close attention to activity that may be 
disruptive.

 Consider privacy and confidentiality 
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Conduct the Hunt

 Each hunt should have a beginning and end.

 Budget considerations

 Hunts without a clearly defined scope could drag on 
forever. 

 Make sure there is a communication protocol in 
place to notify all necessary parties about the 
ending of the hunt. 
◦ There may have been security rules etc.. relaxed in certain 

areas for hunters. They need to be “unrelaxed” at the end.
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End the Hunt
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 Did you find the threat/threats you were looking for?

 What did you learn?

 Did you find threats you weren’t looking for?
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Quantitate Findings

 What techniques, tools and processes were most 
effective?

 Which were least effective?

 Did you develop new techniques or strategies 
based on something found?
◦ If so did you document it well?

 Were any actionable threats found?

 Did communication of any immediate threats to 
other teams go smoothly, and securely?

17

Lessons Learned

 Who will you share the results of the hunt with?

 How will you share it?
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Dissemination 

16

17

18



10/21/2020

7

 May be the most important tool in threat hunting

 Some organizations struggle to get an accurate 
view of their environment
◦ Ask for a accurate diagram of the infrastructure i.e. all 

ingress and egress points. It’s likely it will not happen 
quickly.
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Environmental Visibility

 Memory is still possibly the best place to find 
evidence of a breach.

 Even ”file-less” and Live off the land attacks leave 
memory traces.

 Works even in cloud environments. Memory is 
memory.
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Memory Forensics

 Still a primary best source of evidence

 Packets don’t lie

 Some patterns and behavior are only apparent 
when viewing traffic. 

21

Network Forensics
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 Threat hunters should have detailed knowledge of 
what the attacks look like.

 Should be able to demonstrate and explain most 
common attacks
◦ They should have formidable attack/offensive skills

 Would you tell a gazelle to suddenly stop running away and 
start hunting Lions without first arming them with claws, teeth, 
extreme speed and knowledge of stalking etc.?
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What are the attackers seeing?

 Threat Hunting Demonstration!
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Demo Time!
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