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Protecting Healthcare from Cyber Hacking 

using Identity Access Management and 

Privileged Account Management  

(IAM & PAM) 
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About us… 

We specialize in Compliance Security, Password 

Protection, Backup and Email Continuity, as well as 

Risk Management.   

 

We are partnered with leading technology solution 

companies to provide you with solutions tailored to the 

most critical security needs facing Healthcare today.  

Paired with stellar customer service, AxCel help’s get 

that critical protection you need in place so you can 

remain focused on your core business practice. 
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Todays Talk 

2018 Fast facts 

 

Identity Access Management (IAM) 

 

Privileged  Access Management (PAM) 

 

Industry Suggestions 
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Security has Changed 

. 
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Traditional Security Is No Longer Enough 

. 

• Perimeter security 

 Firewall, AV, IDS, IPS, email gateways  

• Threat detection 

 SIEM, Big data analytics 

 Indicators of Compromise (IOC)  

 IOC; pieces of forensic data, such as system log entries or files, that identify 
 potentially malicious activity on a system or  network 

• Account and user provisioning 

 Role based access, layering, insider threat  
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Health Care 2018 Fast Facts… 
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Dictionary Attack  Social Engineering 

Brute Force Attack  Malware 

Rainbow Table Attack  Offline Cracking  

Phishing   Shoulder Surfing 

Spidering   Guess 
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60% of cyber breaches are due to human error 

 

40.9% manually manage privileged accounts using passphrases 
or other similar methods to make passwords more secure. 

 

60% of organizations MANUALLY manage privileged accounts. 

 
 

THE 2016 STATE OF PRIVILEGED ACCOUNT MANAGEMENT REPORT. Thycotic and Cybersecurity Ventures 
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Patients Sue UConn Health over Data Breach 
Caused by Phishing Attack 

 

A class-action lawsuit has been filed against UConn 
Health, over its reported phishing attack that 
potentially breached the data of 326,000 patients. 
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#1 - ACCUDOC SOLUTIONS: 2.65 MILLION 
ATRIUM HEALTH PATIENTS.   

The largest health data breach of 2018 was 
caused by a hack on billing vendor AccuDoc 
Solutions, which compromised patient data for 
a week. 

 

#2 -  UNITYPOINT HEALTH: 1.4 MILLION 
PATIENTS3 

 

#3 – CNO FINANCIAL GROUP: 566,217 
CUSTOMERS.  

Breached data included names, insurance 
details, DOB, and last four digits of SSN. 
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#4 - HEALTH MANAGEMENT 
CONCEPTS: 502,416 MEMBERS 

A ransomware attack on HMC quickly 
turned into a health data breach, when 
hackers were inadvertently provided a file 
containing personal data of members.  

 

 #5 - LIFEBRIDGE HEALTH: 500,000 

PATIENTS 

A malware attack breach of the data for 

more than a year. On March 18, officials 

discovered a malware infection on its 

server. However, the investigation 

determined the hackers first gained access 

on Sept. 27, 2016. 
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While they occupy the same space, they are 

very different… 
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IAM focuses on managing general 

users and customers, controlling 

the access and experience that 

those users are granted within an 

application.  

 

PAM, on the other hand, delivers 

for administrative and privileged 

users by defining and controlling 

the administrative role of 

administrative users. 
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IAM solutions can be deployed on premises, provided by a third 

party through a cloud-based subscription model often referred to as 

Identity as a Service (IDaaS), or a hybrid IT model consisting of a 

combination of both. 

 

 

Cloud, mobile and IoT technologies are allowing businesses to be 

more agile, efficient and scalable. 
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Two-factor authentication adds a second level 

of authentication to an account log-in.  

2FA requires the user to have two out of three types of credentials: 

 

1) Something you know; PIN, password or a pattern 

 

2)   Something you have; ATM card, phone, or fob 

 

3)   Something you are; biometric like a fingerprint, palm/vein, voice print, retinal 
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Privileged Access Management and Identity and Access 

Management are not the same.  

 

PAM protects users with privileged access to sensitive data, 

IAM deals with a business’s everyday users. Due to this 

difference in audience, the data breach surface being 

addressed by PAM and IAM differ.  

 

PAM protects access to business and technical functions. IAM 

protects against a low number of business-specific 

applications. Given the critical attack surface of privileged 

users, a PAM solution should always be primarily implemented, 

followed by a complimentary IAM solution. 
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What is a Privileged Account? 

 

Any account that holds “keys to the kingdom”; admin, 

root, SYS, or other credentials giving administrative all-

access.  

 

Growing numbers of accounts, environments, devices, 

applications, etc., make manual management of these 

accounts inadequate. 
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Due to lax Privileged account practices, MALWARE, 
RANSOMWARE, INSIDER ATTACKS and DATA POISONING pose 
huge risks: 

 
• SERVICE DISRUPTIONS 
• FINANCIAL FRAUD 
• DATA POISINING and SENSITIVE DATA LOSS 
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• Secure Passwords 

 

• Protect Endpoints 

 

• Control Access 
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• Privileged Account Management 

 Secret Server 

 

• Insider Threat Detection 

 Privileged Behavior Analytics 

 

• Application Privileges 

 Privilege Manager 

 

• Self-service Security Tools 

 Password Reset &  

 Group Management Servers 
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Setup secure encrypted 

vault, permissions, users, 

and structure 

Discover all of your 

unknown privileged 

accounts 

Store and Rotate your 

sensitive accounts 

within Secret Server 

Implement RBAC, Access 

Requests, and other 

controls 

Add session launching, 

proxies, monitoring, 

and recording 
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In general, the industry needs to close the threat, but 
are having difficulty: 

• Struggling with managing and governing access 

• Ever Increasing regulation 

• A greatly heightened threat landscape 

• Insider threats growing 

• An explosion in the number and type of users 
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• According to a JAMA Internal Medicine, more than half (53%) of 
data breaches the researchers analyzed originated inside the 
organization. 

 

• Roughly two-thirds of insider breaches (67.4%) involved snooping on 
a family member, and more than half (51%) were repeat offenders. 

 

• Insiders were responsible for 139 breaches last year, Of those, 94 
involved insider error and 45 involved insider wrongdoing. 

 

• On average, it took organizations 255 days to detect a breach. 
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• The number of public data breaches worldwide in the first 
half of 2018 compromised the privacy of 4.5 billion records. 

 

• Healthcare once again led all other industries in the number 
of incidents, with 27% of the breaches. 

 

• Compared with the same period last year, the number of 
lost, stolen or compromised records shot up 133%, despite a 
slight overall decrease in the incidence of breaches — a sign 
cybercriminals are striking with increased severity over 
time.  

• Source: Gemalto World Security 
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Cybersecurity experts stress the need for strong authentication and procedures around 

computer access and use.  

 

Malicious outsiders accounted for 56% of all incidents, while 7% were the work of an 

ill-meaning insider.  

 

34% of breaches were chalked up to accidental loss.   

 

Encryption was used in just 2.2% of security breaches reported in the first half of 

2018, protecting less than 1% of records  

 
Source: Gemalto World Security 
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Manitowoc County breaches PHI for 3 months. 

The compromised data included demographic and health 
 information for all individuals who received health services 
 through the county, including insurance details, prescriptions, 
 diagnoses, client ID numbers and other medical Information. 
450 affected 

 

Healthcare.gov 

Healthcare.gov found that a number of agent and broker 
 accounts engaged in excessive searching for consumers, and 
through those searches, had access to the personal information of 
people who are listed on Marketplace applications. 75,000 affected 

 
• Source: Wisconsin Department Agriculture, Trade and Consumer Protection 
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• Insider threats. 

 

• Existence of malware that specifically targets privileged 
accounts. 

 

• Operational efficiency for administrator access. 

 

• Regulation and/or failed audits 

 

• Privileged account access by third parties: vendors, 
contractors and service providers. 

 

• Risk mitigation! 
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Implement a solution that automates best practices, 
eliminating tedious and complicated manual processes 
that introduce human error. 

 

• Session Launching & Recording 

• Session Monitoring 

• Passwords can automatically change after session use 

• Check Out 
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A “Best” PAM solution provides appropriate access to Privileged 
Accounts. 

 

Key features Should Include: 

 

• Privilege safe - Automate, control and secure the entire 
process of granting privileged credentials.  

 

• Session management - Improve security and achieve 
compliance by limiting privileged access for administrators, 
remote vendors and high-risk users to a specific duration.  
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Active Directory Bridge  
Extend Unified Authentication 

 

Privileged Account Governance  
Unified Policy, automated and business driven attestation 

 

Centralized Administration  
Automate and simplify 
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• Automatically discover rogue accounts and secure them. 

• Actively audit and monitor privileged user access. 

• Rotate passwords on privileged accounts constantly. 

• Enforce strong password policies for end users. 

• Easy to install and use. 

• Scalable, flexible and affordable 
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• Do you have a password problem? 

• What about privileged account 
passwords?  

• Aware of risks associated with bad 
password management? 

• What tool are you using to manage 
passwords? 

• Does the tool audit usage of 
passwords? 

• Does the tool limit access to 
passwords? 

• Are passwords shared among internal 
teams?  

• How often do you change passwords? 
Manually?  

 

• What is your process when an 
admin leaves?  

• How do you know what they had 
access to? 

• How do you manage service 
account passwords?  

• What is your policy for accounts on 
networked devices?  

• Are default manufacture 
passwords in use?  

• Do you use third party contractors? 
If so, how do you manage the 
credentials they are exposed to? 
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