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Greetings fellow PIs,
As this unprecedented year draws to a close, I wanted to make you aware of a few things before
we all get sidetracked with the holiday season and hopeful new year.
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renew by then can receive a discounted renewal fee of $50 instead of $75. After that, the renewal
fee will be the usual $75. We hope that you all take advantage of this offer and continue to enjoy
the benefits of being part of our organization.
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The IAPI website is a major source of marketing and networking for our members. We have been
working closely with our webmaster to revamp our association website. We are putting some
finishing touches on it, but it is functional now, so please take a look at it here:
https://iowa-investigators.com/
Please check your business listing on the IAPI website to make sure it is accurate:
https://iowa-investigators.com/find-an-investigator/
If you need to make any changes to your listing, please note that in your membership renewal.
You may also fill in more information about any specialties you have so they can be searchable
in the new version of the website (coming soon).
As a reference, a list of specialties can be found here:
https://iowa-investigators.com/specialties/
Best wishes for a healthy holiday season and better new year,

Web Advertisers

After you have reviewed the new website and your listing there, please renew your membership
and add any necessary changes (before December 31, 2020 to receive the discount!)

- National

Mark Mills
IAPI President

Investigative
Training Academy

Past IAPI Presidents
William Kidwell

IAPI OFFICERS

Gordon W. Gratias, CFE

John P. Dolan Jr., CLI Harlan C. Phillips
Jerald R. Lewis

James E. Mazour, CLI

James A. Peter, M.S.

Dennis M. Carr, CFE

Gary W. Richardson

Stephen A. Ahrens

William E. Burress

Dan Larsen

Robert H. Pontious

Darwin Rittgers

Clare Reed

Delbert King

Kelly Halverson

Clare Reed

Dan Conroy

Karen Mills

PRESIDENT
Mark Mills

VICE PRESIDENT
Jeff Tilson

SECRETARY
Brian Endrizal

TREASURER
Tracy VerMulm

PAST PRESIDENT
Dan Conroy

BOARD OF DIRECTORS
Dan Jones (SW)

Karen Mills (NE)

Open Position (NW)

Dan Conroy

Darwin Rittgers (SE)

To contact your Officers or Directors
please visit our website
www.iowa-investigators.com

Advertising
Published Quarterly: December, March, June & September.

Pay for 3 issues and receive the 4th issue free.
Half Page………...…….$50 per issue
Full Page……………….$100 per issue
Web Advertising……….$400 per year

Contact the Editor for information.

Any advertising submitted shall include, in advance of publication, the appropriate fee as well as camera-ready
artwork. All advertisements and claims made in such advertisements are the sole responsibility of the advertisers. The
Newsletter welcomes submitted articles, notices and other information of interest to private investigators for
publication. The items published in this Newsletter and opinions herein do not necessarily reflect the views of the Iowa
Association of Private Investigators. The IAPI reserves the right to edit, or strike any submitted article or
advertisement which it deems inappropriate.
The IAPI Newsletter is published quarterly by the Iowa Association of Private Investigators. Please make checks
payable to IAPI and send all inquiries, articles and related informational materials to: Jeff Marlin, Editor, IAPI
Newsletter, PO Box 11183, Cedar Rapids, IA 52410 or email jmarlin@marlinsspecialinvestigations.com

IAPI has a new and improved
website up and running now.
Check it out and make sure all your
information on the site is correct.

IAPI is offering a discount for members
who renew their IAPI membership by
December 31, 2020. Instead of the $75
renewal fee, members who renew before
the end of December this year can do so
for only $50. This can be done online
from the IAPI website or by printing the
form from the website and mailing the
form along with their payment to
Dan Conroy.

Unconventional Surveillance
Techniques: Smartphone Apps
November 12, 2020

by PINow Staff

Let’s face it, people are being surveilled everywhere. From street corner cameras to the apps on an
individual’s phone, a person’s whereabouts are constantly being recorded, and especially in cases of
smartphone apps, this data is often publicly shared. Unbeknownst to many smartphone users and to the
benefit of private investigators, some of the data is publicly available. Let’s explore how this data is
published and learn about some of the apps that private investigators can use to track down subjects.

Social Media, Privacy, and Surveillance
Social media has simply become a part of today’s world. According to a June 2019 study from the Pew
Research Center, approximately 7 in 10 Americans have a social media account. When people think about
social media, they often think about the most popular apps including Facebook, Instagram, Twitter, and
Youtube. Each of these apps — and countless others — have their own privacy terms, their own privacy
settings to navigate, and their own sharing capabilities. While many people are thinking about privacy
and are concerned about it, many simply aren’t sure how to secure the apps even if they can find security
settings within the app. Even when users can find the app and want to change the settings, doing so can
impact the functionality or result in incessant pop-ups that many users ignore, sacrificing their privacy in
favor of the unfettered ability to use the app. A 2019 Wired.com article on privacy made a poignant
argument that “Tech companies have made it a choice between convenience and privacy, and
convenience will always win.”
With that said, the issue is glaring: privacy remains a problem for users and tech companies. But for
private investigators, it presents an opportunity to add a new skill set to their resume and a new way to
locate a subject that can prove to be beneficial, and especially so when traditional methods fail.
Investigators should think about their subject and what interests them to determine what apps to review
— because there’s probably an app for that. Joseph Jones, who is the Vice President of Bosco Legal
Services, a Certified Social Media Intelligence Expert, and a Certified Expert In Cyber Investigations,
explained: “The number of apps that can be used to track someone’s movements outside of major social
media are almost countless. The question to start with is what are their hobbies? From there you can do a
more surgical search on platforms specific to their interests. Examples: Are they into running or hiking?
Check Strava, or Alltrails. Are they into drinking? Check Untappd. Are they an ex-con? Check
Inmateconnection.”

The Not-So-Unconventional Facebook (and Instagram, Twitter)
Facebook, Instagram, and Twitter have long been revered as the biggest names in social media. These
social media giants enjoy widespread popularity and users are sharing everything from their breakfast to
the route of their daily run. If a user’s information is public, it can be a goldmine for private investigators,
with data including recent and old pictures, their current and past locations, with whom they spend their
time, and even current thoughts and mental state. If an individual’s information is not public, PIs can look

to their friends list, listed relationships and family members, reviews, geotagged locations on pictures,
and more for clues on the individual’s whereabouts.
However, there are plenty more options beyond Facebook. Bosco Legal Services’ Joseph Jones also
revealed, “The new Facebook search options are pretty good, so definitely kick the tires on them and the
advanced search features they offer. That being said, many investigators' biggest problem is they focus
too much on Facebook. Yes, it’s still got some decent stuff, but it’s been a long time since it was the king of
social media.”

Fitness Tracking Apps: Strava, Map My Run, Nike+ Run Club, Alltrails
Those who are just getting back into fitness use different fitness tracking apps for accountability and to
see just how far they have run, walked, or biked, and similarly, fitness fanatics often love sharing their
love of exercise with others who share their passion. Many users end up downloading and using popular
fitness apps, such as Strava, MapMyRun/Ride, and the Nike+ Run Club. And, as we mentioned previously,
privacy isn’t always a user’s first concern, especially when the apps are automatically set to share a user’s
information and require a user to opt out, as reported in Wired. The popular app Strava got into hot
water when soldiers were logging and sharing their exercises, making secret army base locations not-sosecret. As a result, the where and when data complete with a map is public to anyone who chooses to look
for it. And to make matters even more open, many users will not only publish these maps to the
community within that app, but some will screenshot and share to their other social media apps, which
can let savvy PIs know where they’ll be — and for those in regular routines — when they’ll be there.

Untappd
If the subject isn’t into fitness, maybe they’re into drinking. Untappd is an app for users who like to try
different craft beers. The app’s motto is “Drink socially!” but it might as well read: try different craft beers
and broadcast your location to the world! A rewards-based system encourages users to explore craft beer
and independent breweries, checking in to earn badges. The information is publicly available, and like
many others, can be shared with an even larger audience when shared on other social media platforms.
Surveillance is easy when the subject is broadcasting his or her location.

Dating Apps
Even subjects get lonely. There are a number of different dating apps that allow users to meet different
matches and many of them are free. Although some require a subscription, the fee might be worth it in
the long run. Most dating apps allow users to set their profiles to only match with other users within a
certain geographical area. This would give private investigators an idea of where the person is located,
possibly a recent picture, any aliases they might be going by, and more. As Jones relayed, there are dating
apps unique to everyone, so think about who the subject is to narrow down what dating apps to check
out.

Yelp, Google Reviews
Businesses rely on user reviews to boost brand visibility and to secure new customers. Each is tied to a
user account which, depending on the user, will share different information about them — sometimes
even including a picture of the user. Private investigators who are having trouble finding a subject can
create an account and search for known user handles or email addresses to discover the reviews. Yelp
makes it easy for users to connect. And while not the best option for large cities, PIs can also peruse
reviews in an area where they think a user might be. While this might not be a direct route and certainly
not a first choice, it can help narrow down a needle in a haystack or potentially provide a lead when all
other methods have been exhausted.

Snap Maps on Snap Chat
Snap Chat is an app where users send photos and/or short videos to other users on their list of friends.
Users also have the functionality to add their “snaps,” aka the short videos or photos, to their “story,”
which depending on their settings, can be viewed from anyone with the app, whether or not they are
“friends.” Users who are not “friends” with the individual can view the snaps via the Snap Map, which
shows a map with glowing “hotspots,” or areas where snaps have been taken, that when tapped, can be
viewed. Previously, any user could see where all users were on the Snap Map until privacy measures
changed after concerns were raised. Again, this is not the most accessible method of surveillance, but it
has the potential to be beneficial for PIs, particularly if the subject is active on social media and also
unaware of privacy settings.

Google’s Image Search
Have a picture of a subject? You can upload it online to Google’s search engine and see if it or others like it
exist online. It’s as simple as downloading the app and uploading the photo. You’d be surprised where it
might pop up. And while we are at it, if you have an idea where a subject might live or the type of car they
drive, you can always take a cruise down Google Street View or Google Maps to see whose car is in the
driveway. While it would be a long shot, the information is out there.

The App Advantage for Private Investigators
At the end of the day, private investigators have a wealth of information at their fingertips and a lot of it is
accessible for free. The aforementioned apps are all unconventional methods of locating a subject and
they might not be the first-choice method for an investigator to use to dive into an investigation.
However, they can prove to be very worthwhile, especially when used in conjunction with other, more
conventional methods of investigating and locating a subject. Consider the days before tech proliferated
and infiltrated every aspect of our lives — we’ve come a long way from digging through garbage, photos
on milk cartons, and flyers. BRB, going to go double-check all my privacy settings now.

How COVID-19 Restrictions Changed
Private Investigations
October 28, 2020

by Stephanie Irvine

While many states have opened back up for business, others are still enforcing social distancing
mandates, remote working and learning, and encouraging people to stay at home. Undoubtedly, the
change in these behaviors has altered, at least in some ways, how private investigators conduct their
investigations. Now, as we are now six months into living in a world with COVID-19, we are taking a
moment to reflect on how restrictions and the virus have impacted the industry.

Some work volumes changed
Like many industries, work abruptly slowed down for some investigators in March when COVID-19 first
began proliferating in the United States. Although some cases stopped altogether, the good news is that,
according to private investigators, the majority of the work appears to have recovered.
Rob Slattery, a private investigator out of Ohio, explained, “Most work stopped in March and all courts
shut down. Workers’ comp cases and background checks are picking up quite a bit this past month. [...]
Some criminal cases are rolling again.”
One investigator from Trident Investigations explained, “For me in Salt Lake, the hardest thing was any
hands-on [work]. Interviewing people (which can be done over the phone depending on the type of case)
got pushed and pulling trash was temporarily discontinued. [...] As far as everything else i.e. family and PI
cases, all stayed pretty much the same here. Work dried up for a few weeks and then started to flow until
tax season hit. Kicking back up again. For family cases (mostly custody and infidelity) things got a little
busier here after the initial lockdown. Domestic violence rates went up, which is leading to more divorce
and custody cases now.[...] Personal injury only slowed as most offices were closed. That’s picking up now
too. Criminal all but dried up. That is picking up now too.”
Another investigator noted that his initial expectation was that work wouldn’t resume until 2021, but
that quickly changed. Michael Horner of Blackstar Investigative Research Services advised that, although
there are some COVID restrictions, work has picked back up: “[...] Just started a contract conducting preemployment background checks for a company that contracts with a state agency and private prisons. I
got the contract right around the time COVID hit. At first, they told me there would be no work until early
2021, but that changed quickly. Now I'm out meeting job candidates, in-person to do background
interviews with them.”
Jimmie Mesis, CEO of USA Bugsweeps based out of New Jersey, explained, “We saw a drop in February
and March, but have beaten last year's numbers every month starting in April. We only conduct bug
sweeps nationwide and have to visit houses and businesses. We are on several planes every week, but
security and paranoia never stop clients from calling us. We just adapt, overcome, and keep moving
forward.”
Other investigators have been more fortunate, with investigator Dean Beers asserting that work has been
“Business as usual for us — our clients had to adjust, and some things quickly developed or became more
useful. If anything, clients had to learn patience.”

Surveillance shut down
Surveillance cases have posed a significant challenge for private investigators for a few reasons. First,
many people are or have been sheltering in place and/or working remotely, which means they aren’t
leaving the house that often. Other factors included the shutdown of businesses in which a subject would
frequent, such as a bar or a gym, which were both impacted by COVID-19 restrictions in many states.
One Salt Lake City investigator told us, “Going undercover in businesses was hard as most were closed.”
Simply not having people out and about has made an impact on investigators’ ability to surveil subjects.
North Carolina investigator Brett Roth with Blue Falcons Investigation noted that, “People aren’t moving
around, going places and being human anymore, making catching PDA and other activities harder.” The
outlook hasn’t all been bleak, though, as he advised, “Criminal activity is higher.”
Echoing a similar sentiment, Investigator Chad Regan, whose business focuses on insurance fraud and
family law investigations in Southern California, noted an increase in the difficulty of surveillance jobs. He
explained that while business has picked up from attorneys, “[...] the subjects under surveillance are
definitely not as active as we would normally see, as most businesses are either closed or have restricted
openings, which is keeping most individuals home.”
While it appears that most investigators were able to keep working, the volume of cases slowed down.
Others weren’t that lucky as some types of cases stopped altogether, at least in the beginning. While some
of these instances were voluntary, there are others who were harder hit where the work just didn’t come.
Focusing on other types of cases, at least temporarily, seemed to be a prudent decision for some as there
was significant uncertainty regarding the virus. Alexandre Charles Matti with ACM Investigations out of
South Dakota explained how his business pivoted during the initial restrictions: “We didn’t take new
clients for surveillance cases, and we did focus more on online investigations and smaller tasks. But that’s
all. Not much changed overall for us.”
Ryan Davis explained a similar tactic, “For a while early on, surveillance was tough as the clients didn’t
want to jump at [...] insurance cases.” He continued, explaining that the uncertainty regarding how the
insurance cases would be handled resulted in the decision to stop surveillance cases. Other impacts were
related to records. “Basically, anything we need to do records-wise we are hit or miss, as some of the
courthouses aren’t allowing access.”

Future impacts?
While it appears that surveillance took the brunt of the negative impact of COVID-19 restrictions, other
types of PI work appear to have normalized somewhat, if impacted at all. With the unique challenges that
the virus has brought forth in terms of accurate surveillance, there is a question of how future cases will
be affected by COVID-19 complications.
For example, with doctors and scientists still learning about the virus, many people are wearing face
coverings in an attempt to protect themselves and others from infection. This obscures an individual’s
identity and can make it harder to make a positive confirmation.
Virginia investigator Brian Griffith explained, “The mask-wearing is really weird with getting good face ID
shots on claimants/subjects in worker’s comp cases[...] It's more of an issue when there are identity
questions on our subject claimant as could cause a family member to be mistaken for the

subject/claimant.” He continued and speculated on how this doubt could affect court cases, “There are
plenty of situations where I can confidently say I got the right subject/ claimant, while the mask just may
give enough doubt to identity as far as court proceedings. I think that's the arguments that will arise in
the next year when the court hearings start happening in relation to surveillance video obtained these
past six months.”
Other concerns could include a virus resurgence that would mandate emergency stay-at-home orders,
impacting what types of cases PIs would be able to take on and how the courts would deal with that
situation. There unfortunately are still many unknowns.

Moving forward
Most everyone is ready to get back to normal — the old normal — back when masks were not mandatory
and there wasn’t a novel virus changing our world. Only time will tell when that will happen moving
forward, but until then, stay safe!

-----------------------------------------------10 Ways To Freshen Up Your
Private Investigation Business
September 15, 2020

by Rachele’ Davis

Editor's note: This article was written by Rachele' Davis of New Hope Investigations. The opinions
expressed here belong to Rachele' Davis.
Many private investigators have experienced a slowdown in work during these last six months as a result
of the pandemic. With more time on our hands, we should freshen up our businesses and our skills.
If you’re anything like me, there are always items on your “to-do” list. As with any business, emails pile
up, workspaces get cluttered, and we neglect the areas of our businesses that don’t demand our
immediate attention.
Now is the time to address those areas.
Aside from the very obvious steps we can all take such as decluttering our workspaces,
reading/deleting/sorting emails, and closing out cases, there are other steps we can all take to freshen up
our businesses and our livelihoods.

1. Take advantage of online courses to sharpen your investigative skills
With so many conferences canceling or moving to a virtual format, now is the best time we’ve probably
ever seen for online offerings. If you’re in the same boat as many of us, you also have the time to sharpen
your skills via a few online courses.
I provide adoption searches for many of my clients. With the increased numbers of people registering
their DNA, I can always learn more and better methods of helping my clients through genealogy courses.

2. Pivot or broaden your niche(s)
If the pandemic has given you pause and you worry your niche(s) might become obsolete or remain at
the mercy of another potential shutdown, consider changing niches or adapting your current niche to this
new normal.
If you see a new need, fill it. If you can tweak your current niche just a bit to become more relevant, do it.

3. Adapt to changes on the horizon
We must accept these new changes whether we like them or not. Get creative. Find workarounds. You
should brainstorm ways you can use your skillsets to better serve your current clients or even other
potential clients out there.
Stay a step ahead. Look at what might be coming so it isn’t such a sharp blow next time.

4. Consider taking on cases you would have turned away before
If all you’ve ever offered is surveillance, you don’t have to stay locked into that. If surveillance jobs have
slowed down for you, consider offering other services such as background checks. As potential clients call
you, hang onto some of those cases you would normally pass on to other private investigators.

5. Get more organized
Organize your business in general. If you are unhappy with your current case management system, find
another that suits your business and your personality better. If you’ve never taken the time to create a
report template, type one up. Organize your old case files. Create that spreadsheet that will alleviate some
headaches down the road.

6. Streamline your processes
One of the best moves I made early on was to streamline my processes. If you haven’t done this yet and
your particular workload could benefit, I highly recommend it to you. I created a template for any
potential adoptee or birth parent who contacts me regarding an adoption search. This template includes
an initial emailed response to an inquiry as well as a packet of information to answer the most frequently
asked questions. This template saves me a lot of time instead of reinventing the wheel with every client.

7. Reach out to other private investigators
Especially if you are a solopreneur, this can be a very isolating job. Reach out to other private
investigators through conferences, social media, email, phone calls, and any other means you prefer.
These past several months, it sure has helped me to regularly touch base with several other private
investigators to check in on them and talk about the current slowdown we have all found ourselves in.

8. Rework your ideal client if necessary
If you’ve found that your ideal client is no longer viable as an ideal client, it’s time to recreate that role.
Consider all your options. If the pandemic has dried up your current client base, either find a new client
base or restructure your role and create ways to still prove useful to your current clients.

9. Find new ways to use your skills
If you’ve been using your skillsets within the same structure for years, maybe it’s time to restructure. Get
creative. How can you use your current skillsets to meet new needs?

10. Pursue that other project you’ve always considered but never had time for
We all have tasks on back burners. Many of us have things we’ve always said we’d like to get to “one day”.
Perhaps it’s time to change your “one day” to today. If you’re looking for alternatives to supplement your
income or you’re just looking to find something that further fulfills your career goals, go for it. The days
aren’t getting any longer and you’re not getting any younger.
When you freshen up your business, those around you will notice. Maybe you’ll even become known as
the guy or gal who doesn’t crumble under pressure, but thrives.

About the Author
Rachele’ Davis is the owner and operator of New Hope Investigations in Joplin, Missouri. She is a licensed
private investigator in Missouri (2016012045) and Kansas (D-5825). Rachele’ began a career in teaching
before obtaining her Masters in Criminal Justice and creating a position for herself as Joplin Police
Department’s first crime analyst. Her work contributed to a 17% city-wide reduction in overall crime
during her seven years as the department’s sole analyst. After she and her husband adopted an infant son
in 2015 and hired a private investigator to aid in a custody battle with the birth father, Rachele’
transitioned from crime analyst to private investigator herself. She obtained her private investigator’s
licenses and launched New Hope, specializing in adoption searches.
Rachele’ is currently a contributing writer for Pursuit Magazine and publishes a bi-weekly blog. She is a
member of the United States Association of Professional Investigators, Missouri State Investigators
Association, Kansas Association of Licensed Investigators, Association of Professional Genealogists,
National Genealogical Society, International Society of Genetic Genealogy, and American Adoption
Congress. Rachele’ can be reached at rdavis@newhopeinvestigations.com.

PI Databases: Exclusive Tools to Boost OSINT Performance
October 20, 2020

by Emmanuelle Welch

Databases: Your First Agency Investment
To private investigators in the United States, it’s no secret that subscription databases are the first
investment they need to make after hanging their license and insurance certificates on the wall.
These databases are essential professional tools in all kinds of investigations, including open-source
intelligence (OSINT) research.
While OSINT involves collecting, analyzing, and interpreting information accessible publicly on the
Internet and elsewhere, subscription databases are behind a paywall and several layers of protection,
from two-factor authentication to IP address monitoring. These databases provide convenience (data
aggregated from various public records sources delivered at a lighting speed) and “proprietary
intelligence” (unlisted information supplied by commercial entities).
“These databases can be a great launching point with reliable data,” senior threat researcher and
OSINT instructor John TerBush commented on a recent OSINT Curious webcast.
In my experience as a private investigator, databases can provide a sharp edge at every stage of
your research, especially when your subject is deliberately stealthy or has a very common name.

Gaining Access
The first trick is to get access to these services. Unless you’re a PI or a detective for a law
enforcement agency, you have no reason to be familiar
with TLO, IRBsearch, Tracers, DelvePoint, IdiCORE, CLEAR, or SkipSmasher, to name a few. Some
professionals working with investigators, notably lawyers, are accustomed to LexisNexis or WestLaw,
which typically offer a lower level of access to personal identifiers.
Professional investigators have to be vetted to gain access to the highest tier of data. They undergo a
background check and often submit to a physical inspection of their offices, to show that data is
safeguarded, including electronically. They also need to start each session with an affirmation
of permissible purpose and compliance with federal laws, such as FCRAand GLBA. But once a
private investigator is in, at a cost that isn’t negligible (read: a sizable monthly budget), they have
access to a wealth of information that other intelligence professionals around the world only wish they
had in their own countries.

A Vital Tool for Steering Your Investigation
As a private investigator specializing in OSINT, I find that professional databases are especially
helpful for beginning your research of a person with a very common name in a big metro area.
Identifying a recent e-mail address and current cell number can save lots of time locating the right
social media account.
I subscribe to several subscription databases and can only talk about the products I know well. All of
these databases contain some version of a credit header (the identifying information that
accompanies consumers’ credit reports in the U.S.), aggregated civil and criminal records, property
records, professional licenses, voting records, vehicle registration in certain states, etc., but each also
has its own particular specialty.

How Specific Databases Perform and When to Use Them
My first go-to databases to kickstart an OSINT search are idiCORE and IRBsearch. I find that
idiCORE has unique private sources of e-mail addresses and cell numbers. They’ve helped me solve
countless cases, including linking a VoIP or burner phone number to an individual.
One strength of IRBsearch is its versatile e-mail search capability. It does require a lot of playing
around, however. (For example, if you try to get all the e-mails attached to one residential address,
the query often returns “no hit” and needs to be adjusted until you produce results.) Another
advantage is that IRB will disclose their source. Once, I was researching someone suspected of
workers-comp fraud, and I learned from IRB that, two years before the alleged accident, the subject’s
email was used to register an account with a website offering to “help” people prepare a disability
claim.
In other cases, when the subject’s e-mail address is linked to many payday loan service or daytrading websites, it can give soft clues about their lifestyle. Once I have identified that active e-mail, I
run it through multiple search engines: (eTools and various OSINT tools, depending on the type of
search: free (My Life, emailrep.io) or paid (Spokeo, PIPL, etc.)
But while I often find cell numbers from databases to be current (people really like to hang on to their
number!), many databases dig up fossilized e-mails from the CompuServe or Netscape eras. Still,
those moot e-mails can also be gold. Creatures of habit often recycle old user names (the portion
preceding the @) using a different email service, or input them as such to open a social media
account. (See the great tools UserSearch.org and What’s My Name.)
Once, on an international child abduction case, an old e-mail led to an online resume of the abducting
parent, which indicated where in the world they had settled. (Unfortunately, that country was not a
signatory of the Hague Abduction Convention.) Another time, working on a harassment case, I looked
for a subject on Reddit and tried every user name possible, using every Google dork I had. I finally
ran a user name from a unique, not-so-fresh e-mail address presented to me by idiCORE. It turned
out that within the past two weeks, this person had created (and deleted) a Reddit account with that
particular username. In lengthy posts, which I managed to retrieve thanks to the Reddit archive
(Pushshift.io), this individual was confessing to their entire side of the story and detailing their
intentions.
I also find that professional paid databases can give you the context necessary to push an OSINT
investigation forward. For instance, when working on fraud cases, social media searches often return
very little, as our subjects have learned how to clamp down their Facebook, set their Instagram to
private, go stealth on Twitter or TikTok. I find that TracersInfo, a very PI-friendly database, gives me
the best data on relatives and associates. Their data goes back to the early ‘80s, if not the ‘70s. They
know exactly who your subject has been living with for the past 30 or 40 years.
“Who’s the mom or who’s the girlfriend? Game over,” mused cyber-security expert Daniel Clemens at
the Osmosis 2020 conference. It’s not always that simple, as mapping the relatives may require going
three or four degrees deep in order to find a break. But a grandmother or a cousin may have photos
of our subjects, comments by them, or links to their under-the-radar social media accounts.
Subscription databases are only one tool set, but they remain essential for a timely investigation. For
instance, early during the Covid lockdowns in the U.S., I was trying to locate a student in New Jersey
who couldn’t be found at his usual dorm, as his campus was shut down. A phone pretext to a relative
revealed that he was staying with a sister, but the young man had five of them! Thanks to paid
databases, we figured out the addresses of all the sisters. Using a popular dating app and the
geolocation sensors on the Chrome browser, I conducted searches within one mile around each

home. The student’s live profile popped up in the vicinity of the second sister’s house, and soon after,
the process server was on their way.

Are These Fancy Tools Really Necessary?
OSINT purists could interject here and say that a lot of the free, often spammy sources online peddle
the same old e-mail data or addresses that private investigators pay a premium for in professional
databases. A thorough search using Whitepages.com — not for the phone number, mind you, but to
identify family members and neighbors — can turn up wonders. And they have a point, as a good
OSINT investigator should be able to stay nimble, leaping here and there without fancy tools.
Subscription databases are also famously riddled with antiquated or inaccurate information: You’ll find
misspelled names, data of relatives mixed together, wrong apartment numbers, etc.
While all of this is true, even from sour lemons you’ll likely end up making lemonade. Again, each
paid database has its specialty and will offer tidbits that can boost your OSINT search in ways that
you didn’t expect.

Final Report
Having grown up in the European Union, where stringent privacy laws make such databases
impossible, I am perhaps excessively attached to them. When asked by newly licensed investigators
which one to subscribe to, I always recommend at least three. And I try to keep an eye on attempts
by lawmakers of all political parties to legislate away access to this paywalled intelligence.
In the context of the fear of “Big Data,” TracersInfo can’t be praised enough for entrusting PIs with all
the data necessary, such as full date of birth (or date of death), to help ensure they’re pulling
information about the right person and avoiding mistakes. Yet, if access to these databases had to
disappear, as much as I would mourn the convenience and the reliable information they offer, I would
certainly take comfort in the fact that my favorite and most essential databases will likely remain:
subscription media databases such as LexisNexis, Dow Jones Factiva, ProQuest Dialog,
and Newspaper.com. These too are essential tools, accessible without a PI license, that prove
incredibly useful in all of my cases, especially international OSINT investigations.
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Not all people searches are created equal. Here’s a primer on levels of service a process
server or private investigator might provide.
In the business of litigation support, there are times when defendants or witnesses cannot be located or
served. Maybe they live in a gated community or condominium with restricted access, or perhaps they’ve
moved away from the last known address.
In the first situation, a few hours of surveillance or a pretext might be enough to gain access to the witness and
get them served. But in the second case, a PI or process server may have a tougher job — putting papers into
the hands of someone who could be … anywhere.
“Finding” someone can mean many things, depending on the level of service a client needs … and is willing to
pay for.

Skip Trace
“Skip tracing” at the most basic level is when a PI or process server runs a subject’s personal data through a
proprietary database and identifies a new, hopefully current address. The PI might charge $125 – $150 for a
quick search — which only costs the investigator a few dollars, plus the time to run the search itself. At this
price point, the investigator generally provides this most likely current address to the client as an alternative
address to attempt service, with no additional research or verification.
In most circumstances, this is sufficient. It’s usually cheaper for the attorney to send a process server at a flat
rate for an attempted service (usually $50 – $75) at the developed address than to send a licensed investigator
whose hourly rate may be significantly higher. However, if the process server can’t find the subject at the
developed address, an attorney no longer needs a skip trace, but a location investigation.

Location Investigation
A location investigation is more intensive than a skip trace and means turning to more robust databases, “open
source” repositories (DMV, county clerk, state agencies), and/or social media sites. Some of these sources
require a monthly subscription of several hundred dollars per month and are more geared to licensed
professional investigators than to process servers. (The distinctions between private investigators and process
servers and their revenue models are topics for another article.)
Investigators generally don’t do location investigations for a flat rate but will recommend a budget to the client,
based on their best guess about the expected difficulty of the investigation. For instance, tracking down a
middle-aged female who’s been married multiple times and lived in several states is more complex than
locating a middle-aged male who owns a local business. The woman could have remarried, changed her
name, and moved across the country; the business owner most likely purchased a new home in the same city.
In a location investigation, identifying a current address through a database search is only the beginning. To
verify that the person actually lives there, an investigator may surveil the house or look for motor vehicles
registered to the subject at that address. A social media search might turn up photos of the outside of the
residence, which can be checked at a site visit or on Google Maps street view. The better databases provide
“utilities” searches, along with properties and vehicles in other states that may not appear in the home state.
A location investigation could cost anywhere from $250 upward. A short case study might help illustrate why a
higher cost might be necessary: Our agency once charged a client several thousand dollars to find a civil
defendant, but the challenge was enormous and the need was urgent. It took months to accomplish, and we
only resolved the case via a Hail Mary pass that, fortunately, worked.

The defendant was an Asian national who had gone “off the grid” — no vehicle, no recent address, no
employment, no social media that we could identify. (There were hundreds of profiles with identical names
from all over Asia.) The only address that seemed consistent was a post box at a packing store, which
provided an out-of-date address to the client. Our one clue was that the subject had renewed a health care
license.
After receiving authorization for the expense from the client, we purchased a small “care bear” and packed a
small GPS device inside. I wrote a pretext letter stating that we were looking for health care professionals in
the subject’s area and encouraged the subject to contact the fictional agency. We activated the GPS, packed
the letter and bear into a small box, and sent it off.
I spent two days nervously watching the tracking device as the package moved through the mail system to the
postal store. Finally, late on a Friday afternoon, the package appeared at an apartment complex about half a
mile away.
On Monday, accompanied by a certified process server, I knocked on several doors before finding the elusive
defendant. “Hail Mary, full of grace…”
Fortunately, most cases are far less complicated than that one and can be resolved for a few hundred dollars
at most.
When meeting with a client (or a vendor) about a location investigation, you’ll want to do the following:

1. Ask what efforts have already been made to locate the subject.
Did a process server take notes about what happened when he attempted service? Those notes can be
extremely helpful for a location investigation, especially if the process server documented license tags on
vehicles parked at the location or wrote down physical descriptions of the residents.

2. Discuss a proposed budget.
Let clients know up front that the cost for a location investigation will probably be more than for a skip trace. Setting
a budget provides parameters to investigators and assurance to clients that they won’t be receiving a bill far
exceeding expectations. The budget, however, should be realistic, reflecting the facts and urgency of the search and
the prior attempts made.

3. Maintain contact with the attorney and/or client.
Keep clients apprised of how the search is going and any difficulties you encounter. This lets them know that
you’re a professional and are considerate of their time and resources.
For the busy investigator, location investigations are challenging and can be fun as well as profitable. Many
times they can be conducted from the comfort of your office. Putting together the puzzle of a subject’s
relationships, employment, assets, and hobbies to come up with a location is rewarding, especially when you
can help a client resolve a problem.
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