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I hope this message finds you and your family healthy during this
unprecedented time. The IAPI Board of Directors made the decision to
cancel the IAPI 2020 conference for the safety and consideration of our
members, speakers, vendors and hotel staff. We trust you are
understanding of how difficult that was for us to conclude. Know that you
are not alone during this time. Your IAPI Regional Directors are here for
you if you need any assistance or guidance over the next few months. The
IAPI conference committee will be making recommendations for qualified
on-line training for those that will need CEU’s this next year. Please look
for an email regarding that soon.
If your PI business is like most, things have slowed down and you
probably have more free time right now. Besides staying physically,
mentally and emotionally healthy, this is a great opportunity to prepare
your business for growth when things are back up and running soon.
 Take on-line training courses (especially on topics that can expand
your skills)
 Update your website and develop your business social media
 Prepare new marketing concepts and implement them when
businesses reopen
 Based on your comfort levels, network with other IAPI members
As always, I am here for you if you ever need anything.
Stay strong,
Mark Mills
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How Private Investigators Fight Human Trafficking
March 2, 2020 by Stephanie Irvine

If you or someone you know is a victim of human trafficking, or need to report trafficking, get in contact
with National Human Trafficking Hotline:



Call: 1-888-373-7888
Text: 233733

Human trafficking is a humanitarian crisis that is happening all over the world — including the United
States. Recently in late January 2020, President Trump signed an executive order to combat human
trafficking and online child exploitation. It is evident that human trafficking is a problem that is
escalating.
While government officials, state, county and local law enforcement agencies, and victim advocates are
working to combat this epidemic, the role of the private investigator is somewhat overlooked. Private
investigators can make a difference when it comes to human trafficking and many have already made a
huge impact. Here’s the information you need to get involved as a private investigator who specializes in
investigating human trafficking.

What is human trafficking?
First, it’s important to understand exactly what “human trafficking” means. While many equate it to
forcing individuals into the sex trades, it is not limited to that type of work. Human trafficking ultimately
enslaves someone to do work against their will — any type of forced labor is considered trafficking, no
matter the industry.
For some, slavery might seem like an issue that’s purely in the past, but the number of those trapped in
modern-day slavery is actually growing largely due to lack of awareness and denial that such a problem
could exist. Even for those who are aware that this issue exists, many are unaware that it is happening so
close to home. But the truth is America is ranked as one of the worst, if not the worst, countries for
human trafficking. So while this is an epidemic worldwide, it is also happening in your own backyard.
Human trafficking is the practice of recruiting, harboring, transporting, or receiving humans by coercion,
fraud, or force for the purpose of forced labor or sexual exploitation. The exact number of human
trafficking victims worldwide is impossible to calculate since a majority of the crime goes unreported, but
the International Labour Organization (ILO) estimates that there are 40.3 million victims of human
trafficking globally — and 75% of this number are women or girls while 25% are children. The human
trafficking industry is also estimated to be a $150 billion industry worldwide.
Dottie Laster, co-founder of Global Pursuit Investigations, began her career in 2003 after being one of
only 80 people selected by the U.S. State’s Attorney for the first human trafficking training program of its
kind. As a victim’s advocate, she trained alongside law enforcement officers to understand how to
recognize human trafficking, how to handle victims, and how to understand the laws surrounding
trafficking cases, as well as how to prosecute them.
After years of dealing with victims from all over the country, Laster recounted that “Trafficking has
increased dramatically. When smartphones became interactive in so many ways, the bad guys have used
that to their advantage. Teens and young adults are using these interactive applications. It doesn’t
discriminate between age, gender, geography, socioeconomic status.” Anyone can be a victim. She told
stories of victims who were incredibly affluent who were victims of human trafficking, of young boys,
adult women — and they were all equally as horrifying.

Human trafficking is a very real, very prolific problem that is devastating families through the torture and
killing of victims across the United States and the globe.

Can private investigators help human trafficking
investigations?
Traditional law enforcement officers are not the only professionals involved in investigating human
trafficking cases. In many cases, the FBI, victims’ advocates, law enforcement, and NGOs (nongovernment organizations) like private investigators, combine to create a coalition against sex trafficking.
Family members who are searching for a loved one lost to human trafficking may feel they are not getting
a strong enough response from local law enforcement, and as a result, they may seek out private
investigators to help reinvigorate the investigation or conduct their own investigation and recovery
effort.
Private investigators can absolutely aid in human trafficking investigations. The numbers and scale of
human trafficking can feel overwhelming, but private investigators have unique resources and skills to
help. This is especially true because local law enforcement is often overworked and unable to put the
amount of time and energy needed to resolve human trafficking cases, let alone have dedicated units to
work these kinds of cases.
According to an article, “Sex Trafficking: Can Private Investigators Fill Gaps Left By Police?” published
in The Crime Report, private investigators have one of the most valuable resources when it comes to
working human trafficking cases: time. They are not burdened by the need to protect the public and
handle the volume of cases that local, county, and state law enforcement agencies handle.
The Crime Report article highlighted this capability through interviews with both experienced
investigators and victims of trafficking: “Private eyes have the time and resources to focus on a specific
case, and those that have experience finding missing children know what signs to look for.” When
discussing how long it takes to solve a human trafficking case, Laster explained, “The process can be days,
weeks, months years. It depends on the tenacity of traffickers and barriers in between.” Considering the
strapped budgets, lack of resources and manpower that some law enforcement agencies experience,
private investigators are often a welcomed asset. The Department of Homeland Security offers training
for individuals — a clear indicator that both victims and law enforcement need help.

How PIs can help human trafficking investigations
Private investigators can help human trafficking investigations in a multitude of ways. Drawing from
their skillset of finding missing persons, surveillance, and keen eye for evidence and details, private
investigators are often able to do things that law enforcement can’t, whether it is due to time or other
circumstances.
“We face several challenges when taking on human trafficking investigations — time, money, manpower,
along with countless search warrants for social media and technology (cell phones). The transient nature
of the crime makes it difficult to track both the victims and suspects, as they seem to disappear and
reappear quickly,” according to an article published by human trafficking nonprofit, Thorn.
This sentiment was also echoed through our own interviews with experienced private investigators.
During our interview with Dottie Laster, she explained that human trafficking investigation “Draws on
many of the great skills that PIs have. They can fill in gaps that law enforcement can’t do.”

We also reached out to Kimberly Hamilton, owner of Female Agents, Inc., a PI who has been in the
industry for more than twenty years. She explained that “Private Investigators are in a great position to
both recognize and report human trafficking. PIs are in positions to ask questions, gather evidence, take
pictures, and witness suspicious activities while knocking on doors, talking to people, and conducting
surveillance. Social media networking sites are common recruit avenues for victims and investigators can
come across a trafficking case if they know what to look for.”
Hamilton told of one instance in which she was able to uncover a human trafficking incident: “I
discovered a labor trafficking situation by serving a summons on a female at her place of employment.
She worked in the kitchen of a restaurant and while talking to the manager, I picked up on some clues of
trafficking. I asked key questions and reported it once I obtained enough information. PIs who know the
characteristics of human trafficking, whether labor or sex trafficking, can play a vital role in reporting and
stopping it.”
Many victim task force units focus on getting information to help track, locate, and recover victims, and to
accomplish that, they partner with a variety of agencies. Private investigators can get involved by offering
to track and find missing youth involved in the trafficking industry.
Private investigators like the investigator that recently accompanied a local CBS i-Team to identify
several instances of human trafficking can use their keen sense of intuition to uncover evidence of human
trafficking that is hiding in plain sight. Hotels, motels, gas stations, and truck stops are often common
locations where human trafficking occurs, though it certainly is not limited to those locations. For
example, homes frequented by various visitors at all hours may have some type of illegal activity and
could be used for human trafficking. In homes, prominent indicators of human trafficking are heavy
security cameras and windows that are barred shut or covered with non-traditional window coverings
(we’re not talking about typical curtains - cardboard, tin-foil, etc. may be used).
Often, when surveilling a location that could be known for trafficking, identifying an individual who
avoids eye contact, does not have control of his or her own funds, or has a lack of personal possessions
may also indicate that someone is forced to work against their will. Obvious bruising, brands, or other
markings are also signs of abuse that could be indicative of human trafficking.
Not all work is on the streets, however. Many private investigators specialize in deep dive internet
searches, which is where many of the human trafficking predators are lurking — online and in
smartphone apps. This technological skill paired with the savvy gut instincts of experienced investigators
can lead to identifying victims and subsequently rescuing them.
Hamilton offered that PIs also have a lot to offer with regard to their surveillance skills “Surveillance is
often done in areas such as gas stations, parking lots, and communities where trafficking may occur.
Being aware of your surroundings, people watching, and recognizing the signs of human trafficking can
make all the difference for a victim if it is reported.”
Beyond the basic private investigation skills, PIs can work with the family to continue to advocate for the
victim by keeping much-needed attention on the case and working with local media, social media, and of
course, private advertising.

How to Get Started Investigating Human Trafficking
While there is certainly a need for more investigators as human trafficking has exploded in the United
States, it is important that private investigators take on specialized training — whether it is through a
government agency or mentorship-like program.

Highlighting the unique nature of human trafficking investigations, Dottie Laster explained, “It’s like no
case you’ll ever work. No matter how great of an investigator you are or what your field is, it’s all great,
but the rules are totally different and there’s a learning curve. You have an unwilling protectee - it’s not
that they don’t want to be rescued but there are a lot of barriers.”
She offered a word of caution, though she still encourages private investigators to get involved in these
kinds of investigations: “Traffickers have written a rulebook that ends in the wrong people being arrested
so you have to be very knowledgeable with this kind of case. You don’t want to break the law
unknowingly or endanger the victims and family. There’s a lot of landmines and quicksand.”
One aspect of the investigation that many private investigators do not expect is how traffickers
reprogram their victims to stay and not want to be found, which makes the job of investigators even more
difficult. Laster explained, “The coercion around the victim is invisible. [...] The coercion keeps [the
victim] quiet, willing to take prison over having their little sister trafficked. It’s the leverage that can be
used in so many ways. There are so many out there. You can’t imagine because they just get buried
literally by the trafficker or the court system.”
When asked if the work was worth it, without hesitation Laster affirmed “There’s no way to put a value to
that other than that it’s inexplicable to say how satisfying it is. It’s a good journey. Been a lot of places
seen amazing people that wind up being like family forever.”
Laster now offers training for investigators interested in getting into human trafficking investigations:
“My goal is with that training to utilize the skills of an investigator to effectively not just rescue the
victims but serve their family. You’re literally dealing with every part of crisis management. Family
members become volatile in efforts to rescue the victim, along with court and bad guys. My training
centers around using those skills.”
Private investigators can also seek training from the United States Department of Homeland Security,
which offers an online, self-paced training program to become a Certified Human Trafficking
Investigator through The McAfee Institute. A number of outside organizations recognize the at-home
online human trafficking certification program, including the Missouri Department of Public Safety, the
International Law Enforcement Educators and Trainers Association, National Institute for Cybersecurity
Education, and the Missouri Department of Higher Education, among others.
There are a number of non-profit organizations that offer training and education on human trafficking.
For example, The International Association of Human Trafficking Investigators (IAHTI), is a non-profit
dedicated to human trafficking education that offers training and conferences in which investigators and
other service providers who seek to learn more can learn from those experienced in the industry. Saved
in America is another non-profit that hosts different events offering human trafficking education in
addition to handling their own investigations; according to their website, they have assisted in over 200
recoveries since December 2014. Operation Underground Rescue also offers training; in five years, they
have rescued 3,100 victims according to their website. These are just a few of the many, many
organizations out there that offer training and assistance to victims and their families while working to
raise human trafficking awareness and focus on prevention.
You can also reach out to a number of government resources to seek additional education or assistance.
For example, you can phone the FBI or ICE-HSI (Immigration and Customs Enforcement — Homeland
Security Investigations) office that serves your jurisdiction if your case involves a foreign-national victim
or suspect. Additionally, the National Human Trafficking Hotline: 888-3737-888 can tell you if there are
federally funded task forces or other resources close by. It is important to note that the nearest task force
may be several states away — but these task forces include local and federal law enforcement and victim

services providers experienced with human trafficking. They can offer assistance or point you in the right
direction.
The good news is that although human trafficking is an epidemic, fighting this scourge of our society is
expanding as more organization establish themselves and their impact.

What to do if you suspect human trafficking
Whether you are someone interested helping human trafficking victims or you’re already a private
investigator, if you suspect that a human trafficking situation is occurring, you will want to reach out for
help if you’re not yet trained to handle it.
Often, these are dangerous investigations that require multiple individuals’ cooperation and/or agencies
to handle, perhaps most importantly including victim’s advocates experienced in handling the
traumatized victim upon recovery.
Use the National Human Trafficking Hotline to connect with services and support for human trafficking
survivors, or to report a tip: call 1-888-373-7888, text 233733, or chat online.
--------------------------------------------------------------------------------------------------------------------------------------

Serving Pro Se Clients
February 10, 2020

by Stephanie Irvine

From time to time, an individual may seek out a civil process server as a pro se client
(meaning on oneself’s behalf). Whether it is to have a spouse served divorce papers or to give
notice of an impending lawsuit, individuals are not required to have legal counsel, though
many find it beneficial. Of course, as a process server, working for a law or debt collection
firm has its perks over working for a pro se client; these firms are familiar with the legal
requirements of service of process and often (though not always) will have a pre-payment
plan set up for repeat work. However, there are benefits to completing a pro se job. The topic
is often a discussion point among process servers: to work or not to work with pro se clients.
Keep reading to learn about the merits and pitfalls of serving pro se clients, which is
ultimately up to the individual process server.

Payment
When serving a pro se client, it is important to get paid upfront for services. This eliminates
the hassle of tracking down a client for payment after you have completed the work. A savvy
individual expects a written agreement to assuage any fears that your company would take
their money without actually attempting service of process. Having a document like this that
sets out the terms and the payment expectations can go a long way in preventing headaches
for you and for the client down the line. While getting pre-payment is important for both law
firms and pro se clients, getting payment from a pro se client carries more risk as an
individual is often more elusive than a law firm.

Expectations
Pro se clients reach out to process servers because they need help and they’re not sure how
to get documents served. While this creates a business opportunity for process servers, it also
comes with some headaches. Pro se clients often do not understand the rules of procedure,
and with our society moving to a point where nearly every service has become instantaneous,
their expectations of when service will be completed are skewed. It is important to lay out
exactly how you will conduct service and the terms of your agreement (how many service
attempts and within what time frame) in order to eliminate any misconceptions. Law firms,
on the other hand, are often familiar with how service of process works; while they are
sometimes demanding, they also likely will have an agreement in place that dictates their
expectations on your civil process service company’s services.

No Serve, No Pay?
New process servers might not realize that there are occasions where a server attempts
service but is unable to complete the serve after several attempts, causing them to question
whether payment should still be expected. For most process servers, the answer is
unequivocally yes. Process servers should document all their service attempts which are
ideally attempted at various times. While the inability to effectuate service should certainly
not be the norm, the occasion may arise when a service could not be completed due to
circumstances outside the process server’s control. Process servers should always attempt
service multiple times and at varied times that are laid out in the terms of agreement — and
with those terms should be a provision that states what happens if a server cannot serve a
defendant. Payment should still be expected in the event of a non-serve, even for pro se
clients.

Pro Se, Pro Bono?
At times, process servers are in a position where they are asked to take on a service job for
free, also known as pro bono work. Most often, every process server is in the field, at least in
part, to make money. Why would a server accept a job without the expectation of payment?
Oftentimes there are some cases that pull at a server’s heartstrings and they may feel
compelled to take on the case, especially if the law firm is handling the case pro bono. At the
end of the day, pro bono cases are at the complete discretion of the process server and under
no circumstances are a requirement.

No, Thank You
With all of this considered, you may be wondering if you have to take every client that crosses
your doorstep. The reality is that if you work independently, you are in control of what jobs
you decide to take on. There are some jobs that seem like a bad idea — and it is in those
instances where you should listen to your intuition and decline the job. One thing is certain:
the legal world is alive and well with plenty of lawsuits that need process servers. In the event
that you decide to turn down a job, it is important to still be tactful and respectful.

Bottom Line: Get It In Writing
The most important takeaway from considering doing work for pro se clients is that it is
important to clearly lay out exactly what you will do, from service attempts to payment, in
writing. Having this agreement covers both yourself and your business and ensures that the
job will, at the very least, be held to the standards set forth in your contract.
---------------------------------------------------------------------------------------------------------------------------------------

How Private Investigators can get
Insurance Adjuster Clients
February 17, 2020

by Valerie McGilvrey

Editor's note: This article was written by Valerie McGilvrey who served as a Texas property and casualty
insurance adjuster for seven years. The opinions expressed here belong to Valerie McGilvrey.
A critical question private investigators often ask is, “How do we get direct work from insurance
companies?” This is a client base that investigators often struggle to reach. As a former Texas Property
and Casualty Insurance Adjuster, I can teach you the insider perspective on getting hired as an
investigator.

Range of Expertise
Worker’s compensation claims aren’t the only claims for which underwriters hire private investigators.
When I worked for an insurance agency, fraud claims accounted for about 30% of reassigned claims to
my independent adjusting firm. Even simple homeowner claims are sometimes wrought with fraud.
The common-sense approach isn’t to prove that a claim is a fraud but prove that it is an authentic and
covered claim. As an adjuster, if I wasn’t able to do that on my own, I used a private investigator. Because
the insurance agency authorized me to pay claims $250,000 and above, I could spend a larger sum of file
money on investigations.
The most popular type of fraud during my years of working claims was exotic and luxury auto theft. I
attest that it’s still a go-to for easy money with con-artists. It’s easier to recover these vehicles now more
than ever due to the number of license plate recognition cameras strapped to repossession spotter cars
and tow trucks.
Since insurance adjusters work with more than worker’s compensation, make sure that you are qualified
for all lines of their business and can, therefore, be hired for all their cases. An insurance adjuster wants
to find one reliable private investigator they can use over and over again instead of spending time finding
someone new for every case.

Classes & Self-Promotion
Monetary resources’ scarcity stonewalled opportunities for investigators because insurance agencies can
no longer afford their services. Even with referral sites such as Claimsdex.com and Claimspages.com, you
need an insurance adjuster that works fraud and workers comp claims to authorize hiring a private
investigator. Because this is the case, you will need to stand out from other investigators by having the
qualifications to justify the expense.
Before you can market yourself to adjusters, it’s important to sound professional and knowledgeable
about what makes insurance investigations different from other types of investigation. For example,
insurance investigations have specific terminologies of which you must be familiar, such as MVA (motor
vehicle accident) or IME (independent medical examination). To learn about this vocabulary and the
expectations of insurance surveillance specifically, you will need to do your own research and potentially
take courses.
To be more appealing to a discerning agency, take certification classes offered for insurance
investigations and other relevant topics. Be sure to promote your certification and expertise online or in
your marketing outreach to demonstrate your relevant skills.
Additionally, these classes provide the opportunity for you to meet hundreds of adjusters. Adjusters
themselves attend these classes for their own continuing education and certificates. Here, there is a
relaxed atmosphere and you can shake hands, exchange cards, and have their full attention. The best
types of classes to attend for this purpose are catastrophe, software, property certifications, and bodily
injury.

Direct Marketing
Keep in mind that, unless insurance companies have specific rules or an established investigation
company that they use, insurance adjusters can hire whoever they want to investigate on their behalf.
This means you will be appealing less to the companies themselves and more to adjusters. An important
part of this is doing your job well and building a stable relationship with adjusters. Professional
relationships, just like personal ones, take time, persistence, and attention. Go into this knowing that a
single email, business card, or handshake likely won’t get you the job.
Research and attend the conferences for adjuster associations and self-insured associations. There are
local, state, regional, and national conferences and associations that require attendance by all insurance
agents for continuing education. Here, you can make contacts, build relationships, and earn new clients.
Obtaining your state list of licensed insurance adjusters for a direct mailer could work for a state with a
low population. Keep in mind this tactic does not work for every business type as personalization is
difficult. Additionally, you can spend thousands of dollars on printing and postage and not get one new
client.
Instead of spending money with postcards or hours on the phone, try a more personalized style of
marketing. Group insurance adjusters together by type and send out emails that speak directly to their
main line of work. Keep a working list of insurance offices and drop off business cards when you are
already in the area for another job to keep your time-investment minimal. These tactics are easy to work
into your daily routine.

Often, self-insured cities will handle their own claims. Research the cities in your surrounding areas to
see if you can add your name to their vendor list of investigators.

Search via Courts
An effective way to find full-time adjusters is to search for civil cases in your local courts. Any case with
an insurance company as a plaintiff or defendant that’s in litigation with an individual wouldn’t be a
subrogation suit. Subrogation is when an insurer, who paid for the damages in an accident, looks to a
third, at-fault party, to cover the costs. Subrogation departments may need investigators to look into a
third-party and their responsibility in the accident.
Searching Pacer.gov could also be a strong source for leads. Looking through case files is easier than in
years past due to files scanned and made available online either free or at a very low-cost. If a case isn’t
viewable online, you can request it and the county would pull the file and scan and upload documents for
public view. Most counties don’t charge for viewing or downloading documents that are not certified,
which makes the only expense your time.

Conclusion
Working for insurance companies is often very beneficial for private investigators especially if a company
turns to them time and time again for all their investigative needs. By receiving the right certification and
acknowledging the specific needs of insurance adjusters, private investigators can appeal to adjusters
and grow their client base.

About the Author

For seven years, Valerie McGilvrey was a Texas property and casualty insurance adjuster working claims
flagged for fraud and also owed an ice house in Spring, Texas. She's now a member of The Fraternal Order
of Investigators and the American Bail Coalition. She is also the president of Asset Management Service,
established in 1997, which specializes in auto repossession accounts that no other recovery agency can
find. You can reach her by email at Valerie@McGilvrey.com, phone at (817) 221-0000, or read her blog
on thedailyskip.com.

Contact Tracing is Coming. So is Controversy.
May 6, 2020

By John Powers

Thousands of amateur sleuths – and expanded digital surveillance – are being deployed to contain
the pandemic, raising concerns over privacy, liability, security and effectiveness.
Bipartisan public health experts estimate 180,000 contact tracers will be needed to contain the coronavirus
pandemic in the U.S., forming a scattered corps of disease detectives larger than the NYPD, LAPD, FBI, DEA
and CIA combined. Contact tracers try to prevent new outbreaks by identifying anyone exposed to an infected
person, so they can promptly be tested and, if necessary, quarantined.
Contact tracing remains unfamiliar to most people outside the field of public health, and its rapid rollout has
raised concerns over personal privacy, employee rights, financial liability, data security and corporate
surveillance. Critical questions remain unanswered on whether, and how, contact tracing will actually work
under current conditions in the U.S.

Traditional Methods for Contact Tracing
As a professional investigator, I know the new jobs awaiting the “army of tracers” being mustered in New
York and 1,000 tracers in Massachusetts will involve deep dives into sensitive data and careful compliance
with privacy laws. Their work will also require persuading people to answer difficult questions under adverse
circumstances. This kind of “elicitation” process is central to traditional contact tracing models promoted by
the U.S. Centers for Disease Control and Prevention (CDC) for state-level task forces of community health
workers and volunteers.
Interview-based contact tracing has been used for decades to contain sexually transmitted infections like HIV
and syphilis, but this model may be poorly suited to the speed and scale of the coronavirus pandemic. STI
carriers can be reasonably expected to recall the names of their romantic partners, but once social distancing
rules are relaxed and local economies revive, how is anyone supposed to identify every stranger who passed
within coughing distance over the past two weeks? Moreover, critically ill patients intubated in ICUs – and
isolated cases who succumb at home – will obviously not be available for interviews.
Deploying teams of contact tracers makes sense in New Zealand, where the virus has been nearly eliminated
through nationwide lockdown, and their work can focus on isolated new outbreaks. This strategy worked in
Wuhan after the city had been sealed off. But in the U.S., where until recently fewer than 8,000 contact
tracers were employed by state agencies, the latest projections from the White House suggest the U.S. could
be facing 200,000 new coronavirus cases per day by the end of May. That would be an overwhelming caseload
for investigators, particularly for a corps of new recruits, trainees and volunteers.

Digital Tools and Privacy Rules
Digital solutions for disease tracing and containment were piloted with success in South Korea, where virtual
roadmaps of ill patients are drawn from external sources such as credit card activity, cellphone GPS data and
CCTV security cameras. Pervasive state-sponsored electronic surveillance would be impossible to reproduce
under U.S. privacy protections, as observed in a report by the Center for Health Security at Johns Hopkins.
Yet it was with a promise to preserve privacy that Apple and Google announced their joint Bluetooth-enabled
Exposure Notification framework that will be integrated into operating systems for iPhone and Android
smartphones. A beta version of this application programming interface, or API, was recently released to allow
developers to begin building apps for people to voluntarily report a positive diagnosis of COVID-19 to public
health authorities. Contact-tracing apps will send automated alerts to other users who crossed paths with a
sick person, notifying them of potential exposure.
Phone alerts will be “anonymous” to the extent that the infected person is not named. However, an infected
person may be readily identifiable to others who receive a notification, particularly if several people within

the same organization receive an alert. How long will it take a human resources department, for example, to
determine who was in the conference room at 9:30AM on Monday?
By definition, any mass-communication platform transmitting personally identifiable protected health
information (PHI) to unauthorized third parties is going to violate federal healthcare regulations under
the HIPAA Privacy Rule. The federal government could suspend provisions of the Privacy Rule as it did after
Hurricane Harvey in 2017, but that will not dispel concerns about user confidentiality, data security, false
positives, Russian trolls, malicious hoaxes and finger pointing.
For Bluetooth-based tracing to be truly effective nationwide, a majority of people – more than 150 million in
the U.S. – will need to actively use the technology. People who are already protesting or flouting social
distancing rules may refuse to participate. Desperate workers who can’t afford to be re-quarantined will not
want to receive automatic alerts if they trigger furloughs or job losses. Undocumented immigrants will be
reluctant to expose their extended families to 24/7 monitoring. Other people may opt out from voluntary
disclosure due to liability concerns, particularly if courts begin to fill with a tidal wave of pandemic torts, or if
contact tracing data becomes a prosecutorial tool by government agencies.
Regardless of whether they download a tracing app, most people’s day-to-day locations and activities are
already being tracked by cellular providers, app developers, social media platforms and financial institutions
that collect and resell their personal data. This data is routinely made available to third-parties for targeted
advertising. Conspicuously, there has been no call to share this highly profitable information with disease
detectives.
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by Robert Granzow

As some businesses resume operations, how do PI-entrepreneurs mitigate risks to employees and clients?

Introduction
As the novel coronavirus shapes history with its extraordinary infectiousness and lethality,
almost every aspect of life as we once knew it has been altered. Combatting the risks of
community spread are jobs for local, state, and national governments, with strategic guidance
from public health agencies like the CDC.
In some places, these strategies do seem to be slowing transmission rates. But these efforts have
inarguably added to both the stress of cooped-up families and the distress of business owners
now confronted with the terrible moral quandary of personal safety vs. economic ruin.
Plans to loosen many states’ stay-at-home orders remain a work in progress. But it’s safe to say
that when businesses resume more normal operations, private investigation firms should
anticipate interactions with clients suffering from “pandemic stress” — the emotional toll of
trauma, born of prolonged fear, uncertainty, and deep personal losses. You’ve seen it in the
grocery store, in the park or on Facebook: it doesn’t take much to set folks off these days. Rage
seems almost as contagious as the virus itself.

There’s no way to respond to all the risks posed by this pandemic — risks to life and livelihood,
the threat of increased fraud and crime amidst the confusion, and the danger of civil strife and
chaos in the hardest-hit places. With government policies and public health guidelines in mind,
what measures should business owners take to mitigate risks to themselves and their employees,
as we move into the next phase of the pandemic?
Security preparedness for these kinds of invisible risks means adopting a variety of measures —
or a “hierarchy of controls” — common to the professional disciplines of industrial hygiene and
occupational health & safety.
A Hierarchy of Protection Measures
Occupational safety and health professionals often use a “hierarchy of protection measures” to
control airborne hazards or infectious diseases like COVID-19.
Zero risk is not a realistic goal; what you’re shooting for is decreasing the risks as best you can,
by choosing a strategic combination of reasonable protective measures.
If you’re a PI business owner making tough decisions about how and when to resume normal
operations, please consider some of the following safety measures. Do confer with local health
department representatives, insurance carriers, and property owners as you’re implementing
these defenses.
Engineering Controls:









Reduce the maximum occupancy of your office to comply with CDC or Dept. of Health
guidelines.
Install high-efficiency air filters and increase HVAC ventilation rates in office
environments.
Install clear “sneeze guard” physical barriers that are suspended, counter-mounted, or
free-standing between work stations and in conference rooms.
Use strategies to encourage social distancing, such as video conferencing and well-spaced
visitor seating.
Create signage promoting social hygiene and distancing consistent with CDC & Health
Department guidance.
Assure work environments are cleaned and sanitized daily.
After every office visit, disinfect all surfaces clients have touched.
Consider installing ultra-violet (UV) light sanitizers in office environments for use after
hours.

Administrative Controls:





Firmly encourage workers who may be ill to stay home or self-isolate.
Minimize public and coworker contact with office staff and clients by replacing live
meetings with virtual communications like FaceTime, Skype, or Zoom, where feasible.
Modify office hours and work schedules to minimize concurrent office staffing.
Provide all staff with training on COVID-19 risk factors and protective behaviors, such as
respiratory etiquette, proper hand washing, and work area sanitation procedures.



Require virtual communications between staff and clients for anyone who is self-isolating,
potentially symptomatic, or confirmed to have COVID-19.

Safe Work Practices:







Require staff to practice regular hand washing for 20 seconds with soap, hourly.
Provide work environment resources that promote personal hygiene (e.g. no-touch trash
cans, alcohol-based hand rubs, aerosol disinfectants, and disposable towels for staff to clean
their work surfaces).
Place hand-washing signs in staff restrooms and restrict access to staff restrooms.
Offer Internet-based “anger de-escalation” training for staff, to prepare for clients under
acute “Pandemic Stress Syndrome.”
Provide individual office supplies (pens, telephones, staplers) to staff so they won’t have to
share, and disinfect common equipment after every use (e.g. copiers key pads, filing cabinet
drawer handles, or seal embossers).

Personal Protective Equipment (PPE):




Provide Latex/Nitrile gloves for all employees working at the office or in the field.
Require face coverings for all employees working at the office or in public spaces.
Encourage employees to wear eyeglasses or sunglasses while interacting with clients or
coworkers, even while they are complying with social distancing requirements.

Summary
Security preparedness for invisible risks is an essential aspect of running a PI firm in the COVID19 era. The end of this pandemic may be a year or more away — in other words, beyond the
visible horizon. While governments and public health professionals do their work to save lives
and slow transmission, it’s our work as investigators and entrepreneurs to protect our colleagues
and clients as we resume business operations.
It’s vital that we do so prudently, with scientific guidance and proven protective measures
designed to reduce everyone’s risk of contracting or transmitting this novel coronavirus. In the
end, it’s all part of the path forward to a new normal.
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