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UNIT I 

Introduction to Cyber Laws – In Indian Context: - 

Introduction of Information Technology Act 2000 

 

The Information Technology Act 2000 (also known as ITA-2000, or the IT Act) is an Act 

of the Indian Parliament (No 21 of 2000) notified on October 17, 2000. Information 

technology Act 2000 consisted of 94 sections segregated into 13 chapters.  

 

The Information Technology Act 2000 has been substantially amended through the 

Information Technology (Amendment) Act 2008 which was passed by the two houses of 

the Indian Parliament on December 23, and 24, 2008. It got the Presidential assent on 

February 5, 2009 and came into force on October 27, 2009. 

 

The following are its main objectives and scope:- 

 

It is objective of I.T. Act 2000 to give legal recognition to any transaction which is done 

by electronic way or use of internet. 

1. To give legal recognition to digital signature for accepting any agreement via 

computer.  

2. To provide facility of filling document online relating to school admission or 

registration in employment exchange. 

3. According to I.T. Act 2000, any company can store their data in electronic storage.  

4. To stop computer crime and protect privacy of internet users.  

5. To give legal recognition for keeping books of accounts by bankers and other 

companies in electronic form.  

6. To make more power to IPO, RBI and Indian Evidence act for restricting electronic 

crime. 

Scope  

Every electronic information is under the scope of I.T. Act 2000 but following electronic 

transaction is not under I.T. Act 2000 

 

1. Information technology act 2000 is not applicable on the attestation for creating 

trust via electronic way. Physical attestation is must. 
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2. I.T. Act 2000 is not applicable on the attestation for making will of any body. 

Physical attestation by two witnesses is must. 

3. A contract of sale of any immovable property. 

4. Attestation for giving power of attorney of property is not possible via electronic 

record.  

Highlights the main chapters of I.T. Act 2000 or its main provisions:- 

 

There are 13 chapters in law and all provision is included in this chapters. 

 

1. Chapter II  

Any contract which is done by subscriber. If he signs the electronic agreement by digital 

signature. Then it will be valid.  

In case bank, the verification of digital signature can be on the basis of key pair. 

 

2. Chapter III 

This chapter explains the detail that all electronic records of govt. are acceptable unless 

any other law has any rules regarding written or printed record. 

 

3. Chapter IV 

This chapter deals with receipts or acknowledgement of any electronic record. Every 

electronic record has any proof that is called receipt and it should be in the hand who 

records electronic way. 

 

4. Chapter V  

This chapter powers to organization for securing the electronic records and secure digital 

signature. They can secure by applying any new verification system.  

 

5. Chapter VI  

This chapter states that govt. of India will appoint controller of certifying authorities and 

he will control all activities of certifying authorities. 

 

“Certifying authority is that authority who issues digital signature certificate.” 

 

6. Chapter VII 
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In this chapter powers and duties of certifying authority is given. Certifying authority will 

issue digital signature certification after getting Rs. 25000. If it is against public interest, 

then C.A. can suspend the digital signature certificate. 

 

7. Chapter VIII 

This chapter tells about the duties of subscribers regarding digital signature certificate. It 

is the duty of subscriber to accept that all information in digital signature certificate that 

is within his knowledge is true. 

 

8. Chapter IX  

If any body or group of body damages the computers, computer systems and computer 

networks by electronic hacking, then they are responsible to pay penalty up to Rs. 1 crore 

. Fore judgment this, govt. can appoint adjucating officer. 

 

9. Chapter X  

Under this chapter, cyber regulation appellate tribunal can be established. It will solve the 

cases relating to orders of adjudicating officers. 

 

10. Chapter XI  

For controlling cyber Crime, Govt. can appoint cyber regulation advisory committee who 

will check all cyber crime relating to publishing others information. If any fault is done 

by anybody, he will be responsible for paying Rs. 2 lakhs or he can get punishment of 3 

years living in jail or both prison and penalty can be given to cyber criminal. 

 

11. Chapter XII 

Police officers have also power to investigate dangerous cyber crime under IPC 1860, 

Indian Evidence Act 1872 and RBI Act 1934. 

 

Advantages of I.T. Act 2000 

1. Helpful to promote e-commerce  

 

• Email is valid 

• Digital signature is valid. 

• Payment via credit card is valid. 

• Online contract is valid  
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After making IT act 2000, all above things are valid and these things are very helpful to 

promote e-commerce in India. 

 

2. Enhance the corporate business  

After issuing digital signature, certificate by Certifying authority, now Indian corporate 

business can enhance. 

3.  Filling online forms  

After providing facility, filling online forms for different purposes has become so easy. 

 

4. High penalty for cyber crime  

Law has power to penalize for doing any cyber crime. After making of this law, nos. of 

cybercrimes has reduced. 

Shortcoming of I.T. Act 2000 

1. Infringement of copyright has not been included in this law. 

2. No protection for domain names. 

3. The act is not applicable on the power of attorney, trusts and will. 

4. Act is silent on taxation. 

5. No, provision of payment of stamp duty on electronic documents. 

 

Salient features of the Information Technology (Amendment) Act, 2008 

 

The term 'digital signature' has been replaced with 'electronic signature' to make the 

Actmore technology neutral. 

i. A new section has been inserted to define 'communication device' to mean cell 

phones, personal digital assistance or combination of both or any other device used to 

communicate, send or transmit any text video, audio or image. 

ii. A new section has been added to define cyber cafe as any facility from where the access 

to the internet is offered by any person in the ordinary course of business to the 

members of the public. 

iii. A new definition has been inserted for intermediary. 

iv. A new section 10A has been inserted to the effect that contracts concluded 

electronically shall not be deemed to be unenforceable solely on the ground that 

electronic form or means was used. 

v. The damages of  Rs. One Crore prescribed under section 43 of the earlier Act of 2000 

for damage to computer, computer system etc. has been deleted and the relevant parts 
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of the section have been substituted by the words, 'he shall be liable to pay damages by 

way of compensation to the person so affected'. 

vi. A new section 43A has been inserted to protect sensitive personal data or information 

possessed, dealt or handled by a body corporate in a computer resource   which such 

body corporate owns, controls or operates. If such body corporate is  negligent in 

implementing and maintaining reasonable security practices and procedures and thereby 

causes wrongful loss or wrongful gain to any person, it shall be liable to pay damages 

by way of compensation to the person so affected. 

vii. Sections 66A to 66F have  been  added to Section 66 prescribing  punishment   for 

offences such as obscene   electronic  message transmissions, identity theft, cheating by 

impersonation using computer resource, violation of privacy and cyber terrorism. 

viii. Section 67 of the IT Act, 2000 has been amended to reduce the term of imprisonment 

for publishing or transmitting obscene material in electronic form to three years from 

five years and increase the fine thereof from Rs.100,000 to Rs. 500,000. Sections 67A 

to 67C have also been inserted. While Sections 67A and B deals with penal provisions 

in respect of offences of publishing or transmitting of material containing sexually 

explicit act and child pornography in electronic form, Section 67C deals with the 

obligation of an intermediary to preserve and retain such information as may be 

specified for such duration and in such manner and format as the central government 

may prescribe. 

ix. In view of the increasing threat of terrorism in the country, the new amendments 

include an amended section 69 giving power to the state to issue directions for 

interception or monitoring of decryption of any information through any computer 

resource. Further, sections 69A and B, two new sections, grant power to the state to 

issue directions for blocking for public access of any information through any computer 

resource and to authorize to monitor and collect traffic data or information through any 

computer resource for cyber security. 

x. Section 79 of the Act which exempted intermediaries has been modified to the effect 

that an intermediary shall not be liable for any third party information data or 

communication link made available or hosted by him if;  

  

a) The function of the intermediary is limited to providing access to a communication 

system over which information made available by third parties is transmitted or 

temporarily stored or hosted. 

b) The intermediary does not initiate the transmission or select the receiver of the 

transmission and select or modify the information contained in the transmission;  
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c) The intermediary observes due diligence while discharging his duties. However, 

section 79 will not apply to an intermediary if the intermediary has conspired or 

abetted or aided or induced whether by threats or promise or otherwise in the 

commission of the unlawful act or upon receiving actual knowledge or on being 

notified that any information, data or communication link residing in or connected 

to a computer resource controlled by it is being used to commit an unlawful act, the 

intermediary fails to expeditiously remove or disable access to that material on that 

resource without vitiating the evidence in any manner. 

 

xii. A proviso has been added to Section 81 which states that the provisions of the Act 

shall have overriding effect. The proviso states that nothing contained in the Act shall 

restrict any person from exercising any right conferred under the Copyright Act, 1957.  

 

Challenges to Indian Law and Cybercrime Scenario in India: 

Three aspects of cyber crime deserve focussed attention. These are: the legal safeguards 

that are available; the adequacy of training of police investigators, prosecutors and the 

judiciary; and the nature of links forged by the Indian police with foreign law 

enforcement agencies so that cooperation in matters of investigation and training is 

readily forthcoming. 

a) The general public has only a partial awareness on the cyber crimes and different types 

of cyber crimes for which they are susceptible. They know about compute virus and not 

on email address hacking. They don’t take much attention to the protection of their 

password particularly younger children. They forget to “put-off” the option of “remember 

the password for future use” and end up in giving away their password for unscrupulous 

hands. The use of face-book, twitter and similar social sites are commonly 

observed. There is gross lack of knowledge on e-commerce and e-banking cyber crimes 

among most of the internet users.  

b)  The cyber police has not visited these centers even once in the present year. 

C )Most of cyber centers have put internet virus protection packages  

d) Except one centre all other nine centers out of sample of ten have login systemadopted 

where the user has register his name, email address and personal details touse the 

internet, but some time they are bypassed to browse the internet only by entering name. 
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e) Most of the centers insist on personal identity to be entered into the register. Two 

centers don’t allow any user without their identity card/ driving license/etc. for their 

address proof (original–not Xerox copy) and they keep the scanned copy for future use. 

f) Most of the centers on general holidays, Saturday’s, Sunday’s and vacation holidays 

mostly adolescent children browsing and playing video games without any sort of control 

on them. They are sitting in congested cubicles, not monitored by the supervisors of 

centers may get into addiction to these games and driven away from their studies. There 

is always a chance that they may put their eyes into to objectionable and psychologically 

unhealthy sites area very heartening fact observed by the researcher. 

g) Adolescent children also seen using social sites and there is chance of they share the 

information not conducive for their age and healthy social upbringing. They give wrong 

date of births and register themselves into these sites and social networks. 

h) The social sites are creating problems of publicizing personal information, photos and                                                       

videos to all by some unscrupulous elements. 

In India, e-commerce received a tremendous fillip and boost thanks to the passing of the 

Information Technology Act, 2000.  In fact, the Indian Information Technology Act, 

2000 is an e-commerce enabling legislation as it provided a legal framework for e-

commerce to really take off in the year 2000 

Cybercrime and Punishment 

Cyber crime is a generic term that refers to all criminal activities done using the medium 

of computers, the Internet, cyber space and the worldwide web. There isn’t really a fixed 

definition for cyber crime. The Indian Law has not given any definition to the term ‘cyber 

crime’. In fact, the Indian Penal Code does not use the term ‘cyber crime’ at any point 

even after its amendment by the Information Technology (amendment) Act 2008, the 

Indian Cyber law. But “Cyber Security” is defined under Section (2) (b) means protecting 

information, equipment, devices computer, computer resource, communication device 

and information stored therein from unauthorized access, use, disclosure, disruption, 

modification or destruction. 

What is Cyber Law? 

 Cyber law is a term used to describe the legal issues related to use of communications 

technology, particularly “cyberspace”, i.e. the Internet. It is less of a distinct field of law 

in the way that property or contract are, as it is an intersection of many legal fields, 
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including intellectual property, privacy, freedom of expression, and jurisdiction. In 

essence, cyber law is an attempt to apply laws designed for the physical world, to human 

activity on the Internet. In India, The IT Act, 2000 as amended by The IT (Amendment) 

Act, 2008 is known as the Cyber law. It has a separate chapter XI entitled “Offences” in 

which various cyber crimes have been declared as penal offences punishable with 

imprisonment and fine. 1. Hacking What is Hacking? Hacking is not defined in The 

amended IT Act, 2000. According to wiktionary, Hacking means unauthorized attempts 

to bypass the security mechanisms of an information system or network. Also, in simple 

words Hacking is the unauthorized access to a computer system, programs, data and 

network resources. (The term “hacker” originally meant a very gifted and is actually a 

misnomer, since it is not inherently possible to steal an identity, only to use it. The person 

whose identity is used can suffer various consequences when they are held responsible 

for the perpetrator’s actions. At one time the only way for someone to steal somebody 

else’s identity was by killing that person and taking his place. It was typically a violent 

crime. However, since then, the crime has evolved and today’s white collared criminals 

are a lot less brutal. But the ramifications of an identity theft are still scary. Law & 

Punishment: Under Information Technology (Amendment) Act, 2008, Section 66-C and 

Section 419 of Indian Penal Code, 1860 also applicable. Identity Theft offence is 

cognizable, bailable, compoundable with permission of the court before which the 

prosecution of such offence is pending and triable by any magistrate programmer. In 

recent years though, with easier access to multiple systems, it now has negative 

implications.) Law & Punishment: Under Information Technology (Amendment) Act, 

2008, Section 43(a) read with section 66 is applicable and Section 379 & 406 of Indian 

Penal Code, 1860 also are applicable. If crime is proved under IT Act, accused shall be 

punished for imprisonment, which may extend to three years or with fine, which may 

extend to five lakh rupees or both. Hacking offence is cognizable, bailable, 

compoundable with permission of the court before which the prosecution of such offence 

is pending and triable by any magistrate. 2. Data Theft What is Data Theft? According to 

Wikipedia, Data Theft is a growing problem, primarily perpetrated by office workers 

with access to technology such as desktop computers and handheld devices, capable of 

storing digital information such as flash drives, iPods and even digital cameras. The 

damage caused by data theft can be considerable with today’s ability to transmit very 

large files via e-mail, web pages, USB devices, DVD storage and other hand-held 

devices. According to Information Technology (Amendment) Act, 2008, crime of data 

theft under Section 43 (b) is stated as - If any person without permission of the owner or 

any other person, who is in charge of a computer, computer system of computer network 
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- downloads, copies or extracts any data, computer data base or information from such 

computer, computer system or computer network including information or data held or 

stored in any removable storage medium, then it is data theft. Law & Punishment: Under 

Information Technology (Amendment) Act, 2008, Section 43(b) read with Section 66 is 

applicable and under Section 379, 405 & 420 of Indian Penal Code, 1860 also applicable. 

Data Theft offence is cognizable, bailable, compoundable with permission of the court 

before which 5. E-Mail Spoofing What is Email Spoofing? According to wikipedia, e-

mail spoofing is e-mail activity in which the sender addresses and other parts of the e-

mail header are altered to appear as though the e-mail originated from a different source. 

E-mail spoofing is sending an e-mail to another person in such a way that it appears that 

the e-mail was sent by someone else. A spoof email is one that appears to originate from 

one source but actually has been sent from another source. Spoofing is the act of 

electronically disguising one computer as another for gaining as the password system. It 

is becoming so common that you can no longer take for granted that the e-mail you are 

receiving is truly from the person identified as the sender. Email spoofing is a technique 

used by hackers to fraudulently send email messages in which the sender address and the 

prosecution of such offence is pending and triable by any magistrate. 3. Spreading Virus 

or Worms What is spreading of Virus or Worms? In most cases, viruses can do any 

amount of damage, the creator intends them to do. They can send your data to a third 

party and then delete your data from your computer. They can also ruin/mess up your 

system and render it unusable without a re-installation of the operating system. Most have 

not done this much damage in the past, but could easily do this in the future. Usually the 

virus will install files on your system and then will change your system so that virus 

program is run every time you start your system. It will then attempt to replicate itself by 

sending itself to other potential victims. Law & Punishment: Under Information 

Technology (Amendment) Act, 2008, Section 43(c) & 43(e) read with Section 66 is 

applicable and under Section 268 of Indian Penal Code, 1860 also applicable. Spreading 

of Virus offence is cognizable, bailable, compoundable with permission of the court 

before which the prosecution of such offence is pending and triable by any magistrate. 4. 

Identity Theft What is Identity Theft? According to wikipedia Id entity theft is a form of 

fraud or cheating of another person’s identity in which someone pretends to be someone 

else by assuming that person’s identity, typically in order to access resources or obtain 

credit and other benefits in that person’s name. Information Technology (Amendment) 

Act, 2008, crime of identity theft under Section 66-C, whoever, fraudulently or 

dishonestly make use of the electronic signature, password or any other unique 

identification feature of any other person known as identity theft. Identity theft is a term 
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used to refer to fraud that involves stealing money or getting other benefits by pretending 

to be someone else. The term is relatively new other parts of the email header are altered 

to appear as though the email originated from a source other than its actual source. 

Hackers use this method to disguise the actual email address from which phishing and 

spam messages are sent and often use email spoofing in conjunction with Web page 

spoofing to trick users into providing personal and confidential information. Law & 

Punishment: Under Information Technology (Amendment) Act, 2008, Section 66-D and 

Section417, 419 & 465of Indian Penal Code, 1860 also applicable. Email spoofing 

offence is cognizable, bailable, compoundable with permission of the court before which 

the prosecution of such offence is pending and triable by any magistrate.  

 

Unit II 

Internet and the Protection of Software Copyright 

Internet technology is developing faster than the laws that govern it. New laws that apply 

to the Internet have been established either by legislation or the courts; copyright laws are 

among them. A common myth about the Internet is that anything posted online can be 

copied or downloaded. 1In truth, anything you see on the Internet has the same potential 

of being protected by copyright as anything you see in the library or bookstore. Under 

modern copyright law, the formalities of registration and copyright notice are no longer 

required. As long as material satisfies three elements, 2 copyright protects the work 

automatically. 

Open Source: 

Beside proprietary software, there are open source software, that are available to the 

public in source code form and that do not have licensing restrictions that  limit  use,  

modification  or  redistribution. The access to source code is subject to compliance with 

the terms of free/open distribution. Through open sourcing, the community of software 

developers makes freely available to anyone the source code of software, free for 

alteration, sharing and distribution. 

The software released through open sourcing is under a special class of licence known as 

GPL (general public licence), encouraging and permitting users to use, redistribute and 

improve the source code. Licensing restrictions, nevertheless, exist regarding authorship 

https://ucomm.wsu.edu/the-internet-copyright/#1
https://ucomm.wsu.edu/the-internet-copyright/#2
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right under copyright. ‘Copyright’ term guarantees users the freedom of distribution, to 

receive the source code and the liberty to modify or alter the software or use it in new   

free  programs. But the integrity of author’s source code has to be respected, which 

means that the open source software must allow for the source code to be readily 

available and must also make sure that it is distributed as the original base source code 

and the patch files. 

Reverse Engineering: 
 

Reverse engineering is the process of discovering the technological principles of a 

device, object, or system through analysis of its structure, function, and operation. When 

conducting a reverse engineering activity, the reverse engineer follows a certain process. 

The workflow of the reverse engineering process can be decomposed into three subtasks: 

extraction, analysis, and visualization. In practice, the reverse engineer has to iterate over 

the subtasks (i.e., each of these steps is repeated and refined several times) to arrive at the 

desired results. Thus, the reverse engineering process has elements that make it both ad 

hoc and creative. The copyright act broadly protects actions (including reverse 

engineering) for the following purposes: 

 Obtaining information essential for achieving interoperability of an independently 

created computer program with other programs if such information is not otherwise 

readily available. 

 Determining the ideas and principles underlying any element of the program for 

which the computer program was supplied. 

 Making copies or adaptations of a legally obtained copy of the computer program for 

non-commercial, personal use. 

 

Trademark Issues in Cyber Space: 

The cyberspace trademark issue that continues to get the most press is the domain name 

controversy.  

a) Is a domain a trademark?  

b) When does use of a domain infringe trademark rights?  

c) If someone else registers a company's name or trademark as their domain, what can 

the company do?  

Beyond domains lie the vast array of trademark issues that ultimately are likely to be 

more important than domain disputes. Questions of what constitutes use, and abuse, of 
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trademarks in cyberspace are exploding along with the web. In addition to garden variety 

trademark enhancement and policing concerns that take new shapes on the Internet, 

companies must be vigilant in avoiding trademark dilution and think twice before linking 

to other sites or permitting others to link to the company's site using company logos. 

Attempting to police trademark rights in cyberspace can be a daunting, but infinitely 

interesting, task. 

A company's presence on the Net starts with its domain name ("domain"). A domain is an 

important corporate identifier. Beyond being the name under which the company sends 

and receives e-mail, like any other trademark or trade name it can be a symbol of the 

company's goodwill and recognition in the marketplace. Users regularly attempt to guess 

a company's Internet location by typing in the name of the company followed by the 

ubiquitous .com top level domain. This common practice of guessing at domain names 

makes an intuitive domain name a valuable corporate asset. 

Issues: 

 The first and most obvious problem is the opportunity for others to "pirate" names, 

typically by obtaining SLD(Second Level Domain ) registrations within the .com 

TLD (Top Level Domain) of a well-known company name or brand. A number of 

major corporations have had the uncomfortable, and in some cases embarrassing, 

experience of learning that someone else had already registered their name or mark 

as a second level domain followed by the now ubiquitous .com TLD 

 Misspelling popular brands is the second problem. The domain name system creates 

the opportunity for others to obtain a second level domain that is only a slight 

variation of someone else's well known, or not so well known, name or mark. 

 The third problem, a variation on a theme, is created by the fact that NSI (Network 

Solutions) is not alone in assigning domains: NICs(network information center) and 

other registries all over the world may assign identical second level domains, so long 

as the TLD differs. 

 

The ICANN Uniform Domain Name Dispute Resolution Policy: 

Initially the domain name disputes in United States were decided through Courts by 

applying three primary trademark laws. Firstly, claim in traditional trademark 

infringement, which requires that the alleged infringing use cause a likelihood of 

consumer confusion. Secondly the cause of action, which is to assertion that a domain 

name 'dilutes' the value of the mark. Finally the claim proved is unfair competition, 

where the trademark is not federally registered. Due to the above lengthy process an 

alternative to court system was introduced commonly known as ICANN. It is an 
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organization responsible to administer and manage the domain names. It also 

implemented the universal procedure known as Universal Dispute Resolution Procedure 

(UDRP) which will govern specific disputes related to the domain names. The most 

common disputes with are decided by the UDRP are cybersquatting and cyber piracy 

used by registrant of the domain name through illegal means. 

The ICANN policy forbids registration of the domain name if: 

1. The domain name is identical or confusingly similar to another's mark. 

2. The entity registering the domain name has no legitimate right to it. 

3. The domain name was registered and used in bad faith. 

UNIT – III 

IPR in Cyber Space: 

Patents in Digital Technology:  

A patent an exclusive right granted to a person who has invented a new and useful article 

or an improvement of an existing article or a new process of making an article ensuring 

that no other person may make, use, distribute or sell any commodity which uses this 

product or process. 

Patent & Its Effect In India: 

Though India was not a member of Paris convention, but having signed the 

TRIPS( Trade-Related Aspects of Intellectual Property Rights) agreement, India is now 

obliged to recognise and implement the provision of national treatment to nationals of 

other members as has been incorporated in the TRIPS agreement. The law of patents has 

also become an important discipline of international trade and commerce due to great 

advancement in science and technology, revolutionary changes in computer software 

development and with the shift from process to product patent, the patent law has been 

striving to keep pace with the changes in technology. The Indian patent system has been 

modelled on British system to a great extent and the system of the U.S.A to some extent. 

A patent is a set of exclusive rights granted by a state to an inventor or his assignee for a 

fixed period of time in exchange for the disclosure of the invention. 

Copy Rights in Digital Space: 

As technology creates new opportunities it also poses new challenges. Copyright is most 

complicated area of cyberlaw and facing greatest challenge. 
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According to copyright act 1957, copyright is a negative[3] monopoly right which 

enables author of the work to prevent others to exercise that right which has been 

conferred on him. What an author creates he is an exclusive owner of that. The precise 

text to determine whether a person is entitled to copyright is to ascertain whether “skill, 

judgment and experience or labour, and capital has been expended in creating the work. 

Copyright law today protects works such as literary, dramatic and artistic works; 

cinematography films; sound recording and computer programmes, data bases and 

compilations. 

Any original work would exclusively belong to the owner of the copyright and any action 

with respect to the work done by any person without the owner’s permission or consent 

would amount to infringement. 

Copyright law grants the owner exclusive right to authorize reproduction of the copy 

righted works preparation of derivative works, distribution etc. However application of 

this concept on the internet cannot be strictly applied to copyright. Duplication of the 

information is an essential step in the transmission of information on the internet and 

even plain browsing information at a computer terminal (which is equivalent to reading a 

book or a magazine at book store) may result in the creation of an unauthorized copy 

since a temporary copy of the work is created in the RAM of the users computer for the 

purpose of access. The law on the subject evolving and the general view is that more 

accessing a web page would not be an infringement as the copy created is temporary or 

ephemeral. Another common issue amongst web site owners is to create links to other 

sites within the design of their own web pages. Would such linking be considered a copy 

right violation as these links give access to other copy righted sites? Although strictly 

speaking it may be a violation of copyright. But there is an implied doctrine of public 

access for linking to other web pages. The Internet was created on the basic of being able 

to attach hypertext links to any other location and it is assumed that once a page is put on 

the net, implied consent is given, unless specifically prohibited by the web site owner. 

 

WIPO Internet Treaties: 

Two 1996 treaties negotiated under the auspices of the World Intellectual Property 

Organization (WIPO), the WIPO Copyright Treaty (WCT) and the WIPO Performances 

and Phonograms Treaty (WPPT) update international copyright standards for the Internet 

era. These two WIPO "Internet" Treaties lay the groundwork for the healthy expansion of 

electronic commerce in countries that ratify them, including the possibility of more and 

better jobs, more secure and diversified economies, and greater social and cultural 

advancement. The WCT entered into force on March 6, 2002, and the WPPT entered into 
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force on May 20, 2002.  Currently 90 countries have ratified the WCT and the 

WPPT.  To view a full list of countries  which have deposited their instruments to these 

WIPO treaties. 

The importance of ratification and deposit of the WCT and WPPT for a country's 

economy and culture cannot be overstated.  For instance: 

 Electronic commerce can help overcome existing barriers to access to scientific, 

medical and technical data, educational materials, and technical and productivity 

software.  Trade in these vital resources, needed for prosperity and competitive 

advantage in the Information Age, will be much cheaper, more efficient, and 

easier in a digital networked marketplace. 

 Electronic commerce can help attract higher and more consistent levels of foreign 

direct investment in high technology and information-intensive businesses.  A host 

of service, processing and other functions can conveniently be out-sourced, which 

in turn will enhance the skills and opportunities of a country's citizenry. 

 Electronic commerce can help build stronger economic, social, and cultural links 

in the region, without regard to geographic proximity. 

 Electronic commerce can provide an enormous boost to a country's cultural and 

creative industries.  Through digital networks, that country's music, art, literature, 

and folklore can reach new markets throughout the world, and be delivered 

directly to paying customers around the globe. 

To fully implement the WIPO Internet Treaties, countries will need to upgrade their 
copyright laws, whether through minor changes or more substantial revisions. When 

implementation is complete, each country will have: 

 Protections against the unlawful circumvention of effective technologies (both 

copy controls and access controls) that right holders use to prevent theft of their 

creations. 

 Protections against the unlawful tampering with tags and codes associated with 

copies of protected works and phonograms that are used to facilitate legitimate 

distribution and licensing. 

 Recognition of extended or clarified rights for copyright owners: for example, a 

right to control distribution of copies of creations, and a right to control 

communications of a work, including the "making available" of a work or 

phonogram to the public in an interactive manner. 

 Harmonized protections (through implementation of the WPPT) for the rights of 

performers and producers of phonograms. 

Trademark Online: 
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What is Trademark? 

"Trademark" means a mark capable of being represented graphically and which is 

capable of distinguishing the goods or services of one person from those of others and 

may include a word, phrase, symbol or design, or combination of words, phrases, 

symbols or designs. 

Trademark registration can be done for the following: 

• Any word, title, symbol, heading, label, name, signature, numeral or any combination 

thereof. 

• Any Slogan, Base or Punch Line, etc. which are used to highlight the products and 

services. 

Functions of a Trademark/Brand Name: 

• It identifies the goods and services and its origin or owner 

• It advertises the goods and services 

• It creates an image for the goods and services 

• It stimulates further purchase 

• It serves as a badge of loyalty and affiliation 

• It may enable a consumer to make a life style or fashion statement. 

Procedure/Steps for Online Trademark Registration 

1. Trademark Search: It is advisable to conduct a trademark search for the relevant 

classes    before filing the application to register a trademark in order to make 

sure that there is no     identical or similar trademark already registered or for 

which an application for registration has      been submitted. 

2. Filing of an application for registration by a person claiming to be the proprietor of 

a trademark,    in the office of the Trade mark Registry, within the territorial limits 

of the place of business in     India. 

3. Examination of the application by the Registrar to ascertain whether it is 

distinctive and does not     conflict with existing registered or pending trademarks 

and examination report is issued. 

4. Publication of the application after or before acceptance of the application in the 

Trademark     Journal. 

5. Opposition by third party: After publication if any person gives notice of his/her 

opposition to the     registration within three months which may be extended to 

the maximum of one month. 

6. Hearing before Registrar: If the opposition has been decided in favour of the 

applicant of the     registration of trademark, the Registrar shall register the 

Trademark. 

7. Registration of Trademark: On the registration of the Trademark the Registrar 

shall issue to the     applicant a Trademark Registration Certificate. 

IP Related Cyber Crimes: 
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Introduction: 

Cyber crimes can involve criminal activities that are traditional in nature, such as theft, 

fraud, forgery, defamation and mischief, all of which are subject to the Indian Penal 

Code. The abuse of computers has also given birth to a gamut of new age crimes that 

are addressed by the Information Technology Act, 2000. 

.  

 Essential Ingredients of Crime: 

There are many reasons why cyber-criminals commit cyber-crime, chief among them 

are these three listed below: 

 Cyber crimes can be committed for the sake of recognition.  This is basically 

committed by youngsters who want to be noticed and feel among the group of the 

big and tough guys in the society.  They do not mean to hurt anyone in particular; 

they fall into the category of the Idealists; who just want to be in spotlight. 

 Another cause of cyber-crime is to make quick money.  This group is greed 

motivated and is career criminals, who tamper with data on the net or system 

especially, e-commerce, e-banking data information with the sole aim of committing 

fraud and swindling money off unsuspecting customers. 

 Thirdly, cyber-crime can be committed to fight a cause one thinks he believes in; to 

cause threat and most often damages that affect the recipients adversely.  This is 

the most dangerous of all the causes of cyber-crime.  Those involve believe that 

they are fighting a just cause and so do not mind who or what they destroy in their 

quest to get their goals achieved.  These are the cyber-terrorists. 

 
Types of Internet Crimes: 

We can categorize Cyber crimes in two ways 

 

The Computer as a Target :-using a computer to attack other computers. 

e.g. Hacking, Virus/Worm attacks, DOS attack etc. 

The computer as a weapon :-using a computer to commit real world crimes. 

e.g. Cyber Terrorism, IPR violations, Credit card frauds, EFT frauds, Pornography etc. 

 

Cyber Crime regulated by Cyber Laws or Internet Laws. 
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Technical Aspects 

Technological advancements have created new possibilities for criminal activity, in 

particular the criminal misuse of information technologies such as 

a. Unauthorized access & Hacking:- 

Unauthorized access means any kind of access without the permission of either the 

rightful owner or the person in charge of a computer, computer system or computer 

network. 

Every act committed towards breaking into a computer and/or network is hacking. 

Hackers write or use ready-made computer programs to attack the target computer. 

They possess the desire to destruct and they get the kick out of such destruction. By 

hacking web server taking control on another persons website called as web hijacking 

b. Trojan Attack:- 

The program that act like something useful but do the things that are quiet damping. 

The programs of this kind are called as Trojans. 

c. Virus and Worm attack:- 

A program that has capability to infect other programs and make copies of itself and 

spread into other programs is called virus.Programs that multiply like viruses but spread 

from computer to computer are called as worms. 

d. E-mail & IRC related crimes:- 

1. Email spoofing 

Email spoofing refers to email that appears to have been originated from one source 

when it was actually sent from another source. Please Read  

2. Email Spamming 

Email "spamming" refers to sending email to thousands and thousands of users - similar 

to a chain letter. 

3 Sending malicious codes through email 

E-mails are used to send viruses, Trojans etc through emails as an attachment or by 

sending a link of website which on visiting downloads malicious code. 

4. Email bombing 

E-mail "bombing" is characterized by abusers repeatedly sending an identical email 

message to a particular address. 

5. Sending threatening emails 

6. Defamatory emails 

7. Email frauds 

8. IRC related 

e. Denial of Service attacks:- 

Flooding a computer resource with more requests than it can handle. This causes the 

resource to crash thereby denying access of service to authorized users. 

e.g. 

a) attempts to "flood" a network, thereby preventing legitimate network traffic 
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b) attempts to disrupt connections between two machines, thereby preventing 

access to a service 

c) attempts to prevent a particular individual from accessing a service 

d) attempts to disrupt service to a specific system or person 
 
Cyber Crime and IPR: 

The spread of information technology (IT) and networked systems throughout the world 
has had an enormous positive impact on economies and societies. Unfortunately, 
criminals are exploiting the new technology in ways that drain wealth and undermine the 
rule of law. Intellectual property rights (IPR) theft, from songs and movies to machine 
tools and pharmaceuticals, is spiraling. A host of IT-enabled crimes across the spectrum 
such as hacking and viruses, cyber-smuggling and identity theft are also increasing. 
Intellectual Property Rights/Cyber Crime programs help to strengthen IPR criminal 
enforcement globally including through training and technical assistance to combat IPR 
piracy/theft, cybercrime, identity theft, smuggling of counterfeit goods, help create 
strong laws and to set up specialized high tech anti-crime units. 
IPR Violations:- 
These include software piracy, copyright infringement, trademarks violations, theft of 
computer source code, patent violations. etc. 

a) Cyber Squatting- Domain names are also trademarks and protected by 

ICANN’s domain dispute resolution policy and also under trademark laws. 
b) Cyber Terrorism:- 

Targeted attacks on military installations, power plants, air traffic control, banks, trail 
traffic control, telecommunication networks are the most likely targets. Others like 
police, medical, fire and rescue systems etc. 

c) Banking/Credit card Related crimes:- 

In the corporate world, Internet hackers are continually looking for opportunities to 
compromise a company’s security in order to gain access to confidential banking and 
financial information. 

d) E-commerce/ Investment Frauds:- 

Sales and Investment frauds. An offering that uses false or fraudulent claims to solicit 
investments or loans, or that provides for the purchase, use, or trade of forged or 
counterfeit securities. 

e) Sale of illegal articles:- 

This would include trade of narcotics, weapons and wildlife etc., by posting information 
on websites, auction websites, and bulletin boards or simply by using email 
communication. 

f) Online gambling:- 

There are millions of websites hosted on servers abroad, that offer online gambling. In 
fact, it is believed that many of these websites are actually fronts for money laundering. 

g) Defamation: - 

Cyber Defamation occurs when defamation takes place with the help of computers and / 
or the Internet. E.g. someone publishes defamatory matter about someone on a website 
or sends e-mails containing defamatory information to all of that person's friends. Cyber 
defamation is also called as Cyber smearing. 
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h) Cyber Stacking:- 

Cyber stalking involves following a person’s movements across the Internet by posting 
messages (sometimes threatening) on the bulletin boards frequented by the 
victim, entering the chat-rooms frequented by the victim, constantly bombarding the 

victim with emails etc. 
i) Pedophiles:- 

Pedophiles trap the children by distributing pornographic material, then they try to meet 
them for sex or to take their nude photographs including their engagement in sexual 
positions. 

j) Identity Theft: -  

Identity theft occurs when someone appropriates another's personal information without 
their knowledge to commit theft or fraud. 

k) Data diddling:- 

Data diddling involves changing data prior or during input into a computer. 
l) Theft of Internet Hours:- 

Unauthorized use of Internet hours paid for by another person. 
m) Theft of computer system (Hardware):- 

This type of offence involves the theft of a computer, some part(s) of a computer or a 
peripheral attached to the computer. 

n) Physically damaging a computer system:- 

Physically damaging a computer or its peripherals either by shock, fire or excess 
electric supply etc. 
Breach of Privacy and Confidentiality 

Breach of privacy means unauthorized use or distribution or disclosure of personal 
information like medical records, sexual preferences, financial status etc. 
Confidentiality:-It means non disclosure of information to unauthorized or unwanted 
persons. 
Special techniques such as Social Engineering are commonly used to obtain 
confidential information. 
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UNIT IV 

Indian Contract Act 1872 

The law relating to contracts in India is contained in Indian Contract Act, 1872. The Act 
was passed by British India and is based on the principles of English Common Law. It is 

applicable to all the states of India except the state of Jammu and Kashmir. It determines 

the circumstances in which promises made by the parties to a contract shall be legally 

binding on them. All of us enter into a number of contracts everyday knowingly or 

unknowingly. Each contract creates some rights and duties on the contracting parties. 

Hence this legislation, Indian Contract Act of 1872, being of skeletal nature, deals with 

the enforcement of these rights and duties on the parties in India 

 

Essential elements of a valid Contract: 

 

Essentials of a Valid Contract: All contracts are agreements but all agreements are not 

contracts. In order to become a contract, an agreement must satisfy following essential 
requirements: 
 

1. Offer and Acceptance: For any contract there must be at least two parties, one of 

them making     the offer and the other one accepting it. The acceptance must be 

unconditional and absolute. 

 

2. Consideration: Consideration means "something in-return". It is a benefit moving 

from one party to another. Consideration need not always be in cash or in kind. It may be 

an act or promise to do or not to do something. It may be past, present or future. 

Consideration must be real and lawful. 

 

3. Capacity of the Parties to Contract: The parties to an agreement must have the 
capacity at law to enter into a valid contract. Section 11 states that every person is 

competent to contract if- 

a) he is of the age of majority, 

b) he is of sound mind and 

c) he is not disqualified from entering into a contract by any law, to which he is subject. 

 

4. Free Consent: The contract must have been made with free consent of the parties. The 

parties must be ‘ad-idem’ i.e. they must agree upon the same thing in the same sense at 

the same time.            There is absence of free consent if the agreement is induced by a) 

Coercion b) Undue Influence           c) Fraud d) Misrepresentation e) Mistake. 
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5. The Agreement must not be Expressly Declared to be Void: The agreements must 

not have been expressly declared to be void by any law in force in the country. Void 

agreement is not enforceable by law & they have no legal existence. For example a) 

Agreement in restraint of Trade      b) Agreement in restraint of Marriage c) Agreement in 

restraint of Legal Proceedings d) Agreement of Wager etc. 

 
6. Writing and Registration: It is in the interest of the parties that the contract should be 

in writing. Sometimes it needs to be stamped and registered. 

 

7. Legal Relationship: The parties entering into the contract must have the intention to 

create legal relationship. If there is no such intention the agreement will not result into a 

contract. 

 

8. Certainty: The terms of the contract should be very clear. They must not be 

vague (not clearly expressed) or ambiguous (having two or more possible meanings). 
 

9. Possibility of Performance: The performance must not be impossible. The contracts 

must be capable of being performed. Example- 'A' agrees with 'B' to discover treasure by 
magic and sharing of the treasure. This agreement cannot be enforced. 

 

10. Lawful Object: The object of the agreement must be lawful i.e. neither fraudulent or 

forbidden by law, nor opposed to any public policy. 

 

Types of Contracts: 

Following are the different Types of Contracts- 

Valid Contract: A contract which satisfies all the essentials of a valid contract is known 

as a valid contract. If one or more essential elements are absent, the contract becomes 

void, or voidable or illegal. 

Void Contract: A void contract is that contract which is not enforceable by either of the 

parties to it. A void contract has no legal effect. A contract may be void from the very 
beginning or may be valid originally when it was formed but has subsequently became 

void due to change in circumstances. 

Voidable Contract: A voidable contract is that contract in which free consent of one of 

the parties to it is not secured. For example, contracts caused by Frauds, Coercion, 

Mistake, Undue Influence, Misrepresentation, etc. Such contracts are valid till it is 

avoided by the injured party. 

Unenforceable Contract: An unenforceable contract is that contract which cannot be 

enforced in courts due to some technical defect, such as absence of writing, payment of 

inadequate stamp duty etc. 

Illegal Contract: An illegal agreement is one the object of which is- 

a) Fraudulent b) against the provisions of any law c) causes an injury or damage to any 
person or his property d) immoral or opposed to public policy. 
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Express Contract: In express contracts, the terms are stated in writing expressly. 

Implied Contract: An implied contract is one which is the result of the conduct of the 

parties. For example when a person boards a public bus or drinks a cup of tea in a 

restaurant there is an implied contract and he has to pay the charges for it. 

 

Executed Contract: An executed contract is that contract in which both the parties to the 
contract have performed their respective promises. 

Executory Contract: An executory contract is that contract in which both the parties to 

it have yet to perform their promises. 

Unilateral Contract: A unilateral contract is that contract in which only one party is 

required to perform his obligation. 

Bilateral Contract: A bilateral contract is one in which both the parties are required to 

perform their obligations. 

Obligations of parties to contract 

The parties to a contract must either perform, or offer to perform, their respective 
promises, unless such performance in dispensed with or excused under the provision of 

this Act, or of any other law. 

Effect of refusal to accept offer of performance 
Where a promisor has made an offer of performance to the promisee, and the offer has 

not been accepted, the promisor is not responsible for non-performance, nor does he 

thereby lose his rights under the contract. 

Effect of refusal of party to perform promise wholly 

When a party to a contract has refused to perform, or disabled himself from performing, 
his promise in its entirety, the promisee may put an end to the contract, unless he has 

signified, by words or conduct, his acquiescence in its continuance. 

Person by whom promises is to be performed 

If it appears from the nature of the case that it was the intention of the parties to any 

contract that any promise contain in it should be performed by the promisor himself, such 

promise must be performed by the promisor. 

Effect of accepting performance from this person. 
When a promisee accepts performance of the promise from a third person, he cannot 

afterwards enforce it against the promisor. 

Devolution of joint liabilities 

When two or more person have made a joint promise, then, unless a contrary intention 

appears by the contract, all such persons, during their joint lives, and, after the death of 

any of them, his representative jointly with the survivor or survivors,and, after the death 

of the last survivor the representatives of all jointly, must fulfill the promise. 

Any one of joint promisors may be compelled to perform 

When two or more persons make a joint promise, the promise may, in the absence of 

express agreements to the contrary, compel any one or more of such joint promisors to 

perform the whole promise. 
Effect of release of one joint promisor 
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Where two or more persons have made a joint promise, a release of one of such joint 

promisors by the promisee does not discharge the other joint promisor, neither does it 

free the joint promisor so released from responsibility to the other joint promisor or joint 

promisors. 

Devolution of joint rights 

When a person has made a promise to two or more persons jointly, then unless contrary 
intention appears from the contract, the right to claim performance rests, as between him 

and them, with them during their joint lives, and, after the death of any one of them, with 

the representative of such deceased person jointly with the survivor or survivors, and, 

after the death of the last survivor, with the representatives of all jointly. 

Time for performance of promise, where no application is to be made 

and no time is specified 

Where, by the contract, a promisor is to perform his promise without application by the 

promisee, and no time for performance is specified, the engagement must be performed 

within a reasonable time. 
Time and place for performance of promise, where time is specified and 

no application to be made 

When a promise is to be performed on a certain day, and the promisor has undertaken  to 
perform it without the application by the promisee, the promisor may perform it at any 

time during the usual hours of business on such day and at the place at which the promise 

ought to be performed. 

Application for performance on certain day to be at proper time and 

place 

When a promise is to be performed on a certain day, and the promisor has not undertaken 

to perform it without application by the promisee, it is the duty of the promisee to apply 

for the performance at a proper place within the usual hours of business. 

Place for the performance of promise, where no application to be made 

and no place fixed for performance 

When a promise is to be performed without application by the promisee, and not place is 

fixed for the performance of it, it is the duty of the promisor to apply to the promisee to 
appoint a reasonable place for the performance of the promise, and to perform it at such a 

place. 

Performance in manner or at time prescribed or sanctioned by promise 

The performance of any promise may be made in any manner, or at any time which the 

promisee prescribes or sanctions. 

Promisor not bound to perform, unless reciprocal promisee ready and 

willing to perform 

When a contract consists of reciprocal promises to be simultaneously performed, no 

promisor need perform his promise unless the promisee is ready and willing to perform 

his reciprocal promise. 

Order of performance of reciprocal promises 
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Where the order in which reciprocal promises are to be performed is expressly fixed by 

the contract, they shall be performed in that order, and where the orders is not expressly 

fixed by the contract, they shall be performed in that order which the nature of transaction 

requires. 

Liability of party preventing event on which contract is to take effect 

When a contract contains reciprocal promises and one party to the contract prevents the 
other from performing his promise, the contract becomes voidable at the option of the 

party so prevented; and he is entitled to compensation from the other party for any loss 

which he may sustain in consequence of the non-performance of the contract. 

Effect of default as to the promise which should be performed, in 

contract consisting or reciprocal promises 

When a contract consists of reciprocal promises, such that one of them cannot be 

performed, or that its performance cannot be claimed till the other has been performed, 

and the promisor of the promise last mentioned fails to perform it, such promisor cannot 

claim the performance of the reciprocal promise, and must make compensation to the 
other party to the contract for any loss which such other party may sustain by the non-

performance of the contract. 

Effect of failure to perform a fixed time, in contract in which time is 
essential 

When a party to a contract promises to do a certain thing at or before a specified time, or 

certain thins at or before a specified time and fails to do such thing at or before a 

specified time, and fails to do such thing at or before a specified time, the contract or so 

much of it as has not been performed, becomes voidable at the option of the promisee, if 
the intention of the parties was that time should be of essence of the contract. 

Agreement to do impossible act 

An agreement to do an act impossible in itself is void. Contract to do act afterwards 

becoming impossible or unlawful 

Reciprocal promise to do things legal, and also other things illegal 

Where persons reciprocally promise, firstly to do certain things which are legal, and, 

secondly under specified circumstances, to do certain other things which are illegal, the 
first set of promise is a contract, but the second is a void agreement. 

Alternative promise, one branch being illegal 

In the case of an alternative promise, one branch of which is legal and other illegal, the 

legal branch alone can be enforced. 

Application of payment where debt to be discharged is indicated 

Where a debtor, owing several distinct debts to one person, makes a payment to him, 

either with express intimation, or under circumstances implying, that the payment is to be 

applied to the discharge of some particular debt, the payment if accepted, must be applied 

accordingly. 

Application of payment where debt to be discharged is not indicated 

Where the debtor has omitted to intimate, and there are no other circumstances indicating 
to which debt the payment is to be applied, the creditor may apply it at his discretion to 
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any lawful debt actually due and payable to him from the debtor, whether its recovery is 

or is not barred by the law in force for the time being as to the limitations of suits. 

Application of payment where neither party appropriates 

Where neither party makes any appropriation, the payment shall be applied in discharge 

of the debts in order of time, whether they are or are not barred by the law in force for the 

time being as to the limitation of suits. If the debts are of equal standing, the payment 
shall be applied in discharge of each proportionally. 

Effect of novation, rescission, and alteration of contract 

If the parties to a contract agree to substitute a new contract for it, or to rescind or alter it, 

the original contract need not be performed. 

Promise may dispense with or remit performance of promise 

Every promise may dispense with or remit, wholly or in part, the performance of the 

promise made to him, or may extend the time for such performance, or may accept 

instead of it any satisfaction which he thinks fit. 

Consequence of rescission of voidable contract 
When a person at whose option a contract is voidable rescinds it, the other party thereto 

need to perform any promise therein contained in which he is the promisor. 

Mode of communicating or revoking rescission of voidable contract 
The rescission of a voidable contract may be communicated or revoked in the same 

manner, and subject to some rules, as apply to the communication or revocation of the 

proposal. 

Effect of neglect or promise to afford promisor reasonable facilities for 

performance 

If any promisee neglects or refuses to afford the promisee reasonable facilities for the 

performance of his promise, the promisor is excused by such neglect or refusal as to non-

performance caused thereby. 

DISCHARGE OF A CONTRACT 

 Discharge by performance 

 Discharge by agreement or consent 

 Discharge by impossibility of performance 

 Discharge by lapse of time 

 Discharge by operation of law 

 Discharge by breach of contract 

DISCHARGE BY PERFORMANCE 

Actual Performance When both parties perform their promises & there is nothing 
remaining to perform. 

Attempted Performance  When the promisor offers to perform his obligation, but 

promisee refuses to accept the performance. It is also known as tender. 

DISCHARGE BY AGREEMENT OR CONSENT 

 NOVATION: New contract substituted for old contract with the same or different 
parties. 
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 RESCISSION: When some or all terms of a contract are cancelled. 

 ALTERATION: When one or more terms of a contract is/are altered by the mutual 

consent of the parties to the contract. 

 REMISSION: Acceptance of a lesser fulfillment of the promise made. 

 WAIVER: Mutual abandonment of the right by the parties to contract. 

 MERGER: When an inferior right accruing to a party to contract  merges into a 
superior right accruing to the same party. 

DISCHARGE BY IMPOSSIBILITY OF PERFORMANCE 

 Known to the Parties 

 Unknown to the Parties 

 Subsequent impossibility 

 Supervening Impossibility (doctrine of frustration in English Law) 

 Destruction of subject matter 

  Non-existence of state of things (Failure of Ultimate Purpose – frustration of the 

contract) 

 Krell v Henry (1903) (Case of hiring a flat to witness coronation procession of King 

Edward VII) 

 Death or incapacity of personal services 
 Change of law 

 Outbreak of war 

When Impossibility of performance is not an excuse: 

 Difficulty of performance – due to some uncontemplated events or delays 

 Commercial impossibility – e.g. expectations of higher profits not realised, sudden 

depreciation of currency etc 

 Impossibility due to failure of a third person on whose work the promisor relied 

 Strikes, lock-outs & civil disturbances; unless the parties have specifically agreed in 

this regard at the formation of the contract. 

 Failure of one of the objects, where there are several objects, does the discharge the 

contract 

DISCHARGE BY LAPSE OF TIME 
The Limitation Act 1963, clearly states that a contract should be performed within a   

specified time called period of limitation. If it is not performed and if the promisee takes 

no action within the limitation time, then he is deprived of his remedy at law. 

DISCHARGE BY OPERATION OF LAW 

 Death 

 Merger 

 Insolvency 

 Unauthorised alteration of the terms of a written agreement 

 Rights & liabilities becoming vested in the same person 
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 (e.g. bill of exchange gets into the hands of the acceptor) 

DISCHARGE BY BREACH OF CONTRACT 

ACTUAL BREACH 

 At the time when the performance is due 

 During the performance of the contract 


