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General Assembly First Committee 

Committee Mandate 

The General Assembly (GA) was created as one of the main original organs of the 
United Nations (UN) in 1945.1 The GA is a deliberative body that can create non-binding 
resolutions for the international community.2 The United Nations General Assembly 
(UNGA) is composed of all 193 Member States, allowing all Member States input into 
the discussions and decisions of the UNGA.3  Because of its representation, the UNGA 
serves as a platform for each Member State to practice diplomacy and collaborate in the 
crafting of international norms. This body holds annual meetings in the month of 
September to carry out this work of diplomacy.4 

The UNGA is divided into six subsidiary committees each of which focus on different 
topic areas.5 The First Committee of the GA addresses topics of disarmament and other 
issues related to peace and security within the international community.6 Additionally, 
this committee is the only committee in the UN in which the Member States can request 
verbatim records.7 The UNGA is currently in its 74th session, during which the First 
Committee has discussed 7 topic clusters: nuclear weapons; other weapons of mass 
destruction; disarmament of outer space; conventional weapons; other disarmament 
measures and international security; regional disarmament and security; and 
disarmament machinery.8 Another organ of the UN, the UN Security Council, also 
focuses on international peace and security; however, the Security Council’s 
discussions center on specific threats or conflicts, whereas the First Committee high-
level discussions focus on general disarmament issues and security concerns. 

Membership 

The foundational notion of sovereign equality, which guarantees all Member States a 
single and equally weighted vote, is best displayed in the UNGA.9 The UNGA is a 
plenary body, meaning that the UNGA and all six of their subsidiary committees benefit 
from a universal membership of all UN Member States.10 Admission of new members to 
the GA requires a two-thirds majority vote by current Member States.11 The UNGA also 

 
1United Nations Conference on International Organization. “Charter of the United Nations.” 1945. 
2 United Nations. “About the UN: Main Organs.”  
3 Ibid 
4 United Nations. “About the UN: Main Organs.” 
5 United Nations. “General Assembly of the United Nations.” 
6 Ibid 
7 Ibid 
8 General Assembly First Committee. “Action on draft resolutions and decisions under disarmament and 
international security items.” A/C.1/74/CRP.3. 2019. 
9 United Nations Conference on International Organization. “Charter of the United Nations.” 1945. 
10 United Nations. “General Assembly of the United Nations.” 
11 United Nations. “About the General Assembly.” 



has over 100 non-member States, entities, and organizations that are invited to 
participate as observers in the GA.12 The GA First Committee has a rotating 
Chairperson position which is elected on a yearly basis. The Chairperson for the 74th 
session of the UNGA is H.E. Mr. Sacha Llorenty Soliz of Bolivia.13 

Reporting 

The GA First Committee regularly works with the UN Disarmament Commission and the 
Conference on Disarmament. Both of these entities report to the GA on a yearly basis. 
During its regular sessions, delegates of the GA First Committee discuss and debate a 
topic in order to develop a draft resolution to be adopted by a simple majority vote of the 
committee. First Committee, along with all of the other subsidiary GA committees, 
submit their resolutions to the GA plenary for a second simple majority vote for full 
adoption.14 Any resolution adopted by the General Assembly is a representation of the 
will of the international community.  

 
12 United Nations General Assembly. “List of non-member States, entities and organizations having 
received a standing invitation to participate as observers in the sessions and the work of the General 
Assembly.” A/INF/74/3. 2019. 
13 United Nations. “Disarmament and International Security (First Committee).”  
14 United Nations. “Disarmament and International Security (First Committee).”  
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General Assembly First Committee 
 

Topic A: Disarmament, Demobilization and Reintegration of Child Soldiers 
 
Article 1 of the Charter of the United Nations established the organization’s purposes 
and principles, which include the maintenance of international peace and security and 
the protection of human rights.1 The topic of disarmament, demobilization, and 
reintegration (DDR) of child soldiers amplifies the inherent overlap of these principles as 
the complexity of modern warfare continues to grow across the world.  
 
Disarmament encompasses much of the substantive work of the General Assembly 
First committee (GA1), and, while the removal or reduction of available weapons is a 
core part of international negotiations, it is only one step. The process of DDR was 
designed to act as a series of steps that must be completed in succession for maximum 
effectiveness. Specifically, this is done by removing of weapons from combatants, 
dismantling of armed groups or forces, and finally enabling safe and sustainable 
reintegration into society.2 The goal of DDR is to ensure a sustaining peace and 
promote long-term security and development for communities affected by conflict or 
violence.3 While several United Nations (UN) agencies and bodies currently engage in 
this process across different regions, it takes a more concentrated effort to address the 
DDR of child soldiers. 
 
The United Nations Children’s Fund (UNICEF) defines child soldiers as “any person 
under 18 years of age who is part of any kind of regular or irregular armed force or 
armed group in any capacity, including but not limited to cooks, porters, messengers, 
and anyone accompanying such groups, other than family members. The definition 
includes girls recruited for sexual purposes and forced marriage.”4 As stated in the 
Rome Statute of the International Criminal Court (Rome Statute), the use of children in 
any of these capacities constitutes a war crime and thus a grave violation of 
international law.5 DDR of child soldiers requires a specialized perspective that ensures 
the specific needs of this vulnerable group are being met during the entire process. 
 
The topic of DDR of child soldiers is inherently multifaceted, dealing with political, 
military, socio-economic, and humanitarian dimensions. Child DDR is a process that 
can happen both during and after a conflict, making it a top priority for all UN entities 
involved in DDR.6  
 
 

 
1 United Nations Conference on International Organization. “Charter of the United Nations.” 1945. 
2 UNDDR Resource Centre. “What is DDR?” 
3 United Nations Peacekeeping. “Disarmament, demobilization and reintegration.” 
4 UNICEF. “Guide to the Optional Protocol on the Involvement of Children in Armed Conflict.” 2003. 
5 International Criminal Court. “The Rome Statute of the International Criminal Court.” 1998. 
6 UN DDR. “Operation Guide to Integrated Disarmament, Demobilization and Reintegration Standards.” 
2014. 



Background 
 
Throughout history, it has not been uncommon to see children on the battlefield or used 
for combative purposes. While the UN, since its inception, has strived to promote and 
protect the human rights of all people, vulnerable groups such as children are still the 
most affected by conflict today. The international community has long agreed that the 
use of children in combat in any capacity is a grave offense. The Geneva Convention of 
1949 and its Additional Protocols of 1977 were the first modern documents that 
outlawed the use of children in war, specifically limiting the age of combatants to 15 or 
older.7 In 1998, the Rome Statute reinforced this concept and firmly rooted it in 
international law, establishing that the use of persons under the age of 15 in combat is a 
war crime.8 During the mid-20th century, children’s rights increased incrementally, 
including through the adoption of the Convention on the Rights of the Child (CRC) in 
1989.9 However, it was not until the UN General Assembly adopted the CRC’s Optional 
Protocol in 2000 that the age of a child was established as 18 and under.10 Aiding that 
definition, the CRC’s Optional Protocol lists specific actions for States to take in order to 
prevent and outlaw the use of children in combat.11 
 
Although many of these legal frameworks are effectively universal, the use of children in 
a combative capacity is still prevalent across the globe, subjecting children to horrific 
conditions and traumatic experiences.12 To address these issues, the UN has been 
working on the DDR of child soldiers to remove children from combat situations and 
reintroduce them into society where they can thrive. In 1996, the UN General Assembly 
created the Special Representative for Children and Armed Conflict in order to 
strengthen protections for children in conflict and child soldiers. Since the Special 
Representative was created, its mandate has been renewed and expanded by the 
General Assembly through A/RES/72/245.13 The most comprehensive document 
regarding the DDR of child soldiers, the Paris Principles on the Involvement of Children 
in Armed Conflict (Paris Principles), came into effect in 2007.14 The Paris Principles 
provide the definition of a child soldier, outline best practices on how to navigate the 
release and reintegration of child soldiers, and expand on essential follow-up 
procedures to ensure children do not revert back into combat roles.15  
 
The UN has developed several guiding documents and frameworks to advance 
international efforts on the DRR of child soldiers. The Operation Guide to Integrated 
Disarmament, Demobilization and Reintegration Standards (Operation Guide) is a 

 
7 International Committee of the Red Cross. “The Geneva Conventions of 1949 and their Additional 
Protocols.” 2014. 
8 International Criminal Court. “The Rome Statute of the International Criminal Court.” 1998. 
9 UNICEF. “History of Child Rights.” 
10 Office of the High Commissioner of Human Rights. Optional Protocol. 2000. 
11 Ibid. 
12 Office of the Special Representative of the Secretary-General for Children in Armed Conflict. 
“Engagement with Parties to Conflict Who Commit Grave Violations Against Children.” 
13 Office of the Special Representative of the Secretary-General for Children in Armed Conflict. “About us: 
History”. 
14 “Paris Principles on the Involvement of Children in Armed Conflict.” 2007. 
15 Ibid. 



document that is widely used by policy makers, Member States, and UN entities on the 
proper procedures of DDR.16 The Operation Guide describes what DDR is, stating that 
the aim is to “deal with the post-conflict security problem that arises when combatants 
are left without livelihoods and support networks during the vital period stretching from 
conflict to peace, recovery and development.”17 Additionally, it states that “DDR also 
helps build national capacity to assist in the reintegration of ex-combatants and to 
support communities receiving ex-combatants and working for their peaceful and 
sustainable reintegration.”18 Aside from general definitions, this document also outlines 
the UN’s overall approach to DDR, capacity-building measures for Member States, 
specific programme support such as the control of Small Arms and Light Weapons 
(SALWs), and guidance on the protection of vulnerable groups, such as children, within 
the DDR process.  
 
Since 2001, the Security Council has adopted four resolutions requesting the UN 
Secretary-General expand protections of child soldiers and ensure reintegration by 
putting international pressure on parties who enlist and/or utilize child soldiers as 
defined by the Paris Principles.19 More recently, the Security Council passed 
S/RES/2427, which specifically calls for the DDR of all child soldiers “including through 
the development of a gender- and age-sensitive process.”20 
 
Current Situation 
 
Active UN Child Soldier DDR Bodies 
 
There are several UN entities that address the topic of DDR of child soldiers. UNICEF 
has multiple initiatives that directly engage in the process of DDR in order to protect 
children in armed conflict, such as the Children, Not Soldiers Campaign and the 
Coalition to Stop the Use of Child Soldiers. Currently, UNICEF is working with the UN 
Mission to South Sudan and the National DDR Commission to release over 2,000 
children who are involved with armed groups in the area.21 Through these programmes, 
UNICEF has provided medical care, counseling, technical and vocational education and 
training, and housing for the reintegration of former child soldiers.22 
 
The UN Security Council has played a major role in mainstreaming the protection of 
children in conflict throughout the UN system, especially through the mandates of UN 
peacekeeping missions. Child Protection Advisers (CPAs) accompany peacekeeping 
teams to ensure the recovery and protection of child soldiers is a top priority in the 
peace process, often in conjunction with the UN Police, Judicial Affairs Officers, and 

 
16 UN DDR. “Operation Guide to Integrated Disarmament, Demobilization and Reintegration Standards.” 
2014. 
17 Ibid. 
18 Ibid. 
19 Office of the Special Representative of the Secretary-General for Children in Armed Conflict. “About us: 
History”. 
20 UN Security Council. S/RES/2427. 2018. 
21 Sarah Ferguson. “UNICEF is Working to Free Child Soldiers Around the World.” June 2020. 
22 Ibid. 



UNICEF teams.23 CPAs are tasked with ensuring all members of the peacekeeping 
operation are equipped with the knowledge and skills to protect children, which is often 
done through the training and resource center created by the UN-African Union Mission 
in Darfur (UNAMID).24 
 
The Recruitment of Child Soldiers 
 
Despite the illegality of the use of child soldiers, armed groups across the world 
continue to recruit children for a few reasons. First, children are more impressionable 
than a matured adult and are therefore more susceptible to manipulation by an adult 
with perceived power.25  In short, they can be more easily controlled by leaders of 
armed groups and can be persuaded to engage in dangerous situations. Second, with 
the increasing availability of SALWs, children as young as 10 can be armed with a 
deadly weapon and prove just as effective in combat as an adult soldier.26 Overall, child 
soldiers are a cheap but deadly resource to maintain during conflict. 
 
While some children are born into armed groups, the most common method of recruiting 
child soldiers is through abduction “or conscripted through coercion or severe threats.”27  
Armed groups have been known to threaten or kill family members of children to ensure 
the child’s unwavering compliance.28 Additionally, some children have voluntarily joined 
with local armed forces. This often occurs when there are limited opportunities for 
children to engage in their community such as through education or employment, or 
when children become orphaned by ongoing conflict. Similar to a recognized tactic of 
violent non-State actors, the elimination of parents and trusted community adults during 
a conflict makes children even more vulnerable to the influence of armed groups. When 
a community offers no security or other essentials, children sometimes have to turn to 
armed groups in lieu of more normal caretakers, resulting in dependency. 
 
Future Outlook 
 
While the world is now more stable than any other time in history, with less conflict 
overall across the globe, it remains imperative that the UN continue to strive for effective 
and just rehabilitation for coerced participants in conflicts worldwide. As the UN 
continues to acknowledge the role children and youth can play in development, it only 
emphasizes the critical importance of ensuring that children worldwide have the 
opportunity to flourish and thrive in safe, conflict-free environments and reap the 
benefits of development.29 The UN will continue to discuss topics related to child 

 
23 UN Peacekeeping. “Child Protection.” 
24 Ibid. 
25 Anne-Lynn Dudenhoefer. “Conflict Trends 2016/2: Understanding the Recruitment of Child Soldiers in 
Africa.” 2016. 
26 Ibid. 
27 Ibid. 
28 Jocelyn TD Kelly, Lindsay Branham, Michele R. Decker. “Abducted children and youth in the Lord’s 
Resistance Army in Northeastern Democratic Republic of the Congo: mechanisms of indoctrination and 
control.” 2016. 
29 UN Department of Economic and Social Affairs. “World Programme of Action for Youth.” 



soldiers and violence and youth over the next 8 years during the rest of the 2019-2028 
Nelson Mandela Decade of Peace.30 Emphasizing the crucial nature of peace and 
security in the pursuit of the SDGs further connects the importance of child soldier DDR 
to the ongoing goals of the international community. 
 
 
Focus Questions 
 
As delegates engage in further research on this topic, they should consider: 
 

 What has your Member State/region done to combat the use of children in 
combat? 

 Is your Member State a party to the international conventions outlawing the use 
of child soldiers? 

 Are there any current peacekeeping missions in your region?  What are those 
missions doing in regard to DDR of child soldiers? 

 What can the General Assembly 1st Committee do to further mainstream the 
protection of child soldiers into the UN system? 

 What are some necessary resources former child soldiers need to start the 
reintegration process? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

 
30 United Nations General Assembly. A/RES/73/1. 2018 
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General Assembly First Committee 
 

Topic B: Confidence Building Measures 
 

Among the many responsibilities of the United Nations (UN) outlined in the Charter of 
the United Nations is the duty to “maintain international peace and security.”1 As it 
seeks to fulfil that purpose, the UN regularly encourages discussion, even amongst 
adversaries, and attempts to foster a culture of mutual respect and trust on the world 
stage.2 Discussion is often the first step in building trust – a foundation of which is 
necessary for a durable peace between adversaries. Confidence building measures 
(CBMs) are the methods by which the UN seeks to build that trust. Confidence building 
measures are commonly defined as “measures that address, prevent, or resolve 
uncertainties among states.”3 By encouraging States to engage in related activities, the 
UN can attempt to cultivate the necessary conditions for a more safe and stable world. 
 
CBMs have existed in various forms since the beginning of civilization. CBMs have 
included numerous procedures and information sharing that are used to prevent 
escalation of hostilities, conflicts, and military tension while building trust between 
opposing forces and countries.4 In the modern context, this can includes states being 
open about their military plans and their capacities. Member States transparence can 
dramatically increase confidence. If a military is going to engage in training activities 
and an adversarial force knows it is going to happen, that force is less likely to 
misinterpret the activity as an aggressive one. The UN Office for Disarmament Affairs 
(UNODA) is one of the main bodies that engages with and promotes CBMs, assisting 
governments and the regional organizations in the development of CBMs for their 
specific situations.5   

Background: 
 
The General Assembly has passed many resolutions addressing CBMs, with CBMs 
becoming a major topic of interest during the Cold War and in the immediate aftermath 
of the dissolution of the Soviet Union. As tensions between the United States and Soviet 
Union rose and the realities of mutually assured destruction became more understood, 
the two parties began bilateral discussions to prevent apocalyptic conflict.6 These talks 
resulted in the anti-nuclear-proliferation treaties Strategic Arms Limitations Talks (SALT) 

 
1 United Nations Conference on International Organization. “Charter of the United Nations.” 1945. 
2 Ibid. 
3 Center for Strategic & International Studies. “Confidence-Building Measures.”  
4 United Nations Office for Disarmament Affairs. “Military Confidence-building.” 
5 Ibid. 
6 United States Department of State. “Strategic Arms Limitations Talks/Treaty (SALT) I and II.” 



 
 

Treaties.7 While bilateral, the treaties had far-reaching positive consequences, 
decreasing the risk for other countries and mitigating global tensions.  
 
In addition to bilateral treaties, some international agreements inherently act to build 
confidence between Member States. The 1972 Convention on the Prohibition of the 
Development, Production and Stockpiling of Bacteriological (Biological) and Toxin 
Weapons and on their Destruction, commonly known as the Biological Weapons 
Convention, is designed to inherently build confidence amongst states parties and the 
international community.8 The Convention has six interrelated mechanisms: 

 Exchange of data on biological research centers and national defense research;  
 Exchange of information on outbreaks of infectious diseases and similar 

occurrences caused by toxins; 
 Encouragement of publication of results and promotion of use of knowledge; 
 Declaration of legislation, regulations, and other measures; 
 Declaration of past activities in offensive and/or defensive biological research an 

development programs; and 
 Declaration of vaccine production facilities.9 

The Biological Weapons Convention also encourages continuous engagement amongst 
states parties, calling for regular review conferences, eight of which have been held to 
date. Similar lists can be found in many of the world’s weapons treaties. 

 
The General Assembly has regularly embraced the use of CBMs in its resolutions. On 
December 5, 2018, the General Assembly adopted A/RES/73/51 regarding 
“Confidence-building measures regarding conventional arms,” and in the same session, 
they also adopted A/RES/73/78.1011 Those two resolutions promoted information 
sharing and a recommitment to the principles of CBM implementation and the 
importance of regional CBMs to resolving ongoing conflict in particular parts of the 
world, respectively. More recently, resolution A/RES/74/39 was adopted on December 
12, 2019, which called upon the Secretary-General to research and review the 
perspectives of Member States regarding CBMs in a regional and subregional context.12 
While the General Assembly is not principally responsible for the maintenance of 
international peace and security, it regularly seeks to promote their use and emphasize 
their importance alongside the work of the Security Council. 

Current Situation:  
 
Regions, countries, and hostile situations are each unique and have different needs; the 
details of CBMs are contingent on the context in which they are to be implemented, but 
the UN has developed and made available many systems and frameworks that either 

 
7 Ibid.  
8 United Nations Office at Geneva. “The Confidence-Building Measures (CBMs).” 
9 Ibid. 
10 United Nations General Assembly. “Information on confidence-building measures in the field of 
conventional arms.” A/RES/73/51. 2018. 
11 United Nations General Assembly. “Regional confidence-building measures: activities of the United 
Nations Standing Advisory Committee on Security Questions in Central Africa.” A/RES/73/78. 2018. 
12 Ibid.  



 
 

act as or support CBMs. The UN Report on Military Expenditures allows Member States 
to submit their military spending for the previous year and allow the UN to report on the 
data.13 Though a basic data point, knowledge of military spending can allow neighboring 
countries or adversaries to be confidence that they are not suddenly being dramatically 
outspent.14 The data collected also allows the UN to conduct analysis on the effects of 
decreasing military spending, freeing governments to use those resources elsewhere, 
which can help to motivate government actions. 
 
At a more granular level, the UN Register of Conventional Arms (UNROCA) allows 
countries to report their arms imports and exports to the UN.15 UNROCA describes this 
as a “key confidence-building measure” that may encourage restraint in the transfer or 
production of arms and that can contribute to preventative diplomacy.16 Reporting 
includes seven categories of weapons, in addition to small arms, and also allows 
countries to report on military holdings, procurement through national production, and 
relevant policies and national legislation.17 Over 170 member states report to UNROCA 
annually regarding their conventional arms, and UNROCA has potentially captured over 
90% of the global arms trade through its reports.18  
 
Several other UN agencies also engage in confidence building activities. The United 
Nations Office on Drugs and Crime has supported CBMs in the realm of combatting the 
trafficking of narcotics with some of its programs.19 The United Nations Development 
Programme has directly implemented projects aimed at building confidence between 
adversarial parties within Member States.20 The Security Council regularly discusses 
how to develop CBMs between adversarial Member States, and has also discussed 
how to develop CBMs regarding weapons of mass destruction and in support of arms 
control.21 UN specialized agencies, which are independent bodies that have a 
relationship with the UN, also support CBMs, especially in specific fields and contexts. 

Confidence Building in the Realm of Nuclear Arms  
 
The International Atomic Energy Agency (IAEA) was established in 1957 as the 
discovery of nuclear energy sparked global fear while also raising global expectations 
on the possibilities of its use.22 The international community and the IAEA worked to 
develop international mechanisms to ensure safety in light of a nuclear reality, drafting 
the 1986 Treaty on the Proliferation of Nuclear Weapons (NPT) and establishing a goal 

 
13 United Nations Office for Disarmament Affairs. “Military Expenditures.” 
14 Ibid. 
15 United Nations Office for Disarmament Affairs. “Transparency in Armaments.” 
16 United Nations Office for Disarmament Affairs. “UN Register of Conventional Arms.” 
17 United Nations Office for Disarmament Affairs. “Transparency in Armaments.” 
18 United Nations Register of Conventional Arms, “Home Page,” n.d. 
19 United Nations Office on Drugs and Crime. “2017 Annual Report.” 2017. 
20 United Nations Development Programme. “Support to Confidence Building Measures Programme.” 
21 United Nations Department of Global Communications. “Confidence-Building Measures Supporting 
Arms Control Extremely Critical, Secretary-General Tells Security Council Meeting on Non-proliferation.” 
2018. 
22 International Atomic Energy Agency. “History.” 



 
 

of achieving nuclear disarmament.23 The NPT established a safeguards system, 
effectively a series of CBMs, used to verify compliance with the treaty through 
inspections conducted by the IAEA.24 
 
The IAEA monitors nuclear material and activities in 140 Member States, including by 
conducting on-site inspections, visits, and ongoing monitoring and evaluation.25 For 
states that have declared nuclear material, they can establish a comprehensive 
safeguard agreement with the IAEA that allows the organization to ensure proper 
nuclear material accountancy, engage in surveillance, and verify that proper 
containment procedures are utilized.26 Where more robust mechanisms are needed, 
which is often the case where the international community or adversaries have limited 
confidence in a government, an “additional protocol” may be developed between the 
IAEA and the Member State.27 Additional protocols are legal documents that 
complement comprehensive safeguards agreements by enabling the IAEA to verify the 
non-diversion of declared nuclear material from peaceful purposes.28 
 
The General Assembly, specifically its First Committee, regularly discusses the 
effectiveness of the NPT and IAEA, in addition to other nuclear-arms related CBMs. At 
its 74th session, the General Assembly adopted 19 resolutions on nuclear topics, 
including A/RES/74/50 on “Nuclear disarmament verification” and A/RES/74/44 on 
“Reducing nuclear danger.”29 In part due to the inherent danger of nuclear armaments, 
the CBMs surrounding them are among the most robust in the international community, 
though CBMs in other realms are increasingly common.  

Confidence Building in Cybersecurity 
 
Over the last two decades, the reality that information technology can be used for 
malicious purposes and cyberwarfare has become a topic of discussion at the UN. In 
2019, the General Assembly adopted its most recent resolution on “Advancing 
responsible State behavior in cyberpsace in the context of international security,” 
A/RES/74/28.30 The resolution recognized that CBMs can “promote trust and assurance 
among States and help reduce the risk of conflict by increasing predictability and 
reducing misperception.” The Resolution also encouraged Member States to engage in 
cooperative measures, specifically those recommended by the UN Group of 
Governmental Experts (GGE) on Advancing Responsible State Behaviour in 
Cyberspace in the Context of International Security.31 

 
23 United Nations Office for Disarmament Affairs. “Treaty on the Non-Proliferation of Nuclear Weapons.” 
24 Ibid. 
25 International Atomic Energy Agency. “IAEA Safeguards Overview: Comprehensive Safeguards 
Agreements and Additional Protocols.” 
26 Ibid. 
27 Ibid. 
28 Ibid. 
29 United Nations General Assembly. “Resolutions of the 74th Session. 2019. 
30 United Nations General Assembly. “Advancing responsible State behaviour in cyberspace in the 
context of international security.” A/RES/74/28. 2019. 
31 Ibid. 



 
 

 
In its most recent report, the GGE made several recommendations on CBMs that states 
can implement in the context of cybersecurity.32 Their recommendations included 
building up national mechanisms that can address and respond to cybersecurity 
incidence, such as national computer emergency response teams, and cooperating with 
requests from other States in investigating ICT-related crime or the use of ICTs for 
terrorist purposes.33 As a result of discussions at the World Summit on the Information 
Society conferences, the International Telecommunications Union (ITU) has 
increasingly provided support to Member States such that they can effectively establish 
cyber-CBMs.34 The ITU has organized training sessions and seminars, facilitates 
discussion on CBMs, and otherwise supports efforts from Member States to implement 
the Global Cybersecurity Agenda, a framework meant to address the growing 
international cybersecurity challenges.35 The framework includes legal measure, 
organizational measures, technical and procedural measures, capacity building, and 
international cooperation recommendations for Member States, though progress on 
implementation has been limited.36  

Future Outlook 
 
CBMs in various forms predate the UN, but in the modern context they have become 
formalized measures by which Member States and the UN can help to prevent and 
mitigate conflict. Principles of sovereignty often mean that CBMs are voluntary and 
sometimes are not legally binding, and the international community regularly discusses 
the possibility of new legal mechanisms to advance CBMs. Several UN bodies work on 
CBMs, including the General Assembly, and as adversarial relations within and between 
Member States continues, discussions on CBMs will likely continue in kind. 

Focus Questions: 
 
As delegates prepare to discuss this topic, they should consider:  

1. Does your country have an adversarial relationship with any other States? How 
could the likelihood of escalation of conflict be mitigated? 

2. Are there other countries with which your State is associated or near that have 
nuclear weapons of advanced cybersecurity capabilities? How might this reality 
affect your State? 

3. Does your region have any CBM measures in place? 
4. How can the international community increase military transparency? 

  

 
32 United Nations General Assembly. “Group of Governmental Experts on Developments in the Field of 
Information and Telecommunications in the Context of International Security: Note by the Secretary-
General.” A/70/174. 2015. 
33 Ibid. 
34 International Telecommunications Union. “ITU Contribution to the Implementation of WSIS Outcomes.” 
2017. 
35 Ibid. 
36 Ibid. 
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