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Lawyer, mediator, and arbitrator.  

Christopher’s practice involves a wide range of emerging 

technologies including cyber security, internet crimes, policy 

drafting, privacy, and social media discovery. 
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What is a DATA BREACH?



Personally Identifiable Information PII
FIRST name + LAST name + 

Social, driver’s license, credit card number, banking info, 
DOB, email and user names, security questions/answers, 
and biometrics (anything that leads to $$$)

Protected Health Information PHI
Medical records, health status, provision of health 
care, payment for health care

Money & Account Information
Account information.  Ransomware.

What are Hackers

Trying to Steal?

PII

PHI

$$



The same framework for “ordinary” negligence typically

applies to data breach cases.

Knight v. Merhige (Fla. 4th DCA 2014).

E L E M E N T S  O F

Negligence

DUTY

Obligation requiring defendant to conform to a 

certain standard of conduct for the protection of 

others [plaintiff] against unreasonable risks.

BREACH

Failure to meet that duty.

CAUSATION

The defendant’s breach of duty is the legal 

cause of damages

DAMAGES

As a result of the defendant’s breach, the 

plaintiff suffered monetary loss.
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It’s basic NEGLIGENCE theory



Individuals
Average person who discovers that the PII, PHI or 
$$ has been taken due to a data breach.

Companies Suing Vendors Who Lost Data
A company may discover that there has been a data breach 
because a vendor lost the data – credit card processor, copy 
company, storage facility, temp company or any third party who 
could/should safeguard the data.

Companies Suing IT Companies
If a company’s computers, network, or cloud was 
hacked, they can sue the companies who set up / 
maintain the network and/or host the data.

Who is Filing 

Lawsuits 

For Data Breach?

U

V

IT
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Ways to get HACKED

Ways To Get

Hacked

(Important information to know, both to

mediate these cases and to avoid being a victim)
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What is a DATA BREACH?

A Brief History of Data 

Breach Litigation: 

Standing
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Who is This?
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Snowden Revelations June 5, 2013
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McDonald HopkinsWhat Does Snowden Have to Do With Data 
Breach Litigation Against Private Companies?

But that was June 2013
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Three Months Before The Snowden Revelations
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Three Months Before The Snowden Revelations



Clapper v. Amnesty International
SCOTUS – Feb 26, 2013

FISA Amendments allow the AG and DNI to surveil non-
US persons reasonably believed to be outside the US
(normally) after FISC approval.

DOESN’T SOUND SO SPECULATIVE NOW…:

1. “Highly speculative” that government will target the
parties’ communications

2. Petitioners have no actual knowledge of the
government’s targeting practices

3. Only speculate that the FISC would actually approve
the surveillance

4. Unclear if government would succeed in acquiring the
communications

5. Only speculate that petitioners’ communications will be
gathered



Feb

February 2013

Clapper v Amnesty Int’l 

Plaintiffs filed suit on the day the law went into 

effect and could not state in their suit that they 

were actually damaged or affected.

Snowden Relevations

Revealed that everyone was likely 

affected.  If the Amnesty plaintiffs 

had waited, they would have had 

their proof.  But they wanted to be 

first to sue.

June

June 2013
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Three Months Before The Snowden Revelations

Wanting to Be The First Plaintiffs… 

They Filed Suit Without Proof (or at least the 
ability to claim they were damaged).

It was too soon.  

The Court held that they lacked “standing” to 
bring suit.



McDonald HopkinsWhat Does Snowden Have to Do With Data 
Breach Litigation Against Private Companies?

No one cared about it when this case was decided.

Ironically, now this is a “landmark” precedent which is 

used against data breach plaintiffs.
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Breach Litigation Against Private Companies?

“Snowden Lesson”

Plaintiff needs to have Article III Standing 

– ability to claim an actual or impending damage –

Before Filing a Lawsuit. 
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What is a DATA BREACH?

“Article III Standing”

Article 3, Section 2, Clause 1
“Case or Controversy” Clause  

You have “standing” if you can allege actual or 
certainly impending (imminent) harm.
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Standing in Data Breach Litigation

Three Data Breach 

“Standing”Cases

(this is when the parties are going to come to mediation since the 

future of their case is up in the air at the pleading stage…)



REMIJAS v. NEIMAN MARCUS
Seventh Circuit – July 20, 2015

ALLEGATIONS:

Neimans publically discloses a data breach of 350,000 credit card

numbers. 9,200 of those credit cards were known to have been used

fraudulently. No PII.

One plaintiff alleged that she had fraudulent charges on her debit card

and then was the target of a scam through her cell phone.

Actual Injuries (alleged):

1. Lost time and money resolving fraudulent charges

2. Lost time and money protecting against future identity theft

3. Loss of buying from Neimans (would not have shopped there if they

had known of the store’s careless approach to security)

4. Lost control of personal information

Impending Injuries (alleged):

1. Risk of future fraudulent charges

2. Greater susceptibility to identify theft



REMIJAS v. NEIMAN MARCUS
Seventh Circuit – July 20, 2015

COURT:

Actual Injuries:

1. No need to speculate – 9,200 cards were used fraudulently. Other

customers should not have to wait until hackers act since it is an

“objectively reasonable liklelihood” that an injury would occur.

2. Already lost time and money protecting against future identity theft.

This is typically NOT recoverable when the harm is not imminent. In

Clapper, we didn’t know if something had even happened. Here,

Neimans admitted there was a breach.



WHALEN v. MICHAEL STORES
E.D. NY – December 28, 2015

ALLEGATIONS:

Michaels discloses a data breach of 2.6 million credit card numbers. No

PII.

The lead plaintiff alleged that she had fraudulent charge on her credit

card. She did not state whether it went through or if she suffered a loss.

Actual Injuries (alleged):

1. Losses arising from fraudulent withdrawals, charges and/or bank fees

2. Lost time and money protecting against future identity theft

3. Overpayment of services (would not have shopped there)

4. Lost value of credit card information

Impending Injuries (alleged):

1. Increased risk of identify theft

2. Cost associated w identity theft



WHALEN v. MICHAEL STORES
E.D. NY – December 28, 2015

COURT:

Actual Injuries:

1. Lead plaintiff never stated that fraudulent charge was approved or

she suffered a financial loss. There’s a law in place re: reversing

credit card charges (not debit).

2. Lost time and money protecting against future identity theft – like

Clapper, you cannot “manufacture” standing by making an

expenditure on a nonparanoid fear.

3. Overpayment of services (would not have shopped there) –

conclusory. No evidence Michaels charged a different price for non-

cash customers who take advantage of its security services.

4. Lost value of credit card information – no allegation how it became

less valuable.

Impending Injuries:

1. Unlike Reijas, it is hard to say risk is “certainly impending.” Reijas

had 9200 hacked cards. Here, there are none.



Kellie Lynn Case v. Miami Beach

Healthcare Group, Ltd.
S.D. Florida – February 26, 2016

ALLEGATIONS:

Hospital announced that 85,000 patient records were stolen. Former

patient claims this included her personal information. She does not claim

that her information was mis-used.

Actual Injuries (alleged):

1. She claims that the Hospital promised in the admission contract to

protect her data. As a result, she received a diminished value of the

healthcare services for which she contracted.



Kellie Lynn Case v. Miami Beach

Healthcare Group, Ltd.
S.D. Florida – February 26, 2016

Court:

This identified injury – “the difference between the 
price Case paid for Defendants’ services as promised 

and the actual diminished value of her health care 
services” – is not sufficiently concrete or particularized 

to meet this Court’s jurisdictional requirements.
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Data Breach Litigation

Anatomy of Data Breach Suit
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Data Breach Litigation

It Starts With A Demand Letter
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Anatomy of a Data Breach Suit

ACTIONS / MISTAKES AT ISSUE:

- The IT Department should not call it a “data breach.”  Only 

counsel should confirm it is a breach.  Call it an “incident.”

- Watch the clock.  Most states have data breach reporting 

requirements.

- Watch your language!  If you call it a “breach,” that could 

start the clock on mandatory reporting requirements.

- Defense counsel will hire forensic experts.  That way their 

report is privileged and all communications are privileged. 
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Anatomy of a Data Breach Suit

Claims:
- Negligence

- Breach of Fiduciary Duty

- Breach of Contract

- Violation of Florida Information Protection Act

- Violation of Florida Deceptive and Unfair Trade 

Practice Act

- Almost always a class action…

See Attias v. Carefirst, Inc. (8th Cir. 2017)
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Anatomy of a Data Breach Suit

Something like this:

As you are aware, in May 2018, the Injured Party 

consulted with you and Your Company for assistance in 

[providing a service].  As a professional [occupation], 

whether handled directly by you or through Your 

Company, it is your sole and exclusive responsibility to 

secure and protect their personally identifiable 

information, including but not limited to their name, social 

security, date of birth, financial information, and bank 

account routing and accounts numbers (“PII”).  You and 

Your Company failed that basic duty owed to the Injured 

Party and, apparently, to other clients of yours who are 

similarly situated.
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Anatomy of a Data Breach Suit

Knew or Should Have Known:

- FTC can sue for “unfair or deceptive acts or practices 

in or affecting commerce.”

- FTC claims that it is “unfair” for companies not to 

provide adequate cybersecurity

- It is “deceptive” not to follow your own policies

- FTC has sued more than 50 companies for cyber-

negligence.  This sets the standard for suits.

See FTC v. Wyndham &

Protecting Personal Information: A Guide for Business
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Anatomy of a Data Breach Suit

Knew or Should Have Known:

- Most industries have received warnings from trade 

associations, chambers of commerce, and regulators 

about industry-specific threats.

- Failure to heed those warnings will be used as 

evidence of negligence.

- From a demand letter:

This intrusion occurred due to Bad Company’s poor security protocols, 

inadequate PII protection policies (if any), lack of training, and/or because of 

your practice of using unsecured email.
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Anatomy of a Data Breach Suit

WHAT I TELL CORPORATE DEFENDANTS:

- Defendants should be careful with early internal emails and 

written communications.  I tell clients: pick up the phone.  

- An email to the outside world is an admission.  Get counsel 

involved.

- Document.  Get screenshots.  Logs.  Everything since you do not 

know if the hackers are going to cover their tracks.

- Do you have protocols?  Were they being followed?
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Anatomy of a Data Breach Suit

Dieffenbach v. Barnes & Noble (7th Cir. April 11, 2018)

- Barnes & Noble was itself a victim!

- No state laws expressly make merchants liable for failure to 

“crime-proof their point-of-sales systems.” 

- The court stated that plaintiffs may have a difficult task showing 

an entitlement to collect damages from a fellow victim of the data 

thieves.



McDonald Hopkins

Anatomy of a Data Breach Suit

Florida Information Protection Act, F.S. 501.171:

- “Covered entity” must take “reasonable measures to 

protect and secure data in electronic form containing 

personal information.”

- Provide timely and specific written notification of the 

breach.

- Violation of FIPA is an unfair trade practice.

- No liability under statute – but Plaintiffs can use it as 

a standard.

- Reporting is expensive.
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Data Breach Litigation

Alleged Damages
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What Are the Damages Plaintiffs Are Claiming?

Dieffenbach v. Barnes & Noble (7th Cir. April 11, 2018)

1.  Temporary loss of funds while waiting for banks to reverse 

unauthorized charges to their accounts.

2.  Monies spent on credit-monitoring services to protect the 

plaintiffs’ financial interests.

3.  The value of lost time devoted to acquiring new account numbers 

and notifying businesses of these changes. 
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What Are the Damages Plaintiffs Are Claiming?

Other Damages:

1. “[n]obody doubts that identity theft, should it befall one of these 

plaintiffs, would constitute a concrete and particularized injury.” 

2.  Lost time (a) communicating with banks, credit card companies, 

police; (b) from work; (c) reviewing and protecting their accounts and 

identity.

3. Identity Theft.

4. Future Harm (hasn’t happened yet) but is “fairly traceable” to this 

breach.  In Re Zappos.com Customer Data Security Breach Litigation (9th Cir. March 2018).

5.    Attorney Fees and Costs.

Consider how far out into 

the future this can reach, 

especially once someone’s 

data gets released on 

darkweb.

If it is only a matter of time 

that people are victims of 

data breaches, how do we 

know which one causes this 

future loss?
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Data Breach Litigation

Companies Protecting

Themselves from Liability
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Data Breach Liability

Kuhn’s v. Scottrade (8th Cir. 2017)

- Be careful what you promise in contracts

- Contractual obligations to protect a consumer’s 

personally identifiable information was enough to make 

a claim.
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Data Breach Liability

- Is Defendant over-promising on its website (e.g., “we are 

professionals devoted to the needs of individuals and businesses… 

we put ‘service’ back into ‘full-service’”)

- Is Defendant over-promising your security measures in Privacy 

Policies and Terms and Conditions?

- Did Defendant just copy your Privacy Policies and T&C from 

somewhere?  Or leave up to website designer?

- Did Defendant train employees on risks, especially those targeting 

its specific industry.

- Did Defendant have up-to-date policies.  Train.

- Did they have encryption?  Deletion policies? 



Standing
Plaintiff needs to initially allege actual damages or 
impending harm that is not highly speculative to 
survive a motion to dismiss.

Data Breach as Negligence
The FTC has set the standard that breaches of industry 
standards is actionable when it comes to cyber security.  What 
the Defendant is doing, or is not doing, is at issue.  Plaintiffs are 
looking at industry publications and other warnings to establish 
negligence.

Data Breach Litigation is Here To Stay
Data breaches are on the rise.  

Be safe.

Take Away 

Messages 

About Data Breach

1

2

3
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Handouts & this PPT are at

InternetLawCommentary.com
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