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INTRODUCTION

Artificial intelligence (AI)1 increasingly is 
viewed as an important technology for protecting 
the national and economic security interests of 
the United States. The Trump Administration’s 
National Security Strategy summarized it 
succinctly:

To maintain our competitive advantage, the 
United States will prioritize emerging technolo-
gies critical to economic growth and security, 
such as data science, encryption, autonomous 
technologies, gene editing, new materials, nan-
otechnology, advanced computing technologies, 
and artificial intelligence. From self-driving 
cars to autonomous weapons, the field of arti-
ficial intelligence, in particular, is progressing 
rapidly.2

Where security interests lead, export controls 
frequently follow. Ambassador Philip Griffiths, 
Head of Secretariat Wassenaar Arrangement (WA) 
on Export Controls for Conventional Arms and 
Dual-Use Goods and Technologies,3 likewise iden-
tified AI as a priority:

Looking ahead, the WA Lists review process 
can be expected to continue to address new 
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technologies of security concern, including additive 
manufacturing or 3-D printing (where the WA is 
pursuing technical dialogues with the NSG and 
the MTCR respectively), thermal batteries, ter-
restrial equipment and components for satellites, 
as well as artificial intelligence and the integration 
of advanced sensors and navigation equipment to 
increase autonomy of weapons systems and robot-
isation of the battlefield.4

In addition to export controls under the WA, 
the President also could implement export controls 
on AI as an “emerging and foundational technol-
ogy.” The new National Defense Authorization Act 
of 2019 (Pub. L. No. 115-232),5 Title XVII – Review 
of Foreign Investment and Export Controls, Subtitle 
B – Export Control Reform Section 1758, authorizes 
the President to identify and control the export of 
“emerging and foundational technologies” (as yet to 
be defined).6 7

At its annual BIS Update conference on May 
14–15, 2018, the U.S. Department of Commerce’s 
Bureau of Industry and Security (BIS) announced 
that it intends to publish a proposed rule that will 
define how specific “emerging and foundational tech-
nologies” will be identified and evaluated under the 
Export Administration Regulations. Most recently, on 
May 29, 2018, the White House promised new export 
controls, saying: “To protect our national security, the 
United States will implement … enhanced export 
controls for Chinese persons and entities related to 
the acquisition of industrially significant technol-
ogy. The … export controls will be announced by 
June 30, 2018, and they will be implemented shortly 
thereafter.”8

To date, no such export controls have been 
implemented.9 However, on August 8, 2018, the BIS 
announced a recruitment for new candidates to serve 
on the Emerging Technology Technical Advisory 
Committee to advise the Department of Commerce 
on emerging technologies.10

This paper summarizes the current export con-
trols on AI hardware, technology and software. It 
also explores whether any new export controls on 
AI, whether pursuant to the Wassenaar Arrangement 
Dual Use List or the new rubric of “emerging and 

foundational technologies,” are likely to be effective, 
or possibly could prove to be counterproductive. It 
offers cautionary notes for policymakers who may be 
considering new export controls on AI. In addition, it 
makes recommendations for industry and academia, 
because AI likely will prove indispensable to future 
success across a wide range of applications.

AI ARCHITECTURE

In the absence of regulatory guidance on the 
topic, the presentation by Professor Artur Dubrawski 
of Carnegie Mellon University at the recent BIS 
Update Conference provides the best available sum-
mary of how the BIS may be thinking about AI. 
According to Professor Dubrawski, AI can be thought 
of as consisting of four distinct layers, each with its 
own challenges and related technologies: (1) the per-
ception layer, (2) the learning layer, (3) the decision 
layer, and (4) the action layer.

The perception layer includes the sensors (hard-
ware and software) that collect data. For example, 
it can include sensors for detecting the proximity of 
objects or optics used to capture facial features for bio-
metric uses. According to Professor Dubrawski, the 
technologies at the perception layer are considered 
mature technologies, developed largely independent 
of AI. The learning layer includes data science and 
machine learning algorithms, which he also considers 
to be mature technologies. Access to large data sets 
also is required in order to have AI systems that learn 
quickly. The United States, Europe, and China are 
currently the main players in developing technology 
for the learning layer.

By comparison, the decision layer and action 
layer are still in the early stages of development. The 
decision layer is where planning occurs and where 
the software chooses a path to take based on the data 
available. The action layer is where the AI system 
realizes autonomy and takes an action based on its 
decision. Important research in this layer also includes 
human–machine interfaces.

For example, consider the application of AI to 
autonomous vehicles. The perception layer would 
be represented by the sensors on the vehicle. The 
learning layer would be represented by the software 
which analyzes the surrounding environment using 
the data from the sensors. The decision layer would 
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be represented by the analysis of the learned informa-
tion to conclude that a pedestrian was about to step 
in front of the vehicle. The action layer would be 
the transmission of the information to the vehicle’s 
braking system, so that the pedestrian would not be 
harmed.

Not only are specific verticals like autonomous 
vehicles organizing around AI, Amazon reportedly is 
organizing its entire business around AI.11 Clearly, the 
potential for AI to transform industries and compa-
nies is vast, but what does Dr. Dubrawski’s presenta-
tion tell us about “chokepoint” technologies that may 
be susceptible of effective export controls?

One possible implication from Dr. Dubrawski’s 
presentation is that export controls should not be 
focused on the relatively mature technologies at the 
perception and learning layers. However, it is pre-
cisely these two layers that are subject to export con-
trols, today. Export controls on sensors (e.g., under 
Category 6 on the Commerce Control List of the 
EAR) are beyond the scope of this paper. Rather, we 
will focus on the electronics, computers, software, and 
technology for AI.

EXISTING EXPORT CONTROLS 
ON AI HARDWARE

More than two decades ago, the WA introduced 
multilateral export controls on AI hardware in its 
Dual Use List (WADUL),12 and the United States 
adopted conforming amendments to the Commerce 
Control List (CCL) of the Export Administration 
Regulations.13 (We also will consider important AI 
technologies that are not controlled under either the 
WADL or CCL.)

By way of background, in the early 1990s, the 
U.S. Department of Defense identified neural net-
works as “militarily critical” technologies:

Neural net technology, wherein a computational 
device is designed or modified to emulate in a 
simplistic manner the computational processes of 
the brain by utilizing a multiplicity of simple com-
putational devices (artificial neurons) arrayed in 
large networks that can be trained – hence “neural 
networks.”
Neural networks, interconnected optically, and 
combined with Artificial Intelligence Expert 

Systems are projected to be developed into a hybrid, 
self-improving pattern recognition system.14

About the same time, export controls on “neural 
network integrated circuits” were implemented under 
WADUL entry 3A1a9 and corresponding CCL entry 
3A001.a.9. (The term “neural network integrated 
circuit” remains undefined.) “Neural computers” also 
were controlled under WADUL entry 4A4b and cor-
responding CCL entry 4A004.b. The term “neural 
computer” is defined as

A computational device designed or modified to 
mimic the behavior of a neuron or a collection of 
neurons (i.e., a computational device that is dis-
tinguished by its hardware capability to modulate 
the weights and numbers of the interconnections of 
a multiplicity of computational components based 
on previous data).15

Despite (or, perhaps because of?) these controls 
on neural network integrated circuits and neural 
computers, most of the hardware used for AI applica-
tions today consists of general purpose central pro-
cessing units (CPUs) and graphics processing units 
(GPUs) combined into commodity cluster computer 
systems.16 17 Computer systems combining the CPUs 
with GPUs have demonstrated significantly superior 
performance to computers based on CPUs alone. 
These CPUs,18 GPUs,19 and computer systems20 built 
therefrom generally are not controlled under the 
WADUL and are subject only to minimal controls 
under the CCL.

CPUs are classified on the CCL under 3A991 and 
controlled only for Anti-Terrorism reasons. GPUs are 
designated EAR99 subject to lowest level of controls. 
Computer systems built of CPUs and GPUs are con-
trolled only for Anti-Terrorism reasons based on their 
Adjusted Peak Performance, because the contribution 
of the GPUs is not included in the calculation of the 
APP, and the APP of multiple CPUs is not aggregated 
pursuant to Note 5.21 Indeed, anecdotal evidence sug-
gests that neural network integrated circuits22 and 
neural computers23 remain research projects, with 
commercialization still perhaps decades hence. This 
experience certainly should give regulators pause, 
before they assume that they can identify and effec-
tively subject any “emerging” or “foundational” AI 
hardware to export controls, today!
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Why were these controls ineffective in the past, 
and what might be controlled effectively today? 
Perhaps because general purpose CPUs and GPUs are 
so inexpensive and ubiquitous, they rendered Neural 
Network integrated circuits largely irrelevant (up to 
this point). The computers that are performing most 
AI compute tasks today – general purpose computer 
clusters – have been decontrolled from the WADUL 
for many years, and they are subject to minimal con-
trols on the CCL.24 Like the CPUs and GPUs, they are 
inexpensive, ubiquitous, and so have rendered Neural 
Computers largely irrelevant (up to this point). Trying 
to control AI based on general purpose processors and 
computing clusters is not likely to be effective, given 
their widespread foreign availability,25 worldwide.

The next question is whether it might be possi-
ble to control the technology for AI. We will address 
general purpose AI technology below. However, if we 
limit our consideration for the moment to controls on 
technology for the next generation of specialized AI 
processors, the current controls would not seem likely 
to be effective. There has been a veritable tsunami 
of investment in special purpose AI hardware, both 
inside and outside the United States.26,27,28,29

As PC sales have declined, Intel, for example, has 
invested in AI hardware because it has been depend-
ing on its sales to data centers which provide services 
to mobile and web-based apps.30 Those apps rely on 
AI for features like photo and speech recognition. 
Adjusting to this new business strategy, Intel has mod-
ified its CPUs to become more than 200 times better 
at AI training, which resulted in $1 billion in sales of 
its Xeon processors in 2017 for this market.31

In the United States, special purpose accelera-
tors are under development by established compa-
nies, including Alphabet, Apple, Intel, and Microsoft 
among others.32 Venture capital funding is abundant 
for startup companies, including Cerebras, Graphcore, 
Groq, SimpleMachines, Wave Computing,33 and 
others. While each approach is somewhat different, 
these special purpose accelerators really reflect known 
mathematical operations optimized for various AI 
algorithms.

Outside the United States, the landscape is 
similar. For example, established Chinese compa-
nies,34 like Baidu and Huawei, and startups, like 
Cambricon,35 are reportedly developing AI chips that 
are competitive with non-Chinese offerings. In 2017, 
China accounted for 48% of worldwide funding for AI 

startups, versus 38% for the United States,36 (although 
some suggest that the wave of money washing over 
the Chinese AI startups may be about to recede).37

The most likely tweaks to the WADUL and CCL 
that would result in new controls on the integrated 
circuits and underlying technologies are amendments 
to WADUL items 3A1, 3E2 and CCL 3A001 and 
3E002. These controls currently apply only to micro-
processors and related technology. However, simple 
changes could extend their coverage to include not 
only CPUs, but also GPUs, and various items some-
times described as “neural processing units,” “neuro-
morphic processors,” “tensor processing units,” and 
“vision processing units.”38

The most likely tweaks to the WADUL and CCL 
that would result in new controls on the computer sys-
tems are amendments to the Notes to the Calculation 
of Adjusted Peak Performance in Category 4 on the 
WADUL and CCL. In particular, Notes 3, 4, 5, and 
6 specify the conditions under which the perfor-
mance of computing elements must be aggregated.39 
Requirements to include GPUs and other accelera-
tors for AI applications could result in a significant 
increase in the controls on computer systems used for 
AI application.

However, controls on these types of items would 
only be addressing the learning layer of AI, which is 
already a mature technology. The controls would not 
be capturing the technologies that are still in the early 
stages of development, which are those dealing with 
the decision and action layers of AI. Therefore, such 
controls are likely to have little impact on foreign 
advancement of AI.

PUTATIVE CONTROLS ON AI 
TECHNOLOGY

It is difficult to discern the precise reasons why 
the WA and its members have not attempted to 
implement export controls on AI technology, because 
the minutes of the WA’s discussion are not a matter 
of public record. However, one might speculate that 
the reasons include how old and how widely published 
AI’s key concepts really are. Academic literature dem-
onstrates that the academic research on AI began 
over sixty years ago. An early example is the 1955 
Dartmouth Summer Research Project Proposal on 
Artificial Intelligence authored by John McCarthy, 
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Marvin Minsky, Nathaniel Rochester, and Claude 
Shannon.40

“Modern” AI can be dated to Geoffrey Hinton’s 
breakthrough paper, with colleagues David Rumelhart 
and Ronald Williams, which was published in 1986.41 
The paper elaborated on a technique called backprop-
agation, or “backprop.” Backprop, in the words of Jon 
Cohen, a computational psychologist at Princeton, 
is “what all of deep learning is based on – literally 
everything.”42 Commentators have offered compli-
cated taxonomies of AI.43 There are clever algorithms 
with modern AI, such as merging of Bayesian statis-
tics with deep learning. This offers more probabilis-
tic inferences about the world, allowing AI systems 
to handle uncertainty better. Nevertheless, distilled 
to its essence, AI today is deep learning, and deep 
learning is backprop. How can you control backprop 
technology that was published in the open literature 
more than 30 years ago? Under the current EAR, such 
technology is exempt from control, as “fundamental 
research.”44

Indeed, even if we assume for the sake of the 
argument that AI is more than backprop, the next 
question is whether it is possible to control “emerg-
ing” and “foundational” AI technology, today. 
Again, the answer is probably negative. Many of 
the leading minds split time between academia and 
companies. Examples include not only the afore-
mentioned Geoffrey Hinton45 (University of Toronto 
and Google) but also Yann LeCun 46 (NYU and 
Facebook) and many others. Controlling their work 
would require a radical re-consideration of the “funda-
mental research” exemption. In addition, these lead-
ing researchers do not always remain in the United 
States, or go back and forth. Qi Lu,47 an important AI 
researcher, who left an Executive Vice President role 
at Microsoft to become the Chief Operating Officer 
at Baidu, recently announced that he would return 
to the United States. Another interesting fact about 
these three leading minds of AI: None of them was 
born in the United States.

The list goes on. Andrew Chi-Chih Yao,48 a 
Turing Award winner who renounced US citizenship, 
is now researching AI theory development in China. 
Tim Byrnes,49 an Australian physicist, is researching 
quantum computing at NYU’s campus in Shanghai. 
Zhang Liang-jie,50 formerly employed by IBM in its 
Watson AI team, is now chief scientist of the enter-
prise software group at Kingdee in Shenzhen. Zenglin 

Xu,51 formerly of Purdue University, now leads AI 
research at the (notorious) University of Electronic 
Science and Technology in China.52

If we exclude individual academic researchers, 
and consider controlling corporate research on AI, 
we see a similar cross-pollination. Google has set up 
an AI research facility in China. Google AI China 
Center is intended to help the company conduct AI 
research in the country and hire employees with back-
grounds in machine learning.53 Vice versa, Chinese 
internet company Baidu has set up an AI research 
facility in America. Baidu revealed plans to invest 
in autonomous car technology research and develop-
ment (R&D) from its base in Silicon Valley. It would 
be extremely difficult, or perhaps impossible, to con-
trol corporate AI research within national boundaries.

According to a report in the New York Times, 
the Trump Administration is considering new con-
trols on the release of technology to foreign research-
ers54 at American colleges and universities. Although 
the article does not mention AI, specifically, it is not 
difficult to imagine that any new rules could cover 
“emerging” and “foundational” technologies perhaps 
including some related AI.

PUTATIVE CONTROLS ON  
AI SOFTWARE

As in the case of AI technology, neither the 
WADUL nor the CCL implement explicit controls 
on AI software. Could companies’ proprietary AI 
software be controlled effectively? Some companies 
in both the United States and China retain their AI 
software as proprietary, and hence conceivably sus-
ceptible of effective control. Amazon’s AI software for 
shopping recommendations and making its physical 
operations more efficient, Netflix’s recommendation 
engine, or Tesla and Baidu’s autonomous vehicle soft-
ware, might fall into this category.

On the other hand, there is plenty of high-qual-
ity open source software for AI, including Google’s 
TensorFlow,55 Facebook’s Caffe256 and Pytorch,57 and 
the OpenAI consortium58 (which has no corporate 
affiliation). Imposing export controls on proprietary 
AI software would do nothing more than favor one 
business model (open source) over another business 
model (proprietary code), unless the United States 
attempts to prohibit publication of open source 
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software, with the attendant First Amendment issues 
looming large.59

PUTATIVE CONTROLS ON  
AI DATA

The next question is whether the data used in AI 
training can be controlled effectively? After all, AI 
requires quite a lot of data, today.60 Moreover, data are 
probably the one area where China already may have 
an advantage. There simply are more Chinese people, 
more Chinese cars, more Chinese almost everything 
connected to the internet, generating more data, than 
exist in the United States. Based on simple demo-
graphics, that is not likely to change, anytime soon. 
Export controls that focus on access to data likely 
would perpetuate China’s advantage.

There are two problems with trying to control the 
data used in AI. The first is that the United States 
only controls “technology” under the EAR, and most 
of the data used to train AI are not “technology” so-
defined.61 The second is that AI is being optimized to 
operate on smaller and smaller data sets. Any control 
on data today could prove to be ephemeral.62

AI CONTROLS BASED ON END-
USER AND END-USE

If list-based export controls on AI hardware, soft-
ware and technology are not likely to be effective, 
then the next question is whether there is a role for 
export controls to play in AI, based on end-user or 
end-use? There are at least two possible approaches.

The first approach would be to control AI hav-
ing exclusively military applications as a military item 
under the WA Munitions List (WAML)63 and the cor-
responding United States Munitions List (USML)64 
of the International Traffic in Arms Regulations 
(ITAR). For example, training a conventional AI sys-
tem using technical data controlled under the ITAR 
likely would result in a model that similarly is sub-
ject to the ITAR. If indeed this is the result, then it 
may have the perverse result of retarding the develop-
ment of AI in the private sector, because not many 
companies will want to have their models subject to 
the ITAR. (See “Export Controls on AI Could be 
Counterproductive” below.)

The second approach would be to identify and 
control only specific end-users and end-uses that raise 
security concerns. For example, exporters could be 
required to apply for an export license, if they know 
or have reason to know that a particular end-user 
was engaged in military activities.65 The government 
could impose an export license requirement for end-
users it knows to be engaged in military activities.66 
The export controls on AI would resemble the cur-
rent controls on proliferation of weapons of mass 
destruction.67

Nevertheless, twenty-five years of experience 
with end-user and end-use controls suggests that we 
should be cautious about expecting either of these 
mechanisms to be successful, and they could have 
unforeseen consequences. A good example is the 
sanctions on the National University of Defense 
Technology and the three high-performance comput-
ing centers that were imposed several years ago, osten-
sibly due to nuclear proliferation concerns.68 While 
those sanctions may have retarded the development 
of the Sunway Tianhe 2 computer, which relied on 
Intel CPUs and NVIDIA GPUs, its successor, the 
more powerful Sunway TaihuLight, now uses only 
indigenous Chinese processors.69 The net result is that 
the end-user and end-use controls may simply have 
accelerated the Chinese development of indigenous 
processors, while at the same time reducing the avail-
able market in China for Intel and NVIDIA. Indeed, 
it may be one of the reasons why the Chinese govern-
ment reportedly has increased its investments in key 
semiconductor technologies, thereby further reducing 
the long-term opportunities for U.S. companies in the 
Chinese market.

AI AND CHINA

Although neither the WA nor its members 
explicitly target potential adversaries, the “elephant 
in the room” that cannot be ignored is China. Are the 
United States and the members of the WA doomed to 
be surpassed by China in AI?

There is no clear answer, but there are some 
intriguing facts. Chinese researchers are publish-
ing more academic papers, but American research 
papers are more frequently cited, suggesting that they 
are more influential. The United States still leads 
the world in AI patents, but the number of Chinese 
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patents is growing faster. For five years, China had the 
world’s fastest computer, a symbolic achievement for 
a country trying to show that it is a technology pow-
erhouse. Earlier this year, the United States retook 
the lead thanks to a machine, called Summit, built for 
the Oak Ridge National Laboratory in Tennessee.70 
However, China has the most supercomputers. From 
a list of the 500 fastest machines, Chinese companies 
and government produced 206 of them, while the 
United States made 124.71 It is interesting to note the 
correlation to the United States imposed sanctions in 
2015. Would sanctions on exports of AI technology 
also perversely accelerate Chinese investment to the 
detriment of U.S. industry? 

 A recent Oxford University study72 posited that 
the United States remains preeminent in almost every 
important area of AI, except perhaps access to data. 
Other, similar Chinese initiatives in the fields of semi-
conductor technology and biotechnology, for exam-
ple, suggest that extravagant claims in the Chinese 
State Council’s “New Generation AI Development 
Plan” should be taken with a grain (perhaps, even a 
boulder) of salt.

EXPORT CONTROLS ON AI 
COULD BE COUNTERPRODUCTIVE

The importance of AI to the Department of 
Defense is well documented.73 However, if the 
objective of export controls is to maintain a mili-
tary advantage, William Carter, Deputy Director 
and Fellow, Technology Policy Program, Center 
for Strategic and International Studies before the 
House Armed Services Committee Subcommittee 
on Emerging Threats and Capabilities, January 9, 
2018, testified that export controls on AI could be 
counterproductive:

Trying to control our own commercial technolo-
gies as “dual use” only deters private companies 
from working with DoD to protect their freedom 
to market their products internationally, and pay-
ing defense contractors to re-invent the wheel by 
building bespoke versions of commercial technolo-
gies for a DoD client has proven ineffective and 
wasteful, draining our resources and causing the 
military to fall dramatically behind the private 
sector in even simple day-to-day technologies. 

Perhaps it is time for a new way of thinking about 
maintaining a technological edge for the military.74

Some might suggest that these concerns are 
overstated, and that private companies will join the 
national security establishment in facing an exis-
tential challenge to American leadership in AI. To 
its credit, the Pentagon has been looking for new 
ways to engage industry and academia in response 
to the reported Chinese “military-civil fusion” of AI 
research and development.75 Such optimism should 
be tempered by evidence that American private com-
panies may not be inclined to support the Defense 
Department or Homeland Security, at least not with-
out reservations.76

For example, Google’s employees have circu-
lated an open letter opposing the company’s work 
on autonomous vehicles and AI for the Department 
of Defense,77 and Facebook’s controlling shareholder 
and CEO has testified before the Congress that new 
legislation would be required for his company to sup-
port facial recognition technology for the Homeland 
Security.78 In the long run, the commercial AI mar-
ket likely is much larger than the defense market for 
AI. Google’s overall commitment to AI surely dwarfs 
its revenue from Project Maven. Project Maven was 
allocated $16 million in last year’s NDAA, but fund-
ing increased to $93.1 million in this year’s bill.79 
Ultimately, Google decided to terminate Project 
Maven. Google’s new corporate policy declared that 
it will not support certain kinds of future Department 
of Defense (DoD) programs.80 Now, the DoD will be 
seeking a new private sector partner to replace Google, 
since Project Maven is explicitly a public–private 
partnership – “a commercial technology initiative 
that inserts commercial AI into existing programs of 
records.”81

Employees of Amazon, Microsoft, Salesforce, and 
other large information technology companies have 
expressed similar concerns. Amazon employees pro-
tested the sale of facial recognition software to law 
enforcement.82 Microsoft employees protested the 
sale of AI technology to Immigration and Customs 
Enforcement.83 Salesforce employees pushed back 
against contracts with military and other govern-
ment agencies.84 Elon Musk, Deep Mind founders, 
and others pledge not to develop lethal AI.85 Perhaps, 
recognizing that it may not be able to rely on com-
mercial technologies, the Pentagon recently signed 
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an $885 million contract with one of its traditional 
suppliers (Booz Allen) to develop AI for its require-
ments, ranging from national security to health care.86 
At the same time, companies like NVIDIA continue 
to develop systems that support the development of 
AI, for non-military applications.87,88 Perhaps, as Mr. 
Carter suggests, it is time to consider a new approach, 
beyond export controls, to retain the U.S. military’s 
advantage.

The new NDAA is evidence that the Congress 
agrees with Mr. Carter that new approaches may be 
required. Section 238(e) of the NDAA mandates a 
complete study of past and current advances of AI, 
and the future of AI, including the methods and 
means necessary to advance the state of the art.89 
Requirements for the study include: (1) reviewing 
advances in AI and associated technologies relevant 
to the need of the DoD and the armed forces, (2) 
the competitiveness of the DoD in AI, (3) recom-
mendations on how the DoD can maintain a techni-
cal advantage, (4) recommendations on establishing 
data standards and incentives for sharing open train-
ing data, (5) recommendations for engagement with 
other relevant agencies involved with AI, and (6) 
recommendations for legislative action relating to AI, 
including recommendations to more effectively fund 
and organize the DoD.90

Investment in AI for the U.S military also is 
included in the new NDAA. The Act includes $15 
million to “enhance and accelerate artificial intel-
ligence research” in the service branches, $10 mil-
lion for the Air Force, and $5 million for the Army.91 
The Pentagon wants to establish new agencies for AI 
and requested $70 million for a new Joint Artificial 
Intelligence Center (JAIC).92 The bill also authorized 
$10 million for a new National Security Commission 
on AI.93

CONCLUSION

AI has been cited as “militarily critical technol-
ogy” for over 25 years, and it has been subject to dual 
use export controls for over 20 years. Nevertheless, 
export controls have had a relatively minor impact on 
AI development.

Perhaps, the reason export controls have not been 
effective is that there is no “chokepoint” AI technol-
ogy that is susceptible of effective control. Whether 

we consider hardware, technology, or software, the 
opportunities for effective export controls are elu-
sive. It may be possible to implement export controls 
on a particular military application and related data 
set. For example, pattern recognition hardware, soft-
ware, and technology used to identify a cat, and to 
identify an enemy aircraft, are quite similar, except 
for the data sets used to train the system. However, 
broad based export controls on dual use technology 
are problematic, at best.

Despite cautionary voices, like Dov Zakheim, 
former Under Secretary (Comptroller) and Chief 
Financial Officer for the Department of Defense 
from 2001 to 2004 and a Deputy Under Secretary of 
Defense from 1985 to 1987, who recently opined that 
“AI often is erroneously identified as an emerging 
technology,”94 policymakers may be tempted to imple-
ment new export controls on AI hardware, software, 
and technology in the name of national and economic 
security. These new export controls most likely would 
be under the WADUL, under the CCL, or under the 
rubric of “emerging and foundational” dual use tech-
nologies. Well-intentioned as such attempts might 
be, any such export controls must be carefully crafted. 
There is a significant possibility that they will be inef-
fective, at best, or possibly even counterproductive.

Industry and academia have a crucial role to 
play, helping to ensure that any new export controls 
are narrowly tailored to protect legitimate national 
and economic security interests without unnecessar-
ily hindering the development of AI.95 Industry and 
academic participation in the regulatory process will 
be important, both through the existing Technical 
Advisory Committees, as well as its recently char-
tered Emerging Technologies Technical Advisory 
Committee. It will be important to file public com-
ments on any proposed rules or notices of inquiry 
that the relevant agencies may publish. The difficult 
task of designing and implementing effective export 
controls on AI and eschewing controls that could be 
counterproductive has only just begun.
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