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I hope this finds everyone doing well and looking forward to spring.

Your board has been working on a few projects that I'm excited to tell you about.

I've had a tremendous amount of feedback from the membership about the website.  
At our last board meeting, Amanda Clement, our Board Secretary, volunteered to 
take over the design and maintenance of the Association's website.  The single most 
talked about topic with the website involved geographic member location searches 
and searching membership by specialties. The other hot topic I've had a lot of 
feedback on from the membership is having a Listserve feature so we can 
communicate with each other as a community to effectively share ideas and tips with 
each other on topics of mutual interest. Amanda has some great ideas on these 
topics, and we hope to have some changes made and tested in the near future to 
make our website much more user friendly for both members and the public and 
make it a much more effective way for YOU to be found on the web as well.

At the last Board meeting, the Board also approved updates to the Articles of 
Incorporation of the Association, which have not been formally reviewed or revised 
since 2003.  With this approval, we'll put these new Restated Articles of 
Incorporation to a vote of the full membership in the very near future.  There are no 
significant changes in the structure of the Association, merely cleaning up how we've 
been doing things.

We're working on speakers for this year's conference scheduled for September 21-
23.  If you know of anyone or have a subject you think the entire membership would 
benefit from, please don't hesitate to let me, or any board member know your ideas!

Jeff Tilson

President’s Message
by

Jeff Tilson
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THE INS AND OUTS OF COVERT OPS
AMI  TOBEN ·MARCH  2 ,  20 17

In the world of covert operations, there’s an almost endless array of techniques that 
can help you improve your game. Here are a few useful tips I can give, based on my 

years of teaching, working, and managing covert operations.

Be  sure  your  cover  meets  the  “boring  test .”

To maintain a good cover—i.e., the visual projection of what you want people to see 

and believe about you—you’ve got to be boring. If there’s nothing interesting about 
you, it’s more likely no one will pay you any attention, much less remember you later 
on.

A common mistake I’ve seen many people make when trying to establish a cover is to 

invest too much energy in looking harmless, while forgetting that a cover that’s 

interesting, fun, or attractive is almost always a bad one, since it fails the boring test.

As for your cover story, here too, keep it simple and boring. Don’t volunteer too many 

details, and keep it bland so that the person you’re talking to will forget you as soon as 

he/she walks away.

Not  “looking  the  part” is  a  huge  advantage .

There’s no point in ignoring this fact: The archetypal covert operator is male, in his 

mid-20s to early-60s, with a somewhat “serious look” about him. Lest you think this 

discriminates against those who don’t fall into this demographic, let me assure you 

that the opposite is true: Simply being outside of that category confers a natural 
advantage—e.g. being female, older, or very young looking. The reasons for this (as 

politically incorrect as they might sound) should be pretty obvious: People in these 

categories don’t fit expectations for who a covert operator should be.

I can tell you from experience that some of the hardest covert operators to detect are 

people who, for the casual observer, look like anything but ex-cops: if your “look” 

resembles the quintessential “little old lady,” jovial old grandpa, or skinny, bicycle-

riding hipster, you are almost unburnable.

The idea of “not fitting the type” is exactly the point.

Skip  the  “covert  tactical” wear .

Any good covert operator knows that personality and background can bleed into 

appearance and bearing. People who gravitate towards investigations often have 



backgrounds in military, law enforcement, security, or all of the above—and they 

may unknowingly reveal their histories in subtle ways that harm their covers.

When considering how to dress for a covert operation, you might be tempted to 

wear whatever you’re used to wearing in casual situations. The problem is that your 
preferred “casual” style probably reveals something about your personal taste, which 

may also offer clues about your background … and about what you might be doing.

The most common manifestation of this is the classic off-duty or low-profile 

officer/agent look—a casual and comfortable style common to industry professionals 

(even on their down time). Some of you already know what I’m talking about: jeans, 

khakis or cargoes; loose-fitting, untucked golf or buttoned-up shirts (good for 
concealing a weapon); and comfortable walking or sporty shoes. This is a very 

common, and therefore predictable, look for people who want to be casual, but also 

want to feel comfortable enough to jump into action if things “go south.”

A few more easy giveaways I’ve seen over the years are: tactical or sporty sunglasses 

(usually Oakleys), tactical shoes and backpacks (most notably 5.11s), G-Shock type 

watches, tactical-looking ruggedized cell phone cases, clip-on pocket knives, 

golf/Polo shirts worn over undershirts (usually Under Armour), baseball caps, soft-
shell jackets, and anything that’s considered “casual tactical” or “covert tactical.”

[quote align=”center” color=”#999999″]If you think it looks good on you … you should 

probably go change.[/quote]

I’ll be honest: The typical low-profile officer look is one that I myself like. But the fact 
that someone with my background and personality likes this look is all the more 

reason to avoid it when trying to hide what kind of person I am.

A good way to decide what not to wear on surveillance is to consider whether you 

think something looks good on you. Odds are, if you think it looks good on you, it’s 

probably because it fits—and represents—your personality, which means you should 

probably go change.

This same principle also applies to your behavior. Conducting yourself in a way that 
looks dull or even somewhat dimwitted, as you slump down in your seat and play with 

your cell phone, might feel like the opposite of what you’re used to when it comes to 

important tactical operations. But, once again, that’s precisely what makes it so good 

for masking who you are and what you’re doing.

Use  your  smart  phone  as  part  of  your  cover .

Not only is your smart phone the best and most natural way to communicate; it can 

also justify your presence just about anywhere. Next time you’re out and about, notice 

what bored/boring people are doing. Most will have smartphones in their hands. This 

is a fantastic way for you to meet the boringness standard.



Your phone can even help you when conducting mobile surveillance on foot. 
Unexpected stops are almost unavoidable in these situations, and using your phone as 

a reason for stopping (e.g., pretending to answer a text message, etc.) can be helpful.

If you plan to actually use the phone (or some PTT device that looks like a cellphone) 

for operational communication, try to avoid using call-signs and other tactical 
communication lingo when out in the field. People with military, law enforcement and 

security backgrounds love to say things like, “Command from mobile-1. Target 
traveling southbound on Lincoln Street.” Needless to say, this is not how most people 

talk on their phones.

Instead of establishing official call-signs, try using names (they obviously don’t have to 

be your real names), and make up a name for your target too, something like “Tom.” 

So instead of the example above, why not say something like, “Hey Brian, it’s Adam. 

What’s up, man? I think Tom’s actually heading down Lincoln.” As for the length of 
these calls, keep in mind that most people don’t simply call to say one sentence, so 

you might want to keep talking. You don’t have to fill up your communications network 

with chatter to do this—hang up (or release the PTT button) and blab on for a few 

more seconds to make it seem like a normal phone call.

Be  wary  of  low  profile/covert  communications  gear .

First, when it comes to hands-free cell phone extensions (both wired and wireless), I’m 

not a huge fan. These are designed to free up your hands for other purposes, which is 

what makes them so useful for covert operations—and that is exactly why I have 

a problem with them. Because covert operators usually need to use a low-profile 

communication method, that’s precisely what an experienced observer will look for. 
The hands-free cell phone earphones with a mic (usually dangling down from just one 

ear) is something I see too often on covert operators—making them quite easy to 

detect.

As for other types of covert communication, I feel compelled to explain that there’s 

nothing all that covert about the classic radio “surveillance kits” that dangle a “pigtail” 
from your ear and force you to talk into your sleeve or collar. More advanced wireless 

skin-colored mini earpieces and microphones might do a better job of concealing 

themselves, but if you’re interested in two-way communication, you’ll still have to 

awkwardly (and suspiciously) talk into what looks like thin air. You could, of course, 

mask this by pretending to talk into a regular cell phone, but in that case, why not just 
talk into one for real?

The biggest irony in using advanced technology for covert operations is that if these 

expensive and rare tools ever get discovered, there’s a much bigger chance you’ll get 
exposed than if you just text or call with an ordinary (or ordinary-looking) cell phone.



Making  mistakes  is  par  for  the  course .

So you found yourself at a lousy vantage point, or enacting various classic mistakes 

you were taught to avoid during training. Welcome to the real world of covert 
operations! Now, should you be happy about making these mistakes? Of course not. 
But should you abort the entire mission after realizing you’ve just made a mistake? No, 

not usually. There might be cases where a small mistake can indeed jeopardize the 

mission or expose an operator, but in most private-sector operations this will not be 

the case. You’ll just need to move on, avoid looking anxious about the mistake, and try 

to avoid making it in the future.

The one thing you have going for you is that most people are so unaware of 
surveillance, they will rarely detect an operative, even if he makes a mistake. Humans 

have a limited attention span and focus spectrum; surveillance and surveillance 

detection don’t come naturally to most of us, which is why training is so important.

I’ve conducted dozens of exercises over the years, and from my experience, I can say 

that it’s extremely difficult, even for skilled surveillance detection trainees, to actually 

detect a covert surveillance role-player, even when they know there’s one out there. 

When you transfer this to the real world, where there aren’t any dedicated trainees 

looking for you, you’ll find that most people are consumed by anything except 
you—their cell phones, other thoughts and distractions—and they are miles away from 

ever noticing your mistake, let alone concluding that you’re a covert operator.

I’m not suggesting you abandon your abundance of caution, or that you take it for 
granted that you’ll never get exposed. I’m simply saying that in the inevitable cases 

when you break a rule of covert methodology, 99.999% of the population will be 

completely oblivious to it. Always try to avoid mistakes, but don’t panic when they 

inevitably happen.

About the author :

Ami Toben is the owner of Protection Circle (https://protectioncircle.org), and the 

director of consulting, training and special operations for HighCom Security Services. 

He specializes in terrorist activity prevention, surveillance detection, and covert 
protective operations.

Born and raised in Israel, Ami has over 15 years of military (IDF) and private sector 
security experience. Currently based in the San Francisco Bay Area, Ami has been 

providing high-end protective services to Fortune 500 corporations, foreign 

governments, foundations, nonprofit organizations and wealthy individuals.

In addition to his Protection Circle blog, Ami has also had articles published 

in Securitymagazine, Security Solutions Magazine, Security Driver 
Magazine and SRM-Ti. 



TIPS FOR PRESENTING EVIDENCE
AND TESTIMONY DURING TRIAL

Even veteran private investigators get nervous when 

presenting evidence at trial . Remember : It ’s a show , and 

your performance matters .

You’re on the witness stand in front of a hot, packed courtroom, being eyeballed by 12 people 
you don’t know and mad-dogged by an attorney whose sole mission in life is to make you look 
the fool.

You’ve sworn to tell “the truth, the whole truth and nothing but the truth so help you God.”

You’re sweating profusely in your suit, being strangled by the top button of your dress shirt, 
cursing yourself for not buying a new one since putting on 15 lbs.

It isn’t pretty, but it happens, even to the pros.

One of my subcontractors recently testified about a surveillance video that he obtained while 
working an insurance investigation for me. We’d worked the case for two years and collected 
about 18 hours of videotape, documenting just how uninjured this claimant/plaintiff really was.

Another investigator who had worked the case was also scheduled to testify. He was a rookie 
investigator, and it was his first trial. I advised him to watch the testimony of the other 
investigator, who had testified in dozens of trials, to get a feel for how he should project 
himself and answer when cross-examined.

To my horror, the experienced investigator began to exhibit signs of defensiveness when 
questioned by plaintiff’s counsel. Having testified many times and observed many trials,  I 
knew if this guy didn’t change his evasive posture soon, he would hurt our case whether he 
was telling the truth or not. The plaintiff’s attorney, though not extraordinarily cunning, was 
doing a more than adequate job of making my honest and forthright investigator seem like a 
paid assassin, whose only job was to destroy the good name of his tragically disabled client. 
And the jury was watching intently.

Needless to say, I was becoming rather concerned about the jury’s final judgment of our 
evidence (no matter how devastating) and my investigator’s character.

The next witness was my young, inexperienced investigator. As the plaintiff’s attorney readied 
his attack, I whispered to the novice sitting beside me, “Whatever you do, don’t do it like that!”

To my astonishment, my never-set-foot-inside-a-court-room investigator gave one of the best 
and most sincere and compelling witness testimonies I have ever seen. As for the first 
investigator—I hold him responsible for many hundreds of gray hairs and the loss of many 
existing ones. He never worked for my company again. And I was forced to rethink how I 
prepare investigators to testify at trial.



A trial is little more than an adult-sized board game. The facts and evidence often play a 
secondary role to the skill of the players (See O.J. Simpson trial, 1995).  It is essential that a 
witness project him- or herself to a jury in a professional manner…which means he must 
become skilled at playing his role in the Big Show.

Bottom line: You want to be liked by the jury. You want them to connect with you like a friend 
or family member. Most of all, you want them to believe you!

Appearance

Remember, you are a professional. Dress professionally. That doesn’t always mean a suit, 
but it should never be less than a dress shirt, slacks and tie. A sport coat is advisable. Make 
sure your shirt is pressed and you can safely button the top button without cutting off the 
circulation to your brain. You’re going to need blood flow to answer questions, and passing 
out can be distracting. Make sure whatever you are wearing fits you.

If you’re looking a little shaggy, trial time is a great time to get your ears lowered (that’s what 
my granddad called a haircut, in case that wasn’t clear). Your face should be clean shaven, 
little or no facial hair, or trimmed very neatly. Little or no jewelry, but always a wedding ring if 
you are married (projects stability). Ladies should not try to gain the favor of male jury 
members by wearing short skirts or low cut blouses. You never know what a jury member’s 
beliefs are, so that could backfire.

Responses

You, as an investigator, are a collector and reporter of facts, nothing more. You are not a 
designated expert (probably) so your opinion has no place in testimony. Your answers should 
be short and to the point. If it is a yes or no question, give a yes or no answer. Do not 
voluntarily expound on your answers—additional information can be twisted or used against 
your creditability by opposing counsel. If the questioning attorney wants more information, 
he/she will ask for it.  If your attorney client is questioning you, let him guide you down the 
path that he/she, as an experienced litigator, has chosen. During cross-examination by the 
opposing attorney, always wait a split second before answering to allow your client counsel to 
object if necessary.

Voice Inflection

Keep your voice steady and even. Deliver your answers calmly and with little inflection in your 
voice. Be especially aware of your tone/pitch at the end of a sentence. A rise in your voice 
can give the impression of doubt or defensiveness. As long as you are telling the truth, you 
have no reason to be unsure or defensive.

Attitude



I can’t stress enough how important it is for you to project yourself as indifferent to the 
outcome of the trial. The opposing attorney will most likely ask you if you are being paid to 
testify. He/she will try and make it look like you have a financial interest in the verdict. If you 
did your job competently, your investigation will speak for itself and will be the reason for your 
continuing income. If your client’s case bombs, (s)he probably had a bad case to begin with, 
or the client counsel blew it. The textbook answer to whether you are being paid for your 
testimony is, “I am being reimbursed for my time”.

Demeanor

Sit up straight. Don’t fidget or swivel back and forth in your seat. Avoid tapping your foot so 
hard that it shakes your body. Even though inside you may feel like jumping out of your skin, 
you are only there to tell the truth, so there is no reason for you to be nervous.

Eye Contact

For short answers, maintain eye contact with whoever is questioning you. If you’re asked to 
explain your answer, turn slightly toward the jury, and address them, again making eye 
contact with each of them during your explanation.  Looking down is a sign of evasiveness 
and will ultimately hurt your credibility.

Manners

Dig deep into your childhood memories of what your parents taught you about manners. 
Address everyone as “Sir” or “Ma’am.”  Don’t refer to your subject as the man or lady, but as 
a gentleman or woman. Remember, you are not supposed to have personal interest in the 
outcome of the trial, so be friendly and courteous to everyone—no matter how they treat you. 
You can quickly turn a jury against an overly aggressive, rude and intimidating examiner by 
replying with unaffected grace. Always address the judge as “Your Honor” and say “good 
morning” or “good afternoon” when greeted by the judge or counsel.

What Not to Do

o Don’t lose your temper under any circumstances!
o Don’t get smart with the attorneys or the judge. For all intents and purposes, 

you are a simple servant of the court. You don’t have an opinion, and you 
surely don’t carry enough weight to turn wise guy without looking bad.

o Don’t let opposing counsel shake you by inferring that you are dishonest or 
untruthful. It’s his/her job.

o Don’t appear at court unprepared. Study your notes, reports and/or videotape 
the night before to make sure that you have all your facts straight. If possible, 
confer with your client counsel to make sure you are both on the same page.

o Don’t take your original case file into court with you unless your client requests 
it. Compile a brief outline of facts to remind you of pertinent times, dates and 



events to use on the stand. If you show up with your whole file, it can be 
entered into evidence and scrutinized to death.

o Don’t try to outsmart the attorneys or second-guess the questioning to adjust 
your answers accordingly. Wait for the question and answer it honestly.

Practice

The best way to become proficient at trial testimony is to practice. Ask an attorney client if 
he/she would mind working with you or your employees on mock trial testimony. Spend time 
answering questions and practicing what you have learned and then ask for feedback, 
positive and negative. If you really want to get it right, videotape yourself during the exercise. 
Then you can see what a jury would see and fine tune your projection skills.

Whether you are a seasoned veteran who has testified in hundreds of trials as an old timer PI 
or beat cop, or a new employee of a large firm, you should play every hand as though your 
ultimate destination will be in front of a jury of your peers. You have got to be ready to tell 
your story with the sincerity of a saint.

About the Author:

Michael Julian is the President/CEO of National Business Investigations, Inc. As a 
2nd generation PI with nearly three decades in the private investigative and security industries, 
Mr. Julian currently serves as President of the California Association of Licensed Investigators 
and lobbies California legislators on behalf of the private investigation industry. He can be 
reached at mjulian@investigations-nbi.com

----------------------------------------------------------------------------------------------------------------------------

Private Investigators and Preservation Letters

Preservation/spoliation letters are a vital tool for 
private investigators to prevent evidence from 
being destroyed in complex civil litigation and 

criminal defense cases.

Disclaimer: The author is not an attorney, and the information contained within this 

article should not be construed as legal advice.

In an article I wrote in 2017, “Evidence Expires,” I point out what should be obvious: 

hiring a private investigator in the early stages of criminal and civil cases gives clients 



the best chance of success. Speed often determines case outcomes. The window of 
opportunity to locate and preserve evidence closes quickly. Certain categories of 
evidence expire within weeks or even days: surveillance video, text messages, emails, 

records, etc., are easily and often destroyed. Sometimes the destruction is a deliberate 

effort to obscure evidence. But other times, it’s just the normal course of business. 

Surveillance video is taped over, and inboxes get cleaned up — with no nefarious 

intent. 

Either way, there are steps that a private investigator can take to help prevent the 

intentional or unintentional destruction of evidence.

Preservation/Spoliation Letters

At the start of an investigation, the private investigator and client should review all 
available information and create a list of potential evidence not yet collected. For each 

item on that list, the investigator should then draft a preservation/spoliation 

letter and serve it upon the party in possession of that evidence.

What exactly is a preservation/spoliation letter? 

A preservation/spoliation letter is a notice served upon an individual or entity in 

control of a piece of evidence, requesting that the specified evidence be preserved — 

and available to produce upon receipt of a subpoena or court order. It further requests 

that the possessor take reasonable steps to prevent the intentional or unintentional 
destruction of the evidence. This is a critical step and should be completed 

immediately, regardless of whether subpoenas or court orders will be sought later. 

Remember, the goal is to prevent intentional or unintentional destruction. Subpoenas 

take time to obtain and process through legal departments. As the minutes tick by, 

there’s ample opportunity for evidence loss.

Letter Format

Preparing preservation/spoliation letters is pretty straightforward. I highly recommend 

that private investigators keep letter templates on file and on hand when conducting 

canvasses. During a canvass, if you discover the existence of evidence but cannot 
collect it at the time, you can easily write in the name of the person (or entity) who has 

possession of (or access to) the evidence, include the specific evidence being sought, 
and immediately serve the party with the letter. The notice should be on the 

investigators or attorney’s letterhead and contain the following sections:

1 .  The  date  of  the  request  and  the  ident ity  of  the  indiv idual  or  ent ity  

being  served .



2 .  An  out l ine  of  the  nature  of  the  incident  under  invest igat ion  and  

the  specific  ev idence  being  sought .  

Example: “Our agency has been retained by the ABC Law Firm in regard to a motor 
vehicle crash that occurred on January 1, 2022. We are requesting that you preserve all 
video captured by your exterior surveillance cameras between 1:00pm and 1:30pm on 

January 1, 2022. This video is important evidence in a civil investigation.”

3 .  A  statement  of  good  faith .

Example: “This request is being made in good faith in anticipation of civil litigation before 

the Maricopa County Superior Court.”

4 .  The  preservat ion  demand .  

This section clarifies the preservation instructions and outlines the means to avoid 

destruction of the evidence.

Example: “In anticipation of subpoenas being issued under the authority of the Maricopa 

County Superior Court, I am requesting that (insert name or entity) not erase, record over, 
or alter this video evidence in any way, and segregate and preserve it in order to prevent 
its deletion or destruction due to a deliberate act, or as a result of backup-tape rotation, 

electronic data shredding, drive re-imaging, the sale or destruction of computer systems, 

disk defragmentation, or routine computer maintenance.”

5 .  Request  for  commun icat ion  of  the  retent ion  obligat ion  to  others .  

In order to ensure preservation, all parties with access to the evidence must be 

notified and kept accountable until the evidence has been procured or becomes 

irrelevant.

Example: “I request that you communicate retention obligations to all persons in the 

organization, or in control of the organization, who may have access to this evidence, and 

that you periodically issue reminder notices to them that the notice is still in effect (until 
otherwise advised).”

6 .  Contact  informat ion  

This section includes contact info for whomever will be assigned to answer questions 

about the preservation request.

7 .  Instruct ions



Here you’ll explain how the evidence can be turned over, should the individual or 
entity elect to do so prior to receiving process from the Court.

Non-Compliance

While a preservation/spoliation letter doesn’t guarantee that the evidence won’t be 

destroyed, an attorney may later be able to make a claim of spoliation or or ask that 
a Willits Instruction be provided by the judge. Both are game-changers for your client 
because they’ll allow the Court to infer that the evidence was in your client’s favor.

Conclusion:

Litigation is won and lost based upon evidence. Identifying critical evidence in the 

early stages of litigation — and preserving said evidence as quickly as possible — 

should always be an investigator’s top priority. 

Preservation/spoliation letters are important tools to ensure that evidence will be 

available later. Should the evidence be destroyed, either intentionally or 
unintentionally, you’ll need to be able to document that preservation notices were 

served. That step will help set the stage for a legal challenge later, as the case moves 

forward.

About the Author :

Steven Mason of Mason Investigative Solutions is an award-winning private 

investigator with decades of investigative experience conducting complex 

investigations. His approach to civil and criminal private investigations utilizes both 

traditional and innovative methods designed to withstand scrutiny of the toughest 
courts, while collecting the information and evidence needed to leverage negotiations 

and win at trial.




