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Protect yourself from Cyber Intrusions
Cyber hacks are very much on the rise. What most people don’t understand is that hackers are usually not targeting any business 
specifically. Usually, they are using bots to troll the net looking for companies with weak security controls. Or they are sending out 
blast phishing emails hoping a naïve employee will click on a link or open a document that is infected with malware.  Or they are 
creating social engineering scams to try to dupe people into wiring funds to the wrong bank accounts. Because these efforts are 
widely distributed and many bad actors are doing this, all companies are vulnerable. There are things all companies can do to stay 
vigilant and try to protect themselves beyond the usual firewalls, VPNs, etc.:
 
1. Implement Multi Factor Authentication (MFA) – This should be used for anyone that can access your system remotely.
2. Implement End Point Detection – This will help your IT staff continually monitor and respond to cyber threats.
3. Train, Train, Train – Make sure your entire staff understands the threat and stays vigilant against opening the wrong attachments.  
    Do phishing exercises regularly.
4. Put controls in place around Wire Transfers – Make sure anyone that has the ability to do wire transfers is trained to correctly, 
    verbally, confirm the details of all wires.
 
Due to the increase in frequency and severity of cyber-attacks, Cyber Insurance has become more expensive and more difficult to get.  
It’s also become much more important to have. Carriers are now requiring their insureds to have these controls in place before they 
will provide insurance. When completing the application for insurance pay close attention to the questions about controls and answer 
them honestly. If you do not have all these controls in place, you will probably be required to implement them so have a plan in place 
and articulate that. Work with your insurance agent to get the proper coverage based on your exposure. Terms and conditions vary 
widely in the marketplace so be very careful to make sure you get the best coverage you can. Remember, especially with cyber, you 
get what you pay for so don’t just buy on price.
 
Source: Eric Shapiro, Socius Insurance
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Business Interruption Outside of Physical Damage 
Coverage is Essential to Restaurants - General Liability 
May Fall Short! 
Restaurant and hospitality industries face unique exposures that other businesses do not due to your daily handling and serving 
of food to the public. Hepatitis A, E-Coli, Salmonella, Shigella and Norovirus are the Top 5 bacteria/viruses that cause food borne 
illnesses which can be transmitted to consumers. These industries are held to a higher standard of care by health departments 
regardless if contamination is actual or alleged. A food borne illness outbreak can have a negative impact resulting in decreased 
customers, revenues, and a tarnished reputation. Statistics indicate that a restaurant closed more than 7 days is more likely to be out 
of business within 12 months following such closure. 

Resource/Solution: 
24/7/365 access to an experienced Crisis Team, who has handled a multitude of events, may be crucial to the restaurant’s survival 
before, during and after an outbreak to respond to unfolding events 

For illustration purposes only, a restaurant can face the following type of food borne illness event:

1. A sick employee contracts a pathogen, such as Hepatitis A, outside of the restaurant and works while contagious (knowingly or 
    unknowingly). The sick employee can be infecting coworkers and customers, even without symptoms.
2. There are NO sick customers, NO other sick employees, and NO actual food contamination.
3. The Health Department does not require proof of food contamination prior to making an announcement. The presence of a 
    confirmed ill employee is enough for the Health Department to notify the public of possible exposure to food and/or customers 
    to the illness.
4. Based on the exposure at the restaurant, the Health Department will recommend customers seek medical treatment and/or shots; 
5. The associated announcement and subsequent fear and concern about eating at that restaurant translates to customers’ loss of  
    confidence, decrease in revenues and profitability in addition to increased expenses.

Resource/Solution: 
Trade Name Restoration Loss of Business Income and Incident Response (expenses) Insurance for Food Borne Illness Policy assists 
you with these types of events and provides direct access to the Crisis Team. You can contact us for additional information.

This is not part of the insurance contract and confers no rights upon you. This document does not amend, extend, or alter the coverage afforded by the Policy. For a complete 
understanding of any insurance purchased, it is Underwriters’ assumption that you read the policy, declarations page and any endorsements, and discussed with your broker or 
agent. Actual terms and conditions may be amended by endorsement or affected by state laws. Copyright© PLIS®, Inc. and its licensors. All rights reserved.

Source: PLIS - Professional Liability Insurance Services, Inc.

Questions? Call 561.262.4240  or email us at Tony.davenport@FLHRA.com
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Mandatory Vaccination Policies – 
Things to Consider
If you are considering implementing a mandatory vaccine policy, you will 
need to think through several issues. Here is a short summary:

What do you mean by “mandatory?”

Before announcing that a policy is “mandatory,” decide what you mean 
by that. Will those who refuse be terminated?  Will they be suspended?  
Or will they just face a requirement that they get tested on a regular 
basis? Check out the link on our FLHRA website at:  Click here to view 
article or scan the QR Code.

Source: Kevin Johnson, Johnson Jackson, PLLC


