TOP 10
MOST LEVERAGED

MITRE ATT&CK
TACTICS & TECHNIQUES
IN 2020
Correlated by

ecting the various
phases of an adversary’s lifecycle and the platforms
they are known to target. ATT&CK™ is useful for
understanding security risk against known adversary
behavior, for planning security improvements, and
verifying defenses work as expected.
It originated out of a project to document and
categorize post-compromise adversary tactics,
techniques and procedures (TTPs) against Microsoft
Windows systems to improve detection of malicious
behavior.
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The list Top 10 Most Used ATT&CK Techniques
herein was collected thanks to our vFeed
Vulnerability Intelligence mapping to the latest
MITRE ATT&CK Framework v8.2.

WHY USING ATT&CK ?

U

sually security experts tend to dive into data
and logs collected from the Indictors of
Compromise to understand how the attack
occurred and what was its coverage.
In a perfect world, it is preferable to know when the
attack is in progress by extending the knowledge
scope to recognize the why and the how of the
happening cyberattacks.
And that’s where MITRE ATT&CK™ framework
comes into play. It brings a new standardized
taxonomy and a comprehensive list of known
adversary Tactics and Techniques , literally the Why
and the How, leveraged in common attacks.
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The ATT&CK™ framework can be used as well to
assess the ef cacy of the defensive security postures
and measures such as threat intelligence, red
teaming, and risk management MITRE has released
an outstanding paper MITRE ATT&CK Design and
Philosophy whitepaper that outlines many use
cases.

1. T1574.007 : Hijack Execution Flow: Path Interception by PATH
Environment Variable.
Sub-technique of: T1574
Tactics: Persistence, Privilege Escalation, Defense Evasion.
(https://attack.mitre.org/techniques/T1574/007/)
2. T1574.006: Hijack Execution Flow: LD_PRELOAD.
Sub-technique of: T1574
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Tactics: Persistence, Privilege Escalation, Defense Evasion.
(https://attack.mitre.org/techniques/T1574/006/ )
3. T1562.003: Impair Defenses: Impair Command History
Logging.
Sub-technique of: T1562
Tactic: Defense Evasion (https://attack.mitre.org/techniques/
T1562/003/ )
4. T1134.003: Access Token Manipulation: Make and Impersonate
Token.
Sub-technique of: T1134
Tactics: Defense Evasion, Privilege Escalation (https://
attack.mitre.org/techniques/T1134/003/)
5. T1083: File and Directory Discovery.
Tactic: Discovery (https://attack.mitre.org/techniques/T1083/).

6. T1548: Abuse Elevation Control Mechanism.
Tactics: Privilege Escalation, Defense Evasion (https://
attack.mitre.org/techniques/T1548/)
7. T1134.002: Access Token Manipulation: Create Process with
Token .
Sub-technique of: T1134
Tactics: Privilege Escalation, Defense Evasion (https://
attack.mitre.org/techniques/T1134/002/)
8. T1550.004: Use Alternate Authentication Material: Web
Session Cookie.
Sub-technique of: T1550
Tactics: Defense Evasion, Lateral Movement (https://
attack.mitre.org/techniques/T1550/004/)
9. T1204.002: User Execution: Malicious File.
Sub-technique of: T1204
Tactics: Execution (https://attack.mitre.org/techniques/
T1204/002/)
10. T1135: Network Share Discovery.
Tactics: Discovery (https://attack.mitre.org/techniques/T1135/ )
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Relationship with Top most
exploited vulnerability

W

e mapped the relationship between this
Top 10 Most Leveraged MITRE ATT&CK
Tactics & Techniques list to the previous
one we published current January 2021 regarding
the Most Exploited Vulnerabilities in 2020.
We realized that 70% of the most exploited
vulnerabilities has a connection with this ATT&CK
list.
• CVE-2020-0796 is mapped to T1562.003
• CVE-2020-1472 is mapped to T1548
• CVE-2020-0601 is mapped to T1553.004
• CVE-2020-1938,CVE-2020-3452 and
CVE-2020-11651 are mapped to T1562.003,
T1574.006 and T1574.007
• CVE-2020-1350 is mapped to T1083,
T1134.003, T1135, T1204.002, T1574.006 and
T1574.007

Connecting the dots !

B

y analyzing the data collected, it is obvious that
certain occurrences stand out to create a
model of a typical attack / attacker
behaviors.
It has been observed that the most used tactic is
TA 0 0 0 5 “ D e f e n s e E v a s i o n ” ( h t t p s : / /
attack.mitre.org/tactics/TA0005/). It is therefore
necessary to companies to channel their energy in
order to carry out the necessary hardening to align
with the mitigations and detection rules and tweaks
highlighted with every ATT&CK Technique.
Also, File system access controls and System
Access Controls were the most bypassed defense
controls which supports the need for system
hardening.
Finally, it was consequently possible to conclude that
the most attacked platform is Windows. And it was
corroborated as well with the our previous Top 10
Most Exploited Vulnerabilities.
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As a nal word, we would say beware of the attacker
who is using Defense Evasion Tactics against your
Windows platforms to bypass your le & system
controls.

Mapping to att&ck
with vfeed

v

Feed Vulnerability Intelligence Feed
leverages a unique approach to validate your
controls against vulnerabilities mapped with
the ATT&CK Tactics & Techniques.
Therefore vFeed Vulnerability Intelligence Feed
acts like an accelerator for more ef cient
comprehensive analysis to connect mitigations,
weaknesses, adversaries with patches, exploits and
vulnerability data.
As depicted previously, we can help to provide a full
coverage of attacks thanks to our wide scope of
indicators ranging from ATT&CK Techniques up to
exploits and vulnerable packages (recently
introduced with our Vulnerability Common Patch
Format)
We were the rst to introduce this mapping feature
in June 2018 :)
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STAY SAFE MY FRIENDS !

