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A stunningly successful strategy for productivityIn the developed world, we’ve been stunningly successful in 
driving at agricultural productivity and efficiency



For most of human history, food systems were deeply 
decentralized, redundant, energetically diffuse, nutritionally diverse, 
and were focused on sufficiency, not absolute abundance. 

Ten thousand years ago, agriculture was invented, established 
us as a phenomenally successful invasive species. 

With the rise of professionalized research, commercial 
agriculture, technology, fossil energy and water extraction, we have 
created systems that are: - globalized, consolidated

- highly efficient, brittle
- genetically uniform
- highly productive monoculture
- relatively few species
- energy-, water-intensive
- polluting, toxic “externalities”
- declining diet-related health
- complex critical infrastructure 



Mali, June, 2005

“Food systems,” “food security” and 
agricultural research focused on yield 
are not all the same thing



Mali, June, 2005

Mali, June, 2007









But how stable are our food systems? How much more 
growth can they deliver without collapse? 

Agriculture and innovation in the 20th century
achieved caloric per capita sufficiency…



Rabobank, 2012

Modern food systems are a significant part of our species’ massive 
energy and fossil water binge-- dynamic, complex and 

fundamentally important to human security and survival

Global food systems are optimized for
+ globalized trade regimes,
+ efficiency, peace time and
+ relatively stable environment

To what extent are food systems
+ uncontrollable?
+ fragile?
+ hijackable?



And what about patterns of consumption, control of production & distribution, 
cyber vulnerabilities?  Increasing global affluence, urbanization and population 

growth intensify demand and potential instability
=> Importance of the concept of FOOD SYSTEMS

Photo Credit: Randy Olson, National Geographic Creative
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The global food system is comprised of formally complex, 
consolidated food, financial, energy networks

Source: CGGC based on company reports & literature review
Slide Adapted from Ghada Ahmed 



Risks and threats in food systems are 
formally complex and potentially 
interrelated in largely uncharacterized 
ways. 

Good intentions on flawed 
assumptions could result

in diverse, potentially cascading
unintended consequences



Interacting chronic and acute stresses can result in highly significant 
but UN-MODELLED PERIL

Financial systems formally blind to unmodelled peril—worrisome to 
those focused on reducing tail risk for enterprises



Increased energy 
demand

Increased water 
demandClimate change

The advent of a concept of food systems 
along with “food system shock” and 
stability

By 2030, significantly more food production will be 
needed on less land, with less water in the face of sea 
level rise, more frequent extreme weather including 
droughts/heatwaves, larger wetter hurricanes, floods that 
affect crops and infrastructure, irregular monsoon, more 
digitization, arrival of 5G, and consolidation of shipping 
and more migration and more foreign ownership

Increased food
demand 



Source: Met Office

• Increased danger of forest fires
• Crop yields decrease
• Up to 70% reduction in water run-off. 
• Sea levels could rise as much as 

80cm by the end of the century
• Extreme glacier melt

• Fisheries severely depleted.
• Drought events twice as frequent.
• Disappearance of the permafrost
• Decline of ice sheets
• Tropical cyclones more intense.
• Hottest days: China 6°C warmer; North 

America 11°C warmer; Europe 8°C warmer.

+ 8 - 16°C

+ 5 - 7°C

+ 3 - 8°C

+ 4 - 8°C

Now a real risk of a 4°C average 
or greater temperature rise



Unnamed Senior Federal official, 2010 

Madame Under 
Secretary, 

Please tell me one thing.  
Why are we subsidizing 
the mining of fossil water 
in the U.S. and sending it 

to China? 
What are the 

implications of this 
choice for the long term 

stability and U.S. 
agriculture?



That is an excellent 
question, Sir.

Jahn, 2010 



Unnamed Senior 

Madame Under 
Secretary, 

Are you telling me that 
we don’t have clear, 

consistent, trusted ways 
to share dynamic 

information about our 
food systems and the 

potential implications for 
U.S. national of global 

security?
-2010



No Sir,
We don’t track our 
food systems that 

way….
We have lots of yield 
estimates, we track 

critical 
infrastructures and 
many other system 
attributes, but your 
point is well taken.
I’ll get right on that, 

Sir.



Food insecurity a significant risk 
to “global society”

Insurance can play a large role in
risk mitigation/management
as well as innovation/investment

Active collaborations with the 
actuarial profession in the UK
and North America.

2014



2015





April 2018Thomson Reuters

Global Food System  
Stability and Risk  
At the Nexus of Defense and Development



Where do “food systems” fit among 
formalized U.S. Strategic Risks?
• Unsecured surface for potentially catastrophic attack on the 

U.S. homeland, likewise for allies
• Threats or attacks against U.S. citizens abroad and our allies
• Global economic crisis or widespread economic slowdown
• Proliferation and/or use of bioweapons of mass destruction
• Severe global infectious disease outbreaks
• Intensified extreme weather events, larger, more frequent, 

and more frequently overlapping 
• Could occur as a result of disruption of any number of 

systems, energy, GPS, financial/trading data, short fuse
• Significant security consequences associated with weak or 

failing states (VNSA, migration, mass atrocities, regional 
spillover,  and transnational organized crime). 

Source: U.S. National Security Strategy 2015/2017



Cyber risk in US ag and food systems?
• Rise of “smart” agriculture—planters, combines feed 

data back and forth to equipment manufacturers and 
third parties—can’t fix equipment on the farm
• Rise of “smart” but unsecured food processing
• Intersects with cyber risk to grid, transportation and 

shipping infrastructure, GPS, etc.
• In many instances, extensive IT systems in ag, food 

processing, transportation and logistics are out of date, 
not designed to protect against cyber attack, crews and 
other employees are not trained to detect or mitigate 
cyber risk, and lack on-ship IT support
• Cyber threat insurance generally not available, 

compliance levels in these industries are generally low. 

Source: Jahn et al. in prep for the J of Homeland Security and Emergency Preparedness





Case study:  2017 Maersk hack
• In 2017 the US exported $133B in food/beverage/feed; first (petroleum 

#2 @ $109B, civilian aircraft at $99B). Imported $119B in food
• 75% of US ag/food exports by sea
• In June, 2017, NotPetya malware (EternalBlue + Mimikatz) irreversibly 

encrypted Maersk computers’ master boot record
• Maersk carries 15-20% of global shipping, controls 76 ports, 800 vessels
• >$8.5T in DoD contracts since 2007
• All Maersk shipping halted for 10 days, ships could not be located, 

loaded or unloaded.
• More than 4,000 servers, 45,000 PCs, and 2500 applications had to be 

restored, reportedly from a single computer in Africa that happened to 
be turned off.

• “Human resilience,” customer assistance reduced impacts substantially.  
Event reportedly cost $300M; industry insiders put the cost at $500M.  

• Also hit Merck, Saint-Gobin, Mondelez, Reckit Benkiser > $10B damage, 
notably no loss of life as a result of an act of war against Ukraine by 
Russian military hackers.

Source: Jahn et al. in prep for the J of Homeland Security and Emergency Preparedness



“The attack, which was reported to have been traced by the US Intelligence Community
back to the Russian military, was spread through business networks via a Ukrainian
website providing updates to tax and accounting software. According to Maersk
Chairman Jim Snabe, ‘human resilience’ and support from customers made it possible
for Maersk eventually to cover 80% of shipping volume through manual systems while
IT was down. Such factors are reminders of the unpredictable nature of resilience and of
the fact that systemic tipping points exist, after which losses could become catastrophic.
If the attack had spread more widely across the transport sector and related industries,
damage costs could have grown exponentially with spillovers wreaking havoc across
multiple sectors and economies.”
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on-crime-and-terrorism-to-be-deputy-director-of-the-cyber-threat-intelligence-
integration-center. 
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How I spent my summer, 2017

Supporting colleagues in the U.S. Congress 
drafting an amendment to the National 
Defense Authorization Act 2018 that will 
require a Report on the Global Food System 
and Vulnerabilities Relevant to Department of 
Defense Missions
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