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Oklahoma (State of)
Pension theft has limited credit impact, but highlights
municipals' cyber vulnerabilities

The Oklahoma Law Enforcement Retirement System (OLERS), for which the State of
Oklahoma (Aa2 stable) is the sole government sponsor, announced earlier this month
that approximately $4 million had been stolen from it through a cyber e-mail attack. The
retirement system has stated that the funds will be recovered, but even if they are not, the
credit impact on the state is very limited because of the small size of the theft. Nonetheless,
the event highlights that governments' exposure to cyber risk extends to their pension
systems, and underscores that US state and local governments are increasingly vulnerable
to cyber risk. However, in general the sectors' credit exposure to cyber risk is relatively low,
given governments' ability to limit financial risks and constrain operational impacts.

The magnitude of the cyberattack suffered by Oklahoma's pension system is minimal, and
far less than potential losses from investment volatility. As of fiscal 2018 reporting, OLERS
accounted for roughly 7% of the state's total pension liabilities and assets, and the $4 million
stolen from OLERS is less than 1% of its roughly $1 billion in assets (see Exhibit 1). To put the
loss in the context of OLERS' fundamental risk profile, namely its susceptibility to investment
returns volatility, the system's assets fell by $45 million in December 2018, largely driven by
declines in equity investments.

Exhibit 1

OLERS represents a relatively small portion of Oklahoma's overall pension exposure, and the
roughly $4 million stolen in a cyber attack is a small portion of that system's assets
Composition of Oklahoma's pension liabilities and assets, fiscal year ended June 2018
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Reflects state fiscal 2018 reporting, which incorporates 2017 pension measurement dates.
Source: Moody's Investors Service
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OLERS has said that benefit payments to retirees are flowing normally, meaning the attack has not interrupted the retirement system's
primary service function, and that the system will not be calling on the state for an unanticipated near-term contribution increase. If
the retirement system is unable to recapture the stolen funds through a third party bank as it expects, the system's unfunded liability
will increase and the state would ultimately have to repay the lost amount via increased employer contributions over a multi-year
amortization period. Given the small relative magnitude of the loss - roughly $4 million in the worst case vs. annual state revenues of
more than $11 billion - the impact to future state budgets would be minimal.

Two key factors help to mitigate the potential impact of cyberattacks for US public pension systems. Similar to asset managers, US
public pension assets largely reside at custodian banks, an effective transfer of some cyber security responsibility to a third party. Unlike
asset managers, US public pension systems have a captive hold on member assets, and thus are not at risk of large-scale withdrawals
from clients in the event of reputational damage resulting from a cyberattack. In the case of OLERS, the state has also indicated that it
plans to better integrate OLERS' cyber security infrastructure with that of the state and its other pension systems.

OLERS is not the first US public pension fund to report a low-magnitude cyber theft. The Iowa Public Employees' Retirement System
publicly reported a theft in the range of hundreds of thousands of dollars in 2017. Despite its relatively low impact, the theft of funds
from OLERS demonstrates that in addition to their direct vulnerability, US state and local governments are also indirectly exposed to
cyber threats via their pension systems because they are ultimately the sponsors responsible for funding benefit payments to retirees.

Moody’s related publications

» Credit implications of cyber risk will hinge on business disruptions, reputational effects, February 28, 2019

» Managers sharpen their focus on cybersecurity, June 1, 2017

To access any of these reports, click on the entry above. Note that these references are current as of the date of publication of this
report and that more recent reports may be available. All research may not be available to all clients.

This publication does not announce a credit rating action. For any credit ratings referenced in this publication, please see the ratings tab on the issuer/entity page on
www.moodys.com for the most updated credit rating action information and rating history.
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