
Grant Recipient’s 
Guide to Data 

Security
3 Steps to Safeguard Protected 

Personally Identifiable Information (PII)



Grant Recipients 
have one more thing 
to worry about!
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• In case you hadn’t noticed, the amount of 
personal data surfacing on the internet is 
exploding!

• The same is true with the amount of information 
about your Federal grant.

• Since the old grant regulations were written back 
in the days of big hair and even bigger “brick” cell 
phones, no one even considered protecting 
information on the internet at that time.

• Today, the risk of exposing sensitive information is 
a very real threat.

• This is the reason why protecting sensitive 
information is now part of the new Uniform 
Guidance grant regulations

• So what do we have to protect?
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You are required to protect personally identifiable 
information (PII) from prying eyes. 
By now, I hope you are protecting all the common ones like social 
security numbers and credit card information, but here are some 
information that you may not have considered:
• Bank numbers
• Place of birth
• Mother’s maiden name
• Criminal history
• Medical records
• Educational transcripts
• Financial records
• Biometrics
• Passport number/ Security clearance
If the information can be used to track an individual’s identity is 
personally identifiable information.

Warning: Sensitive 
Information Is More than 
Credit Card Information

Lucy Morgan, 
CPA, MBA
Author of 

“Decoding Grant 
Management”
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The first step is to identify where protected 
personally identifiable information exists.

From a Grant Manager’s laptop to the Human 
Resources spreadsheets contained on a server-
where does sensitive data reside at your 
organization?

• On Laptops and Computers
• On Websites
• On Press Releases
• On Company Directories
• On CV (Curriculum Vitae)
• On Brochures and Capability Statements
• On Cell phones
• On Cloud Storage and Backups

Get started by identifying where the data lives. 

Step One: 
Identify Where the Data 
Exists
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Step two is to educate the staff about the risks 
and responsibilities of protecting personally 
identifiable information (PII).

Getting a federal grant comes with MANY 
responsibilities Everyone from the IT department 
to the President should be instructed about this 
additional duty of care contained in the new 
grant regulations.

Make sure that there is broad understanding 
among your personnel about the risks of 
disclosure and the responsibilities for protection 
of sensitive information.

Consider having a central point of contact 
within the organization for when questions arise 
about specific risks and responsibilities.

Step Two: 
Educate Staff about the 
Risks and Responsibilities



© All Rights Reserved MyFedTrainer, LLC 6

Step three is to monitor reporting for accidental 
and deliberate disclosure and ensure protection 
of your organization’s sensitive data.

Grant recipients need to be alert when 
submitting information electronically so that 
sensitive information is not included unless 
required.

• Could a misplaced laptop put the 
organization as risk because there was a 
spreadsheet on it containing protected 
information?

• Are there protocols in place to prevent 
malicious hacking or disclosure?

Don’t ignore the risks!

Step Three: 
Monitor Reporting and 
Protect Data
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Here’s what the Uniform Guidance says:
§ 200.303 Internal controls. The non-Federal entity must: (e) Take 
reasonable measures to safeguard protected personally identifiable 
information and other information the Federal awarding agency or 
pass-through entity designates as sensitive or the non-Federal entity 
considers sensitive consistent with applicable Federal, State, local, 
and tribal laws regarding privacy and responsibility over 
confidentiality.

§ 200.507 Program-specific audits and § 200.512 Report submission. 
Auditees and auditors must ensure that their respective parts of the 
reporting package do not include protected personally identifiable 
information.

§ 200.512 Report submission. A senior level representative must sign a 
statement that the reporting package does not include protected 
personally identifiable information.

Warning: The Uniform 
Guidance Includes 
Accountability

Lucy Morgan, 
CPA, MBA
Author of 

“Decoding Grant 
Management”



Want more help 
making grant 
management 

manageable??

Check out the MyFedTrainer 
blog, training and templates

Lucy Morgan, 
CPA, MBA
Author of 

“Decoding Grant 
Management”


