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Security
How secure is Envision for BACtalk?
Envision for BACtalk is as secure as you make it. Your IT staff 
can isolate your data by establishing firewalls and ports and 
determining how your network routes the data. You have 
complete control of the routers, hubs and switches. Envision 
for BACtalk is a subset of your own system, offering the 
flexibility to design around it. 

What are some of the security precautions Alerton 
takes with Envision for BACtalk?
In most cases, BACtalk runs on its own isolated network or 
perhaps on an enterprise network that is also isolated using 
a firewall. It is only when you add an access point to the 
Envision for BACtalk system—such as a modem to use the 
Internet to provide connectivity between sites—that you 
introduce a security risk.

We offer the option of dual network interface cards (NICs)—
available on the WEBtalk iPort—which isolate BACnet packets 
from the IT network. Since BACnet network traffic could 
potentially affect performance, NICs are an additional layer of 
protection that serve as a gateway or firewall between the two 
networks. Also, WEBtalk uses a Linux-based platform, which 
makes it much more difficult for hackers to get into the system 
from the web access side of the system.

When you establish your firewall rules, only allow access to 
certain IP addresses.

If you use Annex J, a virtual private network (VPN) is the best 
solution to maintain security.

Finally, keep your network configuration data confidential to 
protect your network against targeted attacks.

Can hackers use an Envision for BACtalk dialup to gain 
entry to my network and access my LAN?
Yes and no. A hacker can certainly use dial-up to access your 
network, but he cannot gain access to any IT section outside 
the global controllers because they are isolated to DDC. 
Dialup access connects to a global controller, not a PC. The 
global controller is only capable of routing BACnet messages 
to the network. BACnet messages can’t be used to access 
components on the network that aren’t BACnet devices. 
Therefore, a hacker could only send commands that would 
affect the control system; they couldn’t send any commands 
that would affect other equipment connected to the LAN. 
Also, BACtalk is not generally a target for attack because it 
does not run on a more popular operating system.

FAQs: BACtalk and IT–Security and Bandwidth

Can global controllers catch a virus?
No. Global controllers don’t use an industry-standard 
operating system like Windows, so they are unlikely targets for 
viruses.

Is Envision for BACtalk compatible with virus software?
Yes. Alerton software is compatible with many anti-virus 
software programs and Envision for BACtalk does not 
introduce anything that interferes with the virus software, 
which is designed to protect the operating system. Alerton 
specifically tests operating systems that we state are 
compatible. The most current version of Envision for BACtalk, 
v1.30, is compatible with Windows 2000, XP Pro, Server 2003 
Standard and XP Tablet PC edition

The only noticeable affect of Envision for BACtalk’s interaction 
with virus software is a slowdown during installation because 
Envision for BACtalk has a long list of files to be scanned and 
installed from the Alerton/Standard folder.

Speed and Bandwidth
What impact will the Alerton controller and software 
communications have on my system reliability?
None. Again, your IT staff has the freedom and flexibility to 
establish firewalls, ports and how your network routes the 
data. You have complete control of the routers, hubs and 
switches. Envision for BACtalk is a subset of your own system, 
offering the flexibility to design around it.

What is the WAN bandwidth and throughput?
It is difficult to predict or quantify usage because it depends 
on the features—such as trends, alarms, and schedules—and 
how frequently the objects send data to the server. One 
practical workaround would be to connect the server and 
global controllers to a switch with a baud rate limited to 10 
Mb. Then, on a 100Mb network, you will never consume more 
than about 10% capacity at any one time. 

Overall, to reduce the bandwidth and increase the throughput, 
you should segment network traffic.

How much network bandwidth does Envision for 
BACtalk require?
Less than 1%.

To read up on Alerton’s benchmark testing to determine 
Envision for BACtalk’s bandwidth usage, please read “BACnet 
Traffic Volume on Ethernet” by Bill Swan, located on the Sales 
and Marketing Literature pages on the ASN.
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