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FB-ISAO Physical Threat Level: 

Guarded 

FB-ISAO has assessed the general Physical Threat 

Level for US Faith-Based Organizations 

as “GUARDED.” As per FB-ISAO’s definitions of 

the Physical Threat Levels, “GUARDED” means 

FB-ISAO is unaware of any specific threats but a 

general risk of incidents exists. 

Note: FB-ISAO’s Business Resilience Group (BRG) 

has assessed the current environment and, while 

we do not assess that there is a significantly 

elevated threat and are not increasing Physical 

Threat Level to “ELEVATED” at this time, we do 

consider the upcoming period to be one of 

heightened concern and therefore extra 

consideration should be given to organizational 

and individual security and preparedness, 

particularly for overseas personnel and 

facilities. This caveat is based on the recent 

elimination of the leader of the Islamic State and 

the potential for retaliatory attacks against U.S. 

organizations and individuals, as well as given 

general concerns as we approach the end of year 

holiday period. Absent other updates, we consider 

the Physical Threat Level to be GUARDED, with 

the above caveat, from now through Sunday, 05 

Jan 2020. Periodically and as we approach that 

date, the BRG will reassess the Physical Threat 

Level and update this statement accordingly. 

FB-ISAO Cyber Threat Level: 

Guarded 

FB-ISAO has assessed the general Cyber Threat 

Level for US Faith-Based Organizations 

as “GUARDED.” As per FB-ISAO’s definitions of 

the Cyber Threat Levels, “GUARDED” means FB-

ISAO is unaware of any specific threats but a 

general risk of incidents exists. 
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FB-ISAO Newsletter 
T'is the Season to be Folly 

Remain jolly during the holiday shopping season. To kick-off holiday 

shopping, FB-ISAO reminds members not only to increase vigilance when 

shopping online or even in brick-and-mortar stores, but to also ensure 

the safeguarding of personal and/or financial information you are 

entrusted with. Likewise, fraudsters will not bat an eye to take 

advantage of your goodwill and cheer – and end of the year charitable 

contributions. Here are a few practical tips and resources to keep the 

fa-la-la-la-la this holiday season. 

• Beware of fake online stores and scammers on legitimate websites. 

If a deal looks too good to be true, it probably is. 

• Be diligent about checking your credit card activity frequently. Set 

up to receive notifications by email, text, and mobile app every 

time a charge is made on your credit card. 

• Only shop or browse reputable sites. But again, beware of fake 

stores and scammers on legitimate websites. 

• Make sure information is encrypted (using SSL). Check for the 

padlock. Yes, bad guys use SSL too, but encrypted information 

provides an extra-layer of resistance for the bad guy should your 

data be intercepted/stolen. 

• Be suspicious of emails requesting information. Should you receive 

emails asking you to confirm order or payment details, navigate to 

the website or call the merchant with previously provided contact 

information to review the details of your order. 

• Stifle shoulder surfers and eradicate eavesdroppers. Watch for 

people lurking over your shoulder when unlocking phones or pulling 

things out of your wallet/purse. 

• Point-of-sale skimmers. Give a tug to that point-of-sale terminal 

before you insert your card, especially if you use the self-checkout 

lines. 

• Be suspicious of emails requesting financial support. Fraudsters may 

send spoofed emails requesting support for fake charities. 
• Verify a charity’s authenticity before making donations. The FTC’s 

How to Donate Widely and Avoid Charity Scams lists organizations 

that can help you research charities. Likewise, it may be prudent to 

make sure your faith-based, charity, or non-profit is in good-

standing with these organizations. 

• Report charity scams. Navigate to FTC.gov/complaint and locate 
your state charity regulator at nasconet.org to share any 
information you have (name of the organization or fundraiser, phone 
number, and what the fundraiser said).  

• Enhance your faith-based, charity, or other non-profit organization’s 

fraud prevention. The Charity Commission (UK) recently published 

two valuable reports on fraud prevention. Preventing Charity Fraud: 

Insights and Actions and Preventing Charity Cyber Crime: Insights 

and Actions. 

https://www.consumer.ftc.gov/features/how-donate-wisely-and-avoid-charity-scams
https://www.ftc.gov/complaint
https://www.nasconet.org/resources/state-government/
https://www.gov.uk/government/publications/preventing-charity-fraud-insights-and-action
https://www.gov.uk/government/publications/preventing-charity-fraud-insights-and-action
https://www.gov.uk/government/publications/preventing-charity-cyber-crime-insights-and-action
https://www.gov.uk/government/publications/preventing-charity-cyber-crime-insights-and-action
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FB-ISAO Advisory 
Board 

Get to Know the Board 
of Advisors 

Contact Us 

Company Name 

FB-ISAO 

Email 

Info@faithbased-isao.org 

Website 

www.faithbased-isao.org 

Not Yet a Member of 
FB-ISAO? 

How to join… 

Upcoming FB-ISAO 
Events 

Enjoy the Holidays! 

Though we have no 
upcoming events, we are 
hard at work prepping 
multiple events in 2020! 

 

 

 

 

Incident Reporting (IR) 

Why IR is Important 
One of the earmarks of a successful information sharing organization 
is receiving confidential incident reports from members. Not only do 
incident reports provide notification that an incident has occurred 
but reports also give a more relevant picture of the threat landscape 
by providing information on actual events. Further, incident reports 
are a means for members to request assistance. That said, reports 
are never shared “as-is” without approval from the original reporting 
member. Some information may be shared anonymously to provide 
broader awareness and advise the faith-based community on 

increased concerns and observed threats among the membership. 

To file an incident report with FB-ISAO, you must be on Slack. In 
Slack, navigate to the #general channel and click on the lightning 
bolt in the top right menu bar, select “Report an Incident”, answer a 

few simple questions, click submit.  

 

That’s it! Your incident report will be securely sent to FB-ISAO staff 
for further action. You will receive a response from the relevant staff 
member depending on the type of incident you are reporting (cyber, 
physical) within the selected timeframe (business hours/days in 
Eastern Time). The IR capability is in beta until December 31, 2019 
and we are counting on you, our members, to provide us with 
feedback on its implementation. The IR capability will be enhanced 
and re-released in mid-January 2020. We are super excited to be 
sharing this capability with you as it is indicative of the evolution of 
YOUR organization.  

If you are NOT on Slack yet, we can help. On December 10, 2019 we 
invited basic members to join our Slack workspace. We further 
offered that Law Enforcement members can join. Standard and 
Professional members are already collaborating in many different 
ways. Send an email to membership@faithbased-isao.org if you would 

like to be added to our Slack workspace. 

Spotlight: FB-ISAO 2020 Goals  
We have come a long way since the inception of FB-ISAO in June 
2018, but the organization is far from maturity. Maturing an ISAO is 
an evolving process. We do have some plans for 2020 that will 
contribute to that maturity. 

1. An IR. Woo-hoo! See article above. 

2. Workshops. Provide a one-day forum for faith-based and 
charity organizations to enhance their threat awareness and 
preparedness relating to potential physical attacks at their 

facilities.  

3. Increase member engagement. We will be standing up 4 more 
working groups. This is your organization - your involvement 

is critical to its success. 

And much more. We look forward to continuing the journey with you! 

https://faithbased-isao.org/advisory-board/
https://faithbased-isao.org/advisory-board/
mailto:Info@faithbased-isao.org
http://www.faithbased-isao.org/
https://faithbased-isao.org/membership/
https://slack.com/
mailto:membership@faithbased-isao.org
https://faithbased-isao.org/membership/events/
https://faithbased-isao.org/working-groups-one-of-the-cornerstones-of-an-effective-isao/
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