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FB-ISAO Physical Threat Level: 

Guarded 

FB-ISAO has assessed the general Physical Threat 

Level for US Faith-Based Organizations 

as “GUARDED.” As per FB-ISAO’s definitions of 

the Physical Threat Levels, “GUARDED” means 

FB-ISAO is unaware of any specific threats but a 

general risk of incidents exists. 

CHANGE | Note: FB-ISAO’s Business Resilience 

Group (BRG) has assessed the current 

environment and, while we do not assess that 

there is a significantly elevated threat and are 

not increasing Physical Threat Level to 

“ELEVATED” at this time, we do consider the 

upcoming period to be one of heightened 

concern and therefore extra consideration 

should be given to organizational and 

individual security and preparedness, 

particularly for overseas personnel and 

facilities. This caveat is based on the recent 

elimination of the leader of the Islamic State and 

the potential for retaliatory attacks against U.S. 

organizations and individuals, as well as given 

general concerns as we approach the Thanksgiving 

Holiday period. Absent other updates, we 

consider the Physical Threat Level to be 

GUARDED, with the above caveat, from now 

through the Thanksgiving Holiday Weekend, 

ending Sunday, 01 Dec 2019. As we approach that 

date, the BRG will reassess the Physical Threat 

Level and update this statement accordingly. 

FB-ISAO Cyber Threat Level: 

Guarded 

FB-ISAO has assessed the general Cyber Threat 

Level for US Faith-Based Organizations 

as “GUARDED.” As per FB-ISAO’s definitions of 

the Cyber Threat Levels, “GUARDED” means FB-

ISAO is unaware of any specific threats but a 

general risk of incidents exists. 
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FB-ISAO Newsletter 
Preparedness 

As We Enter the Holiday Season, 5 Things you Can 
Do Now  

As we approach the Thanksgiving holiday, Hanukkah, Christmas and New 
Year’s, there are a number of seasonal security challenges faith-based 
organizations (FBOs) and charities (FB&Cs) are exposed to, in addition to 
the broader threat environment. FB-ISAO reports routinely address such 

threats and provide ideas on operational and preparedness actions 
organizations can take to reduce risk and protect their people, 
properties and operations. But often, when we speak with groups, there 
are questions and anxieties about where to even get started. Whether 
you are developing a new security program, or just thinking about your 
activities as we enter this annual holiday season, here are some 
fundamental activities you can measure against and take action on right 
now.  
Gain Awareness. You can’t protect against what you don’t know. Risk 
management begins with threat awareness. Become familiar with the 
broad, diverse, and faith-specific threats relevant to your organization. 
Our FB-ISAO Daily Journal (FBJ) is a free online subscription that 
provides awareness across the broad, all-hazards threat environment, 
but it is not a comprehensive picture. Consider joining FB-ISAO for 
access to our weekly, monthly, and special reports, and to connect with 
other members of the community. Additionally, the Department of 
Homeland Security (DHS) encourages a good approach to “hometown 
security” – Connect, Plan, Train, and Report.  
Connect. Develop relationships in your community. These relationships 
should include local law enforcement, neighboring entities, and other 

faith-based organizations in your community. Consider joining FB-ISAO 
to connect with a broader community of peers and resources. 
Plan. Take time now to plan how you will handle a security event when 
one occurs. Visit our resources page for a host of useful planning aids. 
Join us for our 05 Dec Hostile Events educational webinar. The webinar 
will help you develop procedures to manage incidents that may arise 
during the holidays and to address your greatest security concerns. 
Train. Educate personnel on threats and expected responses. Training 
should be based on plans and procedures and complimented by exercises 
– from discussions and talk-through actions, to simple drills, and 
eventually more complex tests and assessments. 
Report. “If You See Something, Say Something” is a start, but to be 
effective, reporting needs to be supported by procedures. What to look 
for; how to report; what are expectations for staff and visitors? Develop 

plans and educate personnel on effective reporting.  
 

Attacks on Faith and Places of Worship 

Why It’s Important to be Mindful of Those 

 

 

 

 

On 1 November 2019, FB-ISAO issued a TLP: GREEN reference 
document noting significant hostile events at places of worship and on 
people of faith. As FB-ISAO members know, there are attacks on faith 
regularly, from vandalism and arson, to hostile events and much 

more.  

https://paper.li/Gate_15_Analyst/1526576768#/
https://members.faithbased-isao.org/default.aspx?MenuItemID=439&MenuGroup=Public+Home
https://www.dhs.gov/cisa/connect-plan-train-report
https://www.dhs.gov/cisa/connect-plan-train-report
https://members.faithbased-isao.org/default.aspx?MenuItemID=439&MenuGroup=Public+Home
https://faithbased-isao.org/resources/
https://zoom.us/webinar/register/WN_-uazo4EMTw-fpab2W13Nlw
https://www.dhs.gov/see-something-say-something
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FB-ISAO Advisory 
Board 

Get to Know the Board 
of Advisors 

Contact Us 

Company Name 

FB-ISAO 

Email 

Info@faithbased-isao.org 

Website 

www.faithbased-isao.org 

Not Yet a Member of 
FB-ISAO? 

How to join… 

Upcoming FB-ISAO 
Events 

Hostile Event 
Preparedness 
Webinar – last 
session of 

2019 

05 December 
2019 1:00pm 

ET 

 

 

 

 

 

Spotlight: The Modified 
Threat Statement - What Does 
it Mean? 
This month, FB-ISAO updated the Threat Statement on the Physical 
Security side to include a caveat to our current “Guarded” position. 
There are no direct or credible threats to FBOs, but we do consider 
the upcoming period to be one of heightened concern and therefore 
felt it was important that extra consideration should be given to 
organizational and individual security and preparedness, particularly 
for overseas personnel and facilities. Members can refer to this post 
in HSToday to learn more about the climate that led to the change in 
the Threat Statement. Brian Harrell, assistant director for 
infrastructure security at the Department of Homeland Security’s 
Cybersecurity and Infrastructure Security Agency (CISA) said, “Today’s 
threats to soft targets have evolved and DHS has boosted its efforts to 
ensure we plan, prepare and respond adequately to mitigate the risk 
of a terrorist attack.” The change, in the Threat Statement, was based 
on a review process implemented by FB-ISAO’s Business Resilience 
Group (BRG) and considered the potential for retaliatory attacks as a 
result of the death of the former Islamic State leader, as well as 
historical reviews of threats during the upcoming period which 
includes several religious holidays. This update is meant to call 
attention to the potential risks and encourage organizations to look 
at their situation, coordinate with local authorities and review and 
update their plans and processes as appropriate. The BRG reviews 
the threat statement on a monthly basis, or as necessary based on 
incidents or events. The next review will begin on 18 November 2019. 
 

The “Attacks on Faith” document does not attempt to capture every 
such instance but the larger attacks that have occurred, primarily 
since 2010. We can learn a lot from previous attacks against on faith-

based organizations (FBOs) and places of worship;  

• Identification of potential trends or patterns that may exist to 
alert other members 

• Identification of tactics used by the attacker(s) which can be 
used for organization to assess their risk. These could also 
highlight new tactics that members may not be prepared for or 
have seen before 

• Identification of new groups that may emerge 

• Developing insight into the motivations of the attacker(s) 

• Assisting law enforcement and FBOs shape countermeasures and 
tactics to improve security and resiliency 

 

 

Please keep FB-ISAO in mind this holiday season! We need funds to 

hold workshops in the year 2020. Your generosity will help us with 

executing on this IMPORTANT initiative. Click here to access our 

donation page. We are a 501(c)(3) – your donation is tax exempt!  

https://faithbased-isao.org/advisory-board/
https://faithbased-isao.org/advisory-board/
https://faithbased-isao.org/membership/
https://zoom.us/webinar/register/WN_-uazo4EMTw-fpab2W13Nlw
https://zoom.us/webinar/register/WN_-uazo4EMTw-fpab2W13Nlw
https://zoom.us/webinar/register/WN_-uazo4EMTw-fpab2W13Nlw
https://www.hstoday.us/subject-matter-areas/infrastructure-security/potential-isis-retaliation-holiday-season-put-houses-of-worship-on-guard/
https://faithbased-isao.org/membership/events/
https://members.faithbased-isao.org/fb.aspx?formname=MakeADonation
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