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Security Breaches – Don’t Be a Target 

How to be appropriately paranoid in today’s age of ongoing security threats 

 

 

Overview 

 

It’s a love, hate relationship.  We love that the internet is a sales channel without any 
geographic boundaries.  In an instant, we can decide to take our companies to a national or 
global scale without having to create brick and mortar facilities.  We love that there are now 
low cost media portals which allow us to more effectively compete and win new customers.  

We hate that there are people that either inadvertently or actively seek out methods to 
disrupt and steal critical and proprietary information.  Unfortunately, the latter is a reality.  
“Hoping” these bad guys will target any other company than our own, is a high-risk “hope” 
that can come with a very high cost – law suits, operational shut down,  state, local, or federal 
regulatory penalties are just a few of the consequences that could debilitate a once thriving 
business.   

In this article you will learn the following: 

 

 A perspective on trends and impacts resulting from data and security breach 

 An overview of the most common types of breach 

 A checklist on how to find where your company is most vulnerable and prioritize 

your own company needs  

 A planning and implementation approach based on best practices 
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Security Breaches – Not My Problem or Is It?  

 

Depending on how much you keep up with cyber security, the media provides ongoing 
reports of organizations that have experienced data breaches: 

• 08/15/2014 – Jewel Osco announced that they had a data breach, but, were pretty sure 
that no data was stolen. 

• 08/18/2014 – Community Health Systems (TN) admits to having a data breach that 
affected 4.5M patient’s records. 

• 08/14/2014 – A vitamin reseller announced that its site was hacked, exposing credit 
card information, including names, address and CVV data. 

• 08/23/2014 – Department of Homeland Security announces, more than 1000 
American businesses have been infected by the same type of cyber-attack that hit 
Target store, making in-store cash register systems an easy access point to secure 
customer financial data. 

 

These are only the ones that were announced, and made public by the compromised 
organization.  In many cases, organizations don’t necessarily publicize their attacks for fear 
of what the public’s reaction might be.  For instance, Target came under a great deal of 
scrutiny after its attack, and how they attempted to hide it from the public.  How many 
organizations are not forthright with admitting their own faults when it comes to data 
security? 

 

If this does not scare you, here are some additional statistics*:  

• 31% of insider security incidents were due to insider threats or mistakes 
• 21% of the incidents were the result of physical loss (PC, drive, notebooks, paper 

documents…) 
• 40% of the top breaches recorded to-date occurred in 2013 
• 76% of breaches were the result of weak or stolen account credentials 
• 29% of compromises were via social engineering 

 

Data security threats live all around us, requiring even small business owners to be vigilant 
about how they treat their sensitive information.  This white paper defines the different data 
breach types, and what your business can do to reduce its exposure to these attacks. 

____________________________________________________________________________________________________________________ 

* Data Sources: OTA analysis utilizing data provided by the Open Security Foundation, Risk Based Security, 
Symantec and the Privacy Rights Clearinghouse  
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Data Breach Defined 

 

Data breaches come in many forms, some more obvious than others, as described below. 

 

• Software attacks – A third party illegally enters your network, and steals (or attempts 
to steal) information stored in your servers or applications.  This can be through your 
network, your guest accessible Wi-Fi or other electronic means.  Examples include the 
above listed attacks. 

• Internal attacks – An insider (current or soon-to-be-former employee) accesses your 
network, stealing sensitive or confidential information.  This information can include 
customer lists, personnel documents or proprietary documents (e.g. patented 
formulas or processes).  The most visible example is the Edward Snowden case, where 
he had appropriate access to extremely sensitive documents, and actively stole those 
from the National Security Agency (NSA).  Other attacks can include modifying order 
entry systems or financial systems to fake or hide transactions. 

• Accidental attacks – An employee accidently leaves a device that enables access in a 
cab, on a plane or in a hotel room. Nefarious people then use the device to access 
your network or files. 
 

In addition to the listed breaches, natural disasters can be viewed as having similar effects 
on a business.  Does it matter if your servers are under water or if a hacker actively erases 
all the data your servers?  The result is the same, the data is gone. 

Preventing these attacks or disasters requires a diligent and systematic approach to 
determine where your organization is potentially vulnerable.  From there, you can fill in the 
gaps with either processes or tools. 
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Organize Your Data – Prioritize Risk  
 

In order to understand how to protect your sensitive information, you must first understand 
how it is defined.  Three basic characteristics define the 3 most common categories that 
organize your information.  Categorizing information is the best way to prioritize the risk, 
and establish critical solutions needed to protect it from any type of breach. 

 

1. Confidential:  The system contains information that requires protection from 
unauthorized disclosure. Examples include credit card data, employee information, 
customer lists or other proprietary information. 

2. Integrity:   The system contains information that must be protected from unauthorized, 
unanticipated, or unintentional modification.  Examples include ordering systems, 
shipping systems or financial transmission systems. 

3. Availability:  The system contains information or provides services that must be available 
on a timely basis to meet mission requirements or to avoid substantial losses. Examples: 
Security systems, shipping systems or any outsourced system (email, shipping or payroll). 

 

Defining the Risk – Run an Audit 

 

Once you have an idea of what information needs to be protected and the systems that 
house that information, an audit can be performed to determine how safe the data is from 
being compromised.  As a reminder, a data breach does not necessarily come from the 
outside of an organization, but, can also occur from within an organization. 

Below is a high level list of some of the business practices that should be considered when 
performing a security audit: 

 

 Computer Policies – How do both employees and potentially contracts access 
computers?  Are there physical/biometric controls to identify the individual?  How are 
your computers connected to your operational network? 

 Security Policies – Do you have policies in place that govern how your staff can use the 
network? Can your staff email outside users that have non-business (i.e. yahoo.com or 
gmail.com) addresses?  Is your website protected with SSL to protect against malware 
infections? 
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 Data security policies – Who has access to what data, and when do they have access to 
it?  Do you have approval workflow in place to release information to the public?  How do 
people access critical business systems that have a financial impact (ordering, banking 
and/or shipping)?  Is your data encrypted protecting both company assets as well as 
customer data (personal and financial)? 

 Contingency and disaster recovery plans and tests – Do you have a backup plan if a 
hacker-based or natural disaster strikes?  Have you tested it with your staff?  Have you 
tested it recently with your staff? 

 Computer security awareness and training – Does every employee know what can and 
cannot be done on their computer?  If someone is attempting a breach, can you identify 
that person? 

 Computer security management and coordination policies – This can include 
computer BIOS passwords, router configuration passwords, access control documents 
or general device password management. 

 

Depending on the organization’s size and its 
primary business, each of the above 
becomes more prominent.  For example, a 
small restaurant franchise will not have the 
same data security issues as a specialty 
military parts manufacturer. 

A properly executed audit will not only 
determine where gaps exist, but, also 
determine the relative importance of the 
gap.  The following are 2 access points that 
are commonly breached, compromising the 
company and your customers: 

 

1) Software Access and Network Security 

Knowing where to look for potential outside threats represents a significant step in being 
able to stop external threats.  If you know where the attacks can originate, then you can put 
appropriate controls in place to thwart them before. 

The first place to begin is your network access. Identifying those points where hackers 
can gain internal access to the organization.  Many organizations are eliminating the cables 
to interconnect office devices- replacing the wires with Wi-Fi, including point of sale systems, 
wireless printers, scanners and the Wi-Fi network.  Having appropriate authentication 
systems in place ensures that those who should have access do, and, those who should not 
are kept out. 
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A second place to consider is how your organization connects between facilities.  If 
your organization operates in different physical locations, how are they connected?  Having 
secure telecom connections, including MPLS or other dedicated secure lines, assures secure 
communications between facilities.  This will eliminate the need to manage Virtual Private 
Network systems between locations.  It will also provide a higher degree of security. 

Finally, and thirdly, if you have remote employees, how do they connect to your 
network?  A VPN may be an adequate answer.  However, encryption and/or biometric 
means to both identify and authenticate users outside the network. 

 

2) Physical Security 

Finally, take a look at your network’s physical security.  Physical security is defined as the 
ability to physically access or damage your network infrastructure.  In some cases, active 
attacks cause your network to be compromised, and in other cases, natural disasters can 
cause your network to be damaged. 

 

Considering the active threat from people, assure that your servers cannot be accessed by 
either internal or external parties. Simple means to prevent access include physical locks, 
key cards, bio-metric scans or limiting access to trusted staff.  In many cases, third party 
hosting organizations have the best security capabilities, ensuring that only appropriate 
people have access to their physical server farms.  Their security measures, including a 
“mantrap” (doors that open only when another is closed) and other, more intense processes, 
can provide a higher degree of security than what can be afforded by a small business. 

 

Security & Mother Nature - Disaster Recovery 
 

The other type of security involves ensuring continuous operations in case of natural 
disaster.  As we’ve seen natural disasters come in all shapes and sizes including tornados 
and microbursts, floods, lightning strikes, snow and ice storms, and a long list of other 
“nature made” events. No one can control the events but there are specific steps that should 
be taken – use the following as a checklist:  

 Backup data in two different locations.  If one point crashes, the backup point is 
available   

 Install at least one phone line available that’s not dependent on electricity 
 Inventory hardware, and catalog all critical hardware data files to have a point of 

comparisons 
 Do all batteries have a backup system?  
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 External electricity generators and appropriate cooling capabilities in case of power 
loss. These systems will give your teams’ time to safely power down servers or 
transfer operations to offsite facilities during power loss situations. 

 

Finally, having these items in place is only half of the final solution.   Processes must be 
tested, along with the cooling equipment, battery backup and electrical generation in order 
to establish companywide confidence – once all is operating as needed, move forward with 
quarterly tests. 
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Conclusion 
 

Identifying and addressing security concerns are not a one-time event.  It requires well 
thought out planning, a well implemented strategy, and ongoing diligence.  While it should 
not be your organization’s main focus, it should be considered and examined on a regular 
basis, whether it relates to hiring practices or new systems being implemented. 

You spend years building your organization’s reputation.  A good data security strategy and 
plan enables you to protect that investment, keeping your business operating and growing 
even in challenging times. 

 

About DNA Communications 
 

We’re going on 11 great years of service, dedicated to serving North-Central Illinois 
rural communities, with the highest quality digital telecommunication services 
without the high costs. We’re headquartered In Rochelle, with expansion plans to add 
small store fronts in some of our key markets so it’s easier for us to service and get 
to know our Customers. The majority of our DNA teams and families live, work, and 
volunteer in these same communities – whether it’s our customer support or 
technical teams, we actually like to connect with our Customers on the first call. We’re 
proud to serve these communities with these objectives – 

 

• Provide reliable service 

• Technical support that’s not complete until the issue’s solved 

• Honesty, sincerity and respect with every discussion 

 

 

At the end of the day, we simply want to treat our Customers the 
same way we want to be treated when we need to reach out to 
any company. Some people call that common sense. 
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