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Introduction

Use of more mobile devices and hence more mobile applications at work create an ever-changing number of 
challenges for wireless network administrators and engineers.

In the past the IT organizations deployed the same set of mobile devices for every employee, such as a Windows 
laptop or desktop. These devices each had a similar set of relatively few applications like Microsoft Office.

As a result, rolling out new applications sometimes took several weeks to complete. IT had to plan for installing 
new backend servers in data centers and then push software updates to all end-user devices.

Local maintenance on each device was required whenever the end user had a problem with a specific application 
or required an update to the operating system. IT typically updated laptops and desktops every 2-3 years, and had 
control over when and how they did it.

This is no longer the case. With smartphones, tablets and latest generation of laptops entering the workplace, a 
wide variety of smartphones and tablets access the network, almost always using Wi-Fi as the preferred – and 
sometimes the only – way to connect.

Many of these devices are not corporate-owned and come pre-packaged with cloud-based apps like Apple 
FaceTime and iCloud. So there is no standard set of apps running on mobile devices. Even the operating systems 
vary among devices, with many different versions of iOS and Android on Wi-Fi networks.

End users don’t have to call IT to install new mobile apps or update old ones – this happens in few a minutes by 
simply tapping the update button after logging into the Apple App Store or Google Play. Updating the operating 
system on a mobile device or the version of a specific application takes just a few minutes.

The cloud is powering the latest generation of devices in a way that saves labor costs within IT organizations 
because end users require less assistance. At the same time, there has been a 100% increase in mobile data 
uploads year-over-year.

According to public data, 49% of mission-critical business apps have already moved to the cloud. And 
organizations that have moved a majority of their enterprise apps to the cloud have experienced five times less 
downtime and nine times faster app deployment.

Based on Aruba’s recent mobile app usage survey of 204 organizations, more than 50% allow business-critical 
apps to be used on mobile devices. These business apps must be protected over the air in the presence of 
background traffic created by personal apps, even when they are running on the same device.

About 60% of the organizations surveyed employ less than 2,000 people and 17% employ more than 10,000. They also 
represented variety of verticals, including primary and higher education, healthcare, retail, finance and other enterprises.

More than 40% of these organizations consider business apps such as CRM, business intelligence 2.0/3.0, ERP 
and unified communication services as mission-critical, and enabled their use over Wi-Fi.

More than 30% regard web conferencing and cloud-based content storage apps as critical to business operations 
and more than 20% believe that Apple Bonjour services like AirPrint and AirPlay as well as IP video distribution are 
essential over wireless.

In the same survey, more than 70% also reported that end users often or once in a while complain about mobile 
app performance over Wi-Fi. Growing reliance on mobility and cloud-based services have reduced operating 
expenses, but these changes also require a smarter, more dependable Wi-Fi infrastructure.

More than 50% of the organizations surveyed plan to add more wireless access points (APs) to tackle the 
challenge. However, this approach might not be sufficient due to Wi-Fi’s limited bandwidth.

http://www.arubanetworks.com/company/contact-us/contact-a-sales-rep/
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New norms of Wi-Fi networking

What do these changes mean for the Wi-Fi network?

First, they indicate that there is a pressing need to simplify the way access control rules are implemented.

With a wide variety of mobile apps running on the same device, it’s not possible to enforce policies based on a 
wireless SSID or IP subnet. One device must be treated with different rules, dynamically, based on which 
application is accessing the network at particular point in time.

In this chaotic mix of different users, corporate- and personally-owned mobile devices, and corporate and personal 
mobile apps, wireless network engineers need a solution that’s as simple as 1-2-3:

1. Select user type (e.g. marketing)

2. Select device type (e.g. iPad)

3. Select app type (e.g. Facebook)

4. Assign access policy (e.g. prioritize, permit, deny, inspect)

This is the only way for wireless network engineers and IT organizations to keep their sanity in check.

In this new world of a single mobile device running multiple apps, monitoring only the device is insufficient.

When users submit an IT trouble ticket about Wi-Fi performance, they’re actually complaining about a poor mobile 
application experience, such as a dropped FaceTime call, an unsuccessful file upload to Box or a frozen video 
conference call.

With no visibility into the types of apps that are traveling over the air, it’s impossible for wireless engineers to 
improve the mobile app experience. More visibility today eliminates guesswork and enables proactive planning for 
future network upgrades and new RF design.

Growing legions of end users now prefer mobile apps over the web. Public data shows that time spent on mobile 
apps has outpaced time spent on the web by 30%. Mobile apps will also consume two times more multimedia-
heavy video and audio traffic than web sites.

This makes it essential for Wi-Fi networks to implement quality-of-service controls over the air. And in this new 
norm, it is critical to have QoS mechanisms assigned to applications – rather than subnets, VLANs or SSIDs.

Mobile devices come in different shapes and sizes and have different Wi-Fi performance needs. The smaller the 
device, the more battery power it needs to save. Newer models of the same mobile device, like iPads, come with 
different Wi-Fi capabilities at increased speeds.

And the bigger the mobile device screen, the more bandwidth it requires from the network. In higher education, 
89% agree that student tablets are the biggest consumers of data. And in just a few years, these students will be 
joining the mobile workforce.

There are two reasons for this trend. First, the time spent on smartphone apps averages about four minutes per 
session and tablets average about eight minutes. More time spent on a tablet translates into more traffic, creating 
more congestion over Wi-Fi.

Second, tablets generate three times more traffic than smartphones. In fact, tablets will likely generate as much 
traffic in 2016 as the total amount of mobile traffic generated in 2012. And the majority of this data will traverse 
Wi-Fi networks.

http://www.arubanetworks.com/company/contact-us/contact-a-sales-rep/
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Tablets and smartphones are best optimized for video conference calls and streaming audio. This type of traffic 
demand much lower latency and faster response times.

But do not forget about data. Many mobile apps can only be updated over Wi-Fi, and not cellular. For instance, an 
Apple device does not allow the iOS update to start until a Wi-Fi connection is detected. And for many users, Wi-Fi 
access is at work or at school.

Mobile device cameras are also becoming a huge traffic source. With 8-megapixel resolution, one mobile device 
can create 3 MB of data per photo and 270 MB of data per one-minute video over Wi-Fi – thanks to cloud-based 
storage apps like Box, iCloud and Google Drive.

Cloud storage apps automatically download and upload data, whether the mobile device is in your pocket or your 
briefcase. And they consume as much Wi-Fi bandwidth as they can when synchronizing data between devices and 
the cloud.

Not surprisingly, many Wi-Fi networks report that upload traffic equals or exceeds download traffic. There are more 
photo uploads to Facebook and iCloud, more document uploads to Dropbox and Amazon Cloud, and more video 
uploads to Vimeo and YouTube than ever before.

Because bandwidth is shared between upload and download traffic – due to Wi-Fi being a half-duplex transmission 
technology – less airtime will be available for mission-critical business apps as more devices join the network.

Mobile devices and Wi-Fi

This section offers a closer look at how mobile devices and apps behave over Wi-Fi and how wireless network 
engineers can take action to ensure consistent and reliable performance.

Laptops

Laptops integrate dual-radio 3x3 802.11n Wi-Fi chipsets that support three spatial streams. They can operate at a 
maximum theoretical speed of 450 Mbps in the 2.4-GHz and 5-GHz frequency bands.

Today’s laptops are designed primarily for Wi-Fi networks. Many no longer feature integrated Ethernet ports and 
they are enabled with fast-roaming capabilities.

While laptops do not traditionally interact with the Wi-Fi network in standby mode, this behavior is changing. 
Features like Apple Power Nap enable the latest generation of MacBooks to wake up to download data from the 
network, similar to the way smartphones and tablets do.

It’s interesting to note that many higher education institutions now observe much greater bandwidth consumption 
late at night after Power Nap was introduced in the second half of 2012.

Tablets

Tablets feature dual-radio 1x1 802.11n Wi-Fi chipsets with a single spatial stream and 20-MHz channel bonding. 
New-generation tablets like the iPad Mini and iPad 4 support 40-MHz channel bonding to increase Wi-Fi 
throughput from 65 Mbps to 150 Mbps.

Among tablets, Windows Surface delivers the fastest Wi-Fi speed. Equipped with dual-radio 2x2 802.11n Wi-Fi 
chipsets with two spatial streams, Windows Surface has a maximum link rate of 300 Mbps.

http://www.arubanetworks.com/company/contact-us/contact-a-sales-rep/
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Smartphones

Most smartphones feature a single 2.4-GHz radio and 1x1 802.11n Wi-Fi chipsets with one spatial stream and 
20-MHz channel bonding. However, newer generations of smartphones are vastly improved.

For example, smartphones like the iPhone 5 feature dual-radios and 40-MHz channel bonding, which boosts the 
maximum operating speed from 65 Mbps to 150 Mbps and enables higher performance in the cleaner 5-GHz 
frequency band.

Compared to tablets and laptops, smartphones are less dependent on Wi-Fi because they also support 3G/4G and 
LTE data connections. But in enterprises and high-density environments, such as stadiums, end users prefer 
Wi-Fi’s faster transfer rate.

Peripheral devices

Apple TVs, gaming consoles, surveillance cameras, Roku players and Wi-Fi-enabled printers feature single-radio 
1x1 802.11n Wi-Fi chipsets, one spatial stream and 20-MHz channel bonding.

This means that they can operate at a maximum speed of 65 Mbps in the 2.4-GHz frequency band. Most of them 
also support Ethernet connectivity but end users usually prefer to install them wirelessly due to their ease of use 
during moves and changes.

To preserve security policies and effectively manage bandwidth, these peripherals must be identifiable on the 
network. Therefore, the Wi-Fi network should support flexible authentication methods.

These authentication methods can include simple MAC address recognition as well as matching devices (e.g. Xbox 
player) and traffic types (e.g. Apple Bonjour) to authorize the use of these devices on the Wi-Fi network.

Below is a summary of mobile device Wi-Fi specifications.

•	 300	to	450	Mbps

•	 2.4	GHz	and	5	GHz

•	 Primarily	Wi-Fi

	> Fast-roaming	ready

	> Primarily	data	

	> Full	or	hot	standby

•	 150	to	300	Mbps

•	 2.4	GHz	and	5	GHz

•	 90%	Wi-Fi,	10%	cellular

	> Sticky	when	roaming

	> Multimedia	heavy

	> Hot	standby

•	 65	to	150	Mbps

•	 Primarily	2.4	GHz

•	 50%	Wi-Fi,	50%	cellular

	> Sticky	when	roaming

	> 50%	data,	50%	multimedia

	> Hot	standby

•	 54	to	65	Mbps

•	 Primarily	2.4	GHz

•	 50%	Wi-Fi,	50%	wired

	> Static	after	deployed

	> Multimedia	heavy	+	mDNS

	> Full	standby

Table 1. Mobile Devices

http://www.arubanetworks.com/company/contact-us/contact-a-sales-rep/
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ArubaLabs tests mobile device behavior

Smartphones, tablets and laptops each have very different Wi-Fi characteristics – even though they’re all 802.11n.

The ArubaLabs tests showed that in high-density client environments, implementing airtime fairness – which 
ensures that Wi-Fi bandwidth is allocated fairly across the network – makes a big difference in overall and individual 
mobile device performance.

ArubaLabs completed performance measurements using traffic simulation tools that were installed on the  
mobile devices. Tests were performed in a noise-free RF environment and in a traditional office space with cubicles 
and offices.

Traffic was generated in both the upload and download direction, similar to a real-world environment in which 
mobile apps transmit and receive data.

Not all i-devices are created equal

Performance benchmarks on different generations of iPads and iPhones show that not all i-devices are created 
equal. The figure below highlights details of the throughput measurements.

Figure 1. i-Device performance
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In a short-range test where devices were close to the AP, the latest generation iPad Mini, iPad 4 and iPhone 5 
performed 40% better than the earlier generation iPad 3 because of support for wider 40-MHz channel bonding.

As mobile devices were moved away from the AP at 30 and 75 feet, the performance difference between later and 
earlier generations was not as significant. In fact, at 100 feet, all devices reliably maintained about 10 Mbps of  
data throughput.
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The performance of these devices was also tested in a mixed-client environment. This time, ArubaLabs used a 
publicly available performance test tool, SpeedTest, and placed mobile devices 15 feet from the AP.

•	Mix of iPad Mini and iPad 3: 42 Mbps vs. 16 Mbps
•	Mix of iPhone 5 and iPad 3: 41 Mbps vs. 13 Mbps
•	Mix of iPad 4 and iPad 3: 31 Mbps vs. 19 Mbps

This short-range test data shows that it is critical for wireless network engineers to understand the Wi-Fi 
capabilities of mobile devices that are prominent in their organization. This enables better RF capacity and 
coverage for all users, with the smallest common denominator in mind.

Distance matters

ArubaLabs also tried to better understand how the distance of a user from the AP affects the performance of the 
mobile device. Per the 802.11 Wi-Fi standard, the performance of the client will degrade as it moves away from  
the AP.

One laptop was tested for maximum throughput at three different non-line-of-site locations – 30 feet, 70 feet and 
120 feet from the AP. TCP download traffic highlighted the AP’s ability to transmit effectively to the laptop, and 
upload traffic measured the AP’s receive sensitivity.

Figure 2. Mix of i-Devices
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This test utilized a single MacBook Pro that was operating in the 5-GHz frequency. A summary of the results is 
shown below.

Aruba recommends using high-density Wi-Fi best practices to ensure consistently high performance where there 
are large concentrations of mobile devices. For more information on this topic, please see Aruba’s High-Density 
Wireless Network Design Guide.

Fairness is good for Wi-Fi

Several additional tests in high-density Wi-Fi environments allowed ArubaLabs to make several other critical observations.

The first test employed a variety of laptops, tablets and smartphones and measured the aggregate network 
performance as additional smartphones connected to the Wi-Fi network.

Using Apple iPhone 4s, ArubaLabs observed that without the fair allocation of Wi-Fi airtime across the WLAN 
infrastructure, total performance dropped by up to 60% as the number of smartphones associating with one AP 
increase from five to 20.

However, with airtime fairness enabled, ArubaLabs discovered that the total network capacity stayed above 30 
Mbps, regardless of the number of clients.

In a second similar test, ArubaLabs measured the amount of time it took one laptop to download a 33-MB file from 
the cloud-based file sharing site, Box, while real-world levels of traffic were generated in the background.

The test was conducted in the 2.4-GHz band using 15 laptops, tablets and smartphones and in 5-GHz band with 
10 laptops and tablets.

Without airtime fairness, the time to download increased from 16 to 116 seconds in the 2.4-GHz band. The 
download time increased from 28 to 85 seconds in the 2.4-GHz band.

Third test measured how the network treats 802.11n-capable mobile devices with varying capabilities – laptops at 
450 Mbps maximum speeds and tablets at 65 Mbps maximum speeds – in a typical office environment.

Figure 3. Rate vs. Range
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Twenty laptops and tablets were used. Without airtime fairness for fast and slow Wi-Fi clients, laptops achieved 15 
Mbps and tablets achieved 12 Mbps. With airtime fairness, total throughput for laptops was 50 Mbps and 18 Mbps 
for tablets – a much more desirable scenario, given the difference in Wi-Fi speed between laptops and tablets.

Wi-Fi networks today are challenged to support as much or more upload traffic than download. In the last high-
density test, ArubaLabs measured peak network performance with 20 iPhone 4s connected and simultaneously 
downloading and uploading data.

Without any special handling for upstream traffic, total network bandwidth dropped by more than 50%. When 
optimized to reserve airtime for upload traffic as much as download traffic, and with airtime fairness in place, total 
network capacity stayed above 30 Mbps.

ArubaLabs strongly recommends employing airtime fairness across the enterprise Wi-Fi infrastructure. This offers 
many performance benefits:

•	Mobile devices operate at maximum speed in the presence of increased congestion and the highest possible 
network performance is achieved.

•	The performance of mobile devices that are capable of faster Wi-Fi data rates are not hindered by the presence 
of slower ones.

•	Wi-Fi networks are well-prepared to handle the massive influx of upstream data flows, not just download traffic.

ArubaLabs tests mobile app behavior

While enterprises regard YouTube as a bandwidth hog that has no place in the network, higher education looks at it 
as an app that must be supported to keep students happy. While iCloud is unacceptable in healthcare, the 
hospitality industry might see it as necessary.

Consequently, the definition of an undesirable mobile app depends on the business or organization. Here are the 
major categories of cloud-powered mobile apps that ArubaLabs identified.

Category of mobile apps Cloud-based, common examples

Streaming video YouTube,	Vimeo,	Netflix,	HBOGO,	Hulu,	Metacafe,	WatchESPN,	UStream

Content storage iCloud,	Box,	JustCloud,	Amazon	Cloud,	Mozy,	Google	Drive,	Dropbox,	SugarSync,	YouSendIt

Images and photo Flickr,	Google	Picasa,	Instagram,	twitpic,	ShutterFly,	PhotoBucket

Document services Google	Docs,	CloudOn,	SlideShark,	Evernote,	Microsoft	Live,	Zoho

Communications Google+	Hangout,	Apple	FaceTime,	Skype,	Qik,	Facebook	Chat

Web conferencing GoToMeeting,	WebEx,	Elluminate,	Join.me,	MeetingBurner,	OmniJoin

Table 2. Categories of Mobile Apps

The most demanding mobile apps

Which mobile apps place the greatest demands on a Wi-Fi network? Here’s what the ArubaLabs research shows.

Video and web conferencing

Examples include GoToMeeting, Google+ Hangout, WebEx, Lync and Skype. If more people join the video 
conference with mobile devices that have a larger screen size, more Wi-Fi bandwidth will be required.
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For instance, Skype requires 4 Mbps of download speed for five-way conferencing, and the bandwidth 
requirements for WebEx more than double if a laptop is used versus an iPad.

Cloud-based content storage

Examples include Dropbox, Box, iCloud and Google Drive. They are designed to capture as much Wi-Fi bandwidth 
as they can, unless default settings are modified by the end user – which rarely happens.

Many higher education institutions today are in an ongoing battle to take control of their Wi-Fi and WAN bandwidth 
because types of content storage applications backup everything in the cloud.

Apple Bonjour – AirPrint and AirPlay

Until the multicast DNS traffic of Bonjour can be optimized over the air, most IT departments will disable it to  
limit broadcast traffic. And each screen mirror requires about ~1 Mbps for each Apple device – adding more to  
the challenge.

Click here for more information on how Apple Bonjour can be optimized over the air and how AirPlay and AirPrint 
can be made visible across IP subnets.

Audio and video streaming

Examples include Spotify, Pandora, YouTube, Vimeo and Netflix. These are the leading consumers of Wi-Fi network 
bandwidth today.

It is now common for users to stream audio at work and at school. Each audio stream requires about 500 Kbps and 
each video stream requires up to 2 Mbps of Wi-Fi bandwidth. That’s a lot of airtime, especially if mobile devices are 
not using top 802.11n rates.

Virtual desktops

Examples include Citrix XenDesktop and VMware View. Laptops and tablets that rely on these apps require a 
constant 1.5 Mbps data rate. This creates a sizable challenge for Wi-Fi networks, especially in high-density 
environments with lots of mobile devices.

Bandwidth needs vary for virtual desktop sessions and depend largely on the type of traffic that’s generated. For 
instance, bandwidth requirements for Internet and office-based sessions might be 150 Kbps, while printing and 
standard video sessions might require over 500 Kbps.

ArubaLabs investigated the Wi-Fi behavior of a variety of mobile apps and found that enabling QoS over the air on 
a per-application basis makes a world of difference in terms of a satisfactory end-user experience.

Video conferencing with Microsoft Lync

Lync is a proprietary unified communications and collaboration system that uses standard  
protocols with additional vendor extensions from Microsoft.

Each Lync participant consumes 90 Kbps worth of data for voice, 600 Kbps for video and  
up to 1.5 Mbps for desktop sharing. ArubaLabs tested Lync performance in the presence  
of background data traffic and made some compelling observations. 

Five Lync video calls were initiated among 10 Windows laptops while 45 Mbps of background data traffic was 
generated by 20 iPad 2s and 10 MacBook Pros. The criteria used to measure Lync performance were mean opinion 
score, roundtrip time and healer concealed ratio.

http://www.arubanetworks.com/company/contact-us/contact-a-sales-rep/
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Mean opinion score

This metric identifies the average amount of degradation in a voice call. With QoS enabled for Lync voice and video 
streams, the mean opinion score averaged 3.45 – acceptable with good quality audio. Without QoS, the score was 
2.25 – unacceptable with distorted or lost audio.

Roundtrip time

This value gauges the average amount of time it takes for voice and video traffic to reach an endpoint and return. A 
roundtrip time of 100 milliseconds or less maintains acceptable Lync quality.

Without proper QoS for Lync, ArubaLabs observed roundtrip times as high as 855 milliseconds, which produces  
an unacceptable amount of delay in two-way conversations. With QoS enabled, the maximum roundtrip time was 
55 milliseconds.

Healer concealed ratio

A concealed audio sample is used to smooth out abrupt transitions in traffic flows. High values indicate significant 
levels of packet loss or jitter, and results in distorted or lost audio. Without QoS to prioritize Lynch over background 
data, the healer concealed ratio is 15 times higher.

Check out the Aruba design guide for more information on how to deploy Microsoft Lync over Wi-Fi.

Web conferencing with WebEx and GoToMeeting

WebEx uses simple https to communicate with its servers. Clients check into a WebEx  
server in the cloud, which then routes the packets. GoToMeeting also uses https. A  
session is established at citrixonline.com and is referred to a public IP.

Note that this referral is sent with an IP address as the destination and not a URL. This  
behavior is common among http and https applications.

Below are the bandwidth requirements for these apps.

•	GoToMeeting desktop share: 500 Kbps
•	WebEx voice: 80 Kbps download and 40 Kbps upload
•	WebEx PC desktop share: 600 Kbps
•	WebEx iPad desktop share: 250 Kbps
•	WebEx high-quality video: 1.5 Mbps
•	WebEx standard quality video: 500 Kbps

To gauge the impact of background Wi-Fi traffic on these apps, ArubaLabs created a high-density environment 
using laptops and iPads. 1.5 Mbps of downstream traffic and 256 Kbps of upstream traffic was sent to laptops 
while 512 Kbps of downstream traffic was sent to 20 iPads.

With no QoS for WebEx or GoToMeeting, there was a 3-5 second delay in video conferencing and desktop  
sharing sessions when background traffic started. With QoS enabled over the air, background traffic had no 
measurable impact.

Video conferencing with FaceTime

FaceTime requires a download rate of at least 400 Kbps per device for good quality video  
conferencing. Since Apple devices do not prioritize traffic, FaceTime is given best-effort  
treatment along with email, web browsing and general data.

http://www.arubanetworks.com/company/contact-us/contact-a-sales-rep/
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For some network engineers, this may be a relief. At least FaceTime users will not consume bandwidth at the 
expense of others. But if FaceTime is considered a critical business tool, application-specific QoS is essential.

Here are some details on how a FaceTime call is established.

1. With an Internet connection, the device registers with Apple FaceTime servers, which binds the device’s email or 
phone number with its IP address. The registration procedure is protected by mutual authentication using 
certificates on the Apple server and device.

2. FaceTime automatically negotiates network address translation (NAT) and firewall traversal with Apple servers. 
After registration, the device waits for an incoming or outgoing call. 
 
When a user initiates a FaceTime call, the application sends an encrypted query to the Apple registration server 
to find the IP address of the target.

3. An invite message is sent by the calling device. The call setup uses the session initiation protocol (SIP),  
including 100 TRYING, 180 RINGING and 200 OK messages. When the SIP exchange is completed, the media 
stream is setup. 
 
FaceTime uses one UDP port for signaling and media. If SIP uses port 16402, the media will use the same port. 
Within that port, two separate streams are established – video uses the H.264 codec and the audio uses AAC.

For more details, click here to download the Aruba white paper about FaceTime over Wi-Fi.

In a large FaceTime deployment, 350 Kbps of bandwidth will be needed in each direction, for a total of 700 Kbps 
per call, including video and audio streams. With a 65 Mbps link rate for Apple devices in the 2.4-GHz band, an 
802.11n AP can handle about 16 concurrent FaceTime calls.

With a 150 Mbps link rate for newer-generation Apple devices in the 5-GHz band, the same AP can support twice 
that amount.

These metrics take into account contention, Wi-Fi management frames, retries, and actual modulation rates since 
the base measurement is taken from walk-around tests. But they assume that FaceTime receives the appropriate 
QoS to protect against background data traffic.

Voice over Wi-Fi with iOS and Android

ArubaLabs measured the roaming performance of iPhone 4 and Android Nexus  
smartphones during active voice-over-IP calls. Audio services often need 100 Kbps  
of per-session bandwidth. They also have a peak latency limit of 20 milliseconds or the  
audio will be choppy and unrecognizable.

Both devices were tested in a noisy RF environment with lots of background traffic and  
interference. Their performance was measured in a clean RF environment as well. The  
Wi-Fi infrastructure under test was configured to prioritize voice-over IP-traffic.

http://www.arubanetworks.com/company/contact-us/contact-a-sales-rep/
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Tests show that the iPhone 4 was faster than the Nexus in deciding to roam and completing the roam. ArubaLabs 
observed five times less media break with the iPhone 4 and two times fewer media impairments with the Nexus. 
The table below summarizes these results.

Voice-over-IP roaming over Wi-Fi, clean RF environment

Media break Media impairment

Apple iPhone 4 0.5% 20%

Android Nexus 2.7% 12%

Voice-over-IP roaming over Wi-Fi, challenging RF environment

Media break Media impairment

Apple iPhone 4 0.08% 22%

Android Nexus 4.4% 17%

Table 3. Smartphone Voice-Over-IP Data

Once the roaming decision was correct, both clients were fast and reliable 90% of the time. Errors and failures 
during roaming events were caused by phones sticking to the AP for too long while moving and not selecting the 
right AP after moving.

These roaming failures were concentrated around corners and while passing through doorways, since the RF 
conditions in these locations appeared to change quickly.

For more information, click here to read the Aruba white paper about voice-over-IP performance for smartphones 
across Wi-Fi networks.

ArubaLabs recommends pervasive Wi-Fi coverage to deliver real-time audio services to commercially available 
smartphones. Also provide the proper QoS controls for each active voice session.

Wi-Fi Multimedia (WMM), the 802.11 QoS standard, is available on iOS and Android platforms but is not commonly 
invoked by applications. Therefore, it is up to the Wi-Fi infrastructure to automatically identify and prioritize voice 
traffic over the air.

Cloud-based storage with Box

ArubaLabs measured the real-world performance of four different laptops as they  
accessed content storage apps in the cloud.

Each laptop connected to the same 5-GHz radio on the same AP and downloaded a  
33-MB file from different cloud storage services – Box, Dropbox, Google Drive and Amazon Cloud.

Without giving preferential treatment these services, the total download time was about 100 to 120 seconds. With 
preferential high-priority treatment for Box, the total download time for each service was vastly different.

Lower priority services required 220 to 280 seconds of download time, while Box completed the file download in  
28 seconds. That’s a three times improvement compared to download speeds without QoS.

http://www.arubanetworks.com/company/contact-us/contact-a-sales-rep/
http://www.arubanetworks.com/pdf/WP_SmartphoneVoIP.pdf
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ArubaLabs recommends prioritizing business-critical cloud storage apps within the network and assign best-effort 
priority to other apps. This will ensure that all corporate data is backed up in cloud storage as quickly and efficiently 
as possible.

Music streaming with Spotify

Spotify is the only on-demand music streaming service that’s not web-based.

Instead, it uses peer-to-peer communication among subscribers. Only 9% of music  
playback comes from Spotify servers. The rest comes from the point-to-point network  
(36%) or the mobile device local cache (55%). There is one exception – Spotify  
on smartphones. It gets all music from Spotify servers. 

The Spotify peer-to-peer network works like a BitTorrent network to locate peers and uses a proprietary protocol 
designed especially for streaming music.

One of the most popular audio streaming apps, Spotify offers 96 Kbps (default), 160 Kbps and 320 Kbps streaming 
options. Note that peer-to-peer data sharing among premium Spotify users can exhaust Wi-Fi and WAN bandwidth 
due to its inherent design.

To control Spotify, track download traffic so that bandwidth limits and low priority can be enforced at work or at 
school. This is the only way to conserve valuable airtime, prevent peer-to-peer networking and eliminate 
unnecessary upload traffic across the Wi-Fi network.

Online video streaming 

Video gets complicated. Capacity needs are wider than audio, but latency is still a critical  
factor. Video is almost always accompanied by audio, and other latency-sensitive  
synchronization components may be required for animation.

The cloud-based video services that consume the most Wi-Fi bandwidth at work and  
school are HBO GO (1 Mbps), Netflix (1.5 Mbps), YouTube (500 Kbps) and Vimeo (500 Kbps).

ArubaLabs measured the performance of unicast video over Wi-Fi. Using 23 iPad 2s, each client was able to view 
approximately 1 Mbps of streaming video from test web servers without any jitter, delay or pixilation.

Note that this performance number could have gone higher but the capacity of the Wi-Fi channel was limited by the 
capabilities of the iPad 2, which has a Wi-Fi link rate of 65 Mbps in the 5-GHz frequency band.

Video distribution with IP multicast

With no optimization over the air, IP multicast traffic has the lowest possible data rate over  
Wi-Fi. This equates to 600 Kbps for 2.4 GHz and 4 Mbps for 5 GHz, which is not enough  
to enable a quality HD video experience.

Because Wi-Fi multicast does not support 802.11 acknowledgements or WMM QoS, it is  
characterized by greater packet loss and jitter.

Aruba Dynamic Multicast Optimization (DMO) overcomes this Wi-Fi multicast challenge. DMO adds 802.11 unicast 
Wi-Fi headers to IP multicast video frames, which enables QoS, 802.11 acknowledgements and 802.11n data rates.

In ArubaLabs testing, 20 laptops on a 5-GHz radio were able to view a 6.25 Mbps video stream. The 2.4-GHz radio 
in the same dual-band AP supported an additional 10 laptops viewing the same video stream.

http://www.arubanetworks.com/company/contact-us/contact-a-sales-rep/
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The result is a total of close to 190 Mbps of high-quality HD video over Wi-Fi. And it translates into a capacity 
increase of more than 40 times compared to the default behavior of Wi-Fi networks.

As a result, ArubaLabs recommends optimizing multicast traffic flows before enabling multicast video over Wi-Fi. It 
is also important to architect the WLAN so that provides adequate Wi-Fi capacity for the types of mobile devices 
that are most widely used.

Click here to read the Aruba white paper, which offers more details about deploying broadband video over Wi-Fi.

Conclusion 

The new normal defined by the latest generation of mobile devices and apps demands greater level of intelligence 
within the Wi-Fi infrastructure.

It is imperative for wireless networks to distinguish between corporate applications like Box and personal 
applications like FaceTime, even when they are running on the same mobile device.

Applying Wi-Fi access control rules to a variety of mobile devices should be as simple as using the apps on those 
devices. And a similar level of security seen in latest generation of Internet firewalls should now be made available 
across Wi-Fi networks.

WLANs now have a mandate to track mobile app usage over Wi-Fi. IT managers have to see which mobile device is 
using how much bandwidth for each mobile app so they can quickly troubleshoot and effectively plan for future 
capacity needs.

Maintaining quality over the air is also essential. Business-critical mobile apps must be protected as mobile devices 
fight for Wi-Fi bandwidth.

Network services like AirPrint and AirPlay as well as IP multicast video traffic require dynamic optimization. 
Additionally, proprietary FaceTime traffic, along with encrypted voice and video sessions like Microsoft Lync, must 
be automatically identified.

To ensure end user satisfaction, common web services like Pandora, Netflix, Google Drive, Citrix GoToMeeting, 
Salesforce.com, and Dropbox have to be blocked or prioritized over the air based on their importance to the 
organization or business.

Click here to learn how you can take action to overcome these challenges and get ready for the new normal.

http://www.arubanetworks.com/company/contact-us/contact-a-sales-rep/
http://www.arubanetworks.com/pdf/technology/whitepapers/wp_wireless_broadband_video.pdf
http://www.arubanetworks.com/mobileapps
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