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Sophisticated loss prevention and asset protection challenges require a new security 
infrastructure paradigm based on engineering, management, and support.

Two forces are exacting rapid change on the 
retail security infrastructure. 

The first is the shrink epidemic—pegged by the 
Retail Global Theft Barometer at $112 billion in 
2012—and it isn’t going away. In the battle to 
stem loss at the hands of shoplifting, employee 
and supplier fraud, organized retail crime, and 
operational and administrative errors, retailers 
are eager to find and deploy sophisticated se-
curity solutions that thwart equally sophisticat-
ed sources of loss.

The second force influencing the security infra-
structure is the rapid evolution of security tech-
nology itself. Cameras are capable of megapixel 
resolution. High-capacity network video record-
ers (NVRs) enable smart analysis and efficient 
sharing of compressed digital video. IP devices 
and network bandwidth make real-time video 
access a reality. 

While these technology advances have proven 
a formidable weapon in the battle to reduce 
shrink, they’re only effective when optimally, 
efficiently, and holistically engineered, man-
aged, and serviced. Neither the technology, nor 
the design and maintenance of the infrastruc-
ture that supports it, are a commodity business. 
Loss prevention and asset protection teams are 
seeking—and now able to deploy—more sophis-
ticated solutions to very specific problems.

In this paper, we’ll identify three elements that 
are crucial to managing the lifecycle, and thus, 
the efficacy, of the retail security infrastruc-
ture in your enterprise, regardless of its current 
state.

AN HOUR OF ENGINEERING SAVES THREE IN 
THE FIELD 
As retail LP and AP professionals realize the 
inadequacy of commodity hardware, the tra-
ditional approach to implementing or making 
additions to a networked security infrastructure 
is going by the wayside. Gone are the days of 
the plug-and-play, standalone camera and DVR 
infrastructure. Today’s security network is far 
more sophisticated, and increasingly, it involves 
far more stakeholders. LP/AP, merchandising, 
store operations, and IT teams have collectively 
realized the strategic benefits of the camera 
network. They’re discovering value in the cor-
rect placement of the correct camera interfaced 
to the correct NVR as a solution to their very 
specific problems, from store operations and 
merchandising improvements to shrink reduc-
tion. So-called “canned,” off-the-shelf packages 
from the major national integration companies 
aren’t meeting those needs. Thus, the retail 
market is shifting toward integrators who offer 
custom builds that can meet individual objec-
tives. 

That shift, however, presents the retailer with a 
new set of problems. Custom solutions devel-
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opment often requires code to enable the inte-
gration of systems, such as DVRs, POS, cameras 
and access devices, and exception reporting 
software. The new and rabid appetite for mo-
bile customer service and POS devices adds 
another layer of complexity to the integration 
equation. Very few integrators are capable of 
planning, much less engineering, a feasible and 
effective infrastructure that enables the very 
specific desired outcome. The result is a highly 
inefficient integration process, wrought with tri-
al-and-error from planning through implemen-
tation. Scope creep and the quickly compound-
ed expense that comes with it ensue. 

Achieving a security infrastructure that meets 
a retailer’s unique objectives—in an efficient 
manner—requires an equally unique approach 
to engineering.

Prime Communications, Inc. has developed that 
unique approach, predicated on the philosophy 
that time spent engineering—well before plan-

ning, procurement, and 
rollout—saves countless 
hours of trial-and-error 
placement and integra-
tion in the field. In addi-
tion to facilitating a blue-
print for an efficient and 
effective procurement 
and implementation, the 
Prime Engineering Group 
approach compounds 
that efficiency throughout 
the lifecycle of the entire 
security infrastructure by 
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laying the foundation for ultra efficient, ongoing 
support. 

The Prime Engineering Group approach to en-
gineering is unique and creative, yet methodi-
cal. By gaining a thorough understanding of the 
problems the retailer wants to solve, The Prime 
Engineering Group designs the security system 
to exacting specifications. This manifests itself 
in the form of a complete design package in-
cluding technical 3-D drawings of the system in 

the store environment, point-to-point diagrams, 
hardware, software, and network requirements, 
process renderings, and an outlay of the re-
sources required to put the plan to action. No 
detail is spared, from camera placement and 
field of view to pixels on target requirements. 
Ultimately, the effort results in up-front confi-
dence in the plan. By enabling the modification 
process in the engineering phase, well before 
procurement, the Prime Engineering Group 
approach reduces the likelihood of in-process 
change orders and prevents costly scope creep. 

INFRASTRUCTURE PLANNING, MANAGEMENT 
KEY TO LONG-TERM SCALABILITY
The work Prime Engineering Group does results 
in well-documented, all-inclusive diagrams that 
enable service and support efficiencies down 
the road. It also ensures that the retailer’s very 
individual and specific needs are met. In effect, 
the Prime Engineering Group serves as the 
foundation for the Prime Project Management 
Office by providing a veritable step-by-step 
checklist for the Project Management Office’s 
procurement and deployment services. Those 
services ensure a holistic, professional project 
implementation roadmap and plan including 
project management, procurement of equip-
ment including budgeting and bid process 
management, and installation/implementation 
services including subcontractor selection and 
management. 

By ensuring the maintenance of project stan-
dards set forth by the Prime Engineering Group, 
the end-to-end infrastructure management 
approach taken by the Prime Project Man-
agement Office results in the minimization of 
change orders. It also helps retail clients realize 
the efficiencies of cross-disciplinary synergy. 
For example, in new construction and retrofit 
projects, the Project Management Office pro-
actively consolidates services such as cabling, 
which traditionally called on multiple cabling 
contractors to handle separate point of sale, 
point of service, camera, and other networked 
device infrastructures. Thus, the holistic ap-
proach taken by Project Management Office 
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results in an opportunity to reduce overall costs, 
realize economic efficiencies, and avoid incon-
sistencies among subcontractors, improving the 
scalability and long-term management of the 
infrastructure. 

Beyond resulting in up-front savings and long- 
term management and scalability advantages, 
the tight link between the Prime Engineering 
Group and its Project Management office brings 
application-level benefits. for example:

• If cash loss at the POS is of primary concern, 
the Prime Engineering Group dictates not only 
camera position, but device capability as well. 
At the procurement phase, the retailer is pre-
sented by the Project Management office with 
a predefined set of options for cameras capable 
of reading 3/4-inch numeric values, speeding 
the camera selection process and reducing the 
time to implementation.

• Similarly, if facial identification at the points of 
entry and egress is of primary concern, the plan 
ensures up-front that the appropriate cameras 
are sourced for that task.

• If the retailer wants to share footage with an 
LP executive on the opposite coast, the appro-
priate modem and bandwidth considerations 
to enable it are built into the plan at the engi-
neering level, ensuring the desired capability is 
in-place at procurement and implementation.

While these simple examples serve the purpose 
of illustration, the massive adoption of mobile 
devices in retail presents another, more com-
plex benefit of the tight relationship between 
engineering and sustainable infrastructure man-
agement enabled by the Project Management 
office. Marketing and store operations groups 
are clamoring for mobile POS, which enables 
the facilitation of more transactions, and thus 
the collection of more cash. This presents a 
dilemma for LP. Guarding the POS is a central 
tenet of loss prevention, but how is that accom-
plished when the POS is free to move about the 
store? Interestingly, Prime Communications also 

enables the wireless networks those same mar-
keting and store operations groups are pushing 
for to facilitate customer-facing mobile applica-
tions. Prime helps retailers leverage those appli-
cations and the presence of consumers’ mobile 
devices to triangulate customer location, “heat 
map” the store, and conduct traffic and dwell 
time analysis. As it turns out, that same technol-
ogy can be used to triangulate the position of 
the mobile POS device. By unifying the wireless 
network with the networked security infrastruc-
ture, the Prime Engineering Group and Project 
Management office teams helping retailers 
clear what’s proven to be a major obstacle on 
the road to mobile POS adoption.

That foresight and cross-disciplinary planning 
is made possible only when the network infra-
structure—and the applications the infrastruc-
ture is designed to support—are engineered 
and managed holistically. Prime’s Project 
Management Office offers an efficient, stan-
dards-based, end-to-end solution to retailers’ 
procurement, rapid deployment, and long-term 
planning challenges. 

PLANNING, MANAGEMENT, AND SERVICE: 
INFLUENCE ON TCO
Long term care and maintenance of the retail 
IT infrastructure presents the most fluid—and 
potentially the most detrimental—influence on 
total cost of ownership. That’s why the efforts 
of Prime Engineering Group and Project Man-
agement Office are so foundational to the 
Prime Technical Assistance Center, the third tier 
of the holistic approach taken by Prime Com-
munications.

Put simply, poor planning and inadequate docu-
mentation at the implementation stage will 
result in excessive support and service costs for 
the lifetime of the investment. When cabling, 
servers, routers, and network-attached devices 
aren’t synergistically engineered and well-doc-
umented, servicing them requires a costly and 
inefficient combination of guesswork and re-
engineering. 
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For More Information On 
Prime Communications, Inc. 
Go To www.primecominc.com

ABOUT PRIME COMMUNICATIONS, INC.
At Prime we understand that in today’s business 
environment, expectations are higher than ever 
in regard to the implementation and support of 
the latest technologies and how they align with 
business objectives and bottom-line initiatives. 
With shrinking budgets and a competitive market 
landscape, the challenges today are greater than 
ever. Prime Communication Professional Services 
Division has designed a modular Managed Life 
Cycle Services solution that tackles these chal-
lenges head on.

The majority of retailers suffer through the 
draining inefficiency of IT infrastructure service 
as a cost of doing business. The Prime Tech-
nical Assistance Center helps retailers avoid 
this inefficiency by seamlessly dovetailing the 
engineering and management efforts into its 
service package, laying a blueprint for fast, 
effective service call resolution. Prime Technical 
Assistance Center engineers provide world-
class support and expertise to help retailers 
and their vendor and third-party service part-
ners quickly and easily maximize, manage, and 
troubleshoot their IT, mobility and physical 
security investments. They do so by leveraging 
the latest technology for service request log-
ging, tracking, classification, triage, initial sup-
port, investigation and diagnostics. The Prime 
Technical Assistance Center offers Web-based 
asset-management tools that enable the trad-
ing and management of software, licensing and 
firmware revisions, reducing the risk of incom-
patibility and ensuring networked systems are 
continuously up-to-date and operating at peak 
performance. 

The Prime Technical Assistance Center relies 
heavily on remote access tools to troubleshoot 
and resolve infrastructure issues without resort-
ing to the expense and disruption of rolling a 
service truck and technician. In fact, the great 
majority of issues are resolved using either 
network tools or by guiding local store or site 
staff through a simple procedure. In the event 
a truck roll is necessary, sophisticated remote 
diagnostics enable the Prime Technical Assis-
tance Center to deploy a technician qualified to 
handle the specific issue, and that technician is 
equipped with supporting documentation and 
directives that make the service call as efficient 
as possible. 

The Prime Technical Assistance Center empow-
ers the retailer with online tools providing ac-
cess to the complete set of infrastructure docu-
mentation, including device floor plans, camera 
views, cabling diagrams and specifications. This, 
coupled with the effort to resolve problems 
remotely, represents a paradigm shift in the 

retail IT infrastructure service model. Tradition-
ally, integrators closely guarded the intellectual 
property necessary to service the infrastructure, 
and they capitalized on that expertise through 
expensive service and maintenance plans. 

Equally important, the approach is modular. 
Prime Communications’ unique approach en-
ables sophisticated retailers to leverage its 
engineering services and handle procurement 
and installation of hardware independently if 
they wish. Or, it can support existing, well-en-
gineered systems with ongoing procurement 
and/or installation and support services in a 
manner that ensures infrastructure scalability 
and integrity. Regardless of the retailer’s need 
or starting point, professional services from 
Prime Communications turns on its ear the 
commodity mindset that permeates the infra-
structure integration and service community. 
The result is a long term, low TCO, well-docu-
mented and extremely scalable retail systems 
infrastructure that’s built to perform, from engi-
neering to implementation and beyond. 


