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State of the Physical Security 

Industry  

Worldwide annual spending on private contract 
security services was estimated at $244 B for 
2016 with the US being the biggest consumer 
accounting for 26% or $63.44 B  
 
Security guard services are expected to attract 
the largest share of overall US security spending 
through 2019 with security guard and patrol 
services estimated at $19.4 B in 2016  
 
According to the Bureau of Labor Statistics 
there are currently over 1 M security guards 
employed in the US generating $31.2 B per year 
in wages  
 
US demand for private contracted security 
services will rise 4.2% annually through 2019 to 
$66.9 B. Systems integration and security 
consulting will be the fastest growing services, 
while guarding and alarm monitoring will 
remain dominant. The non-residential market 
will remain the largest segment, while the 
institutional market grows the fastest. The 
introduction of autonomous security robots will 
be a major disruptive factor in the years to 
come. US spending estimated at $ 25B/year  
Consistent market growth, public acceptance of 
‘surveillance everywhere’. Greater integration of 
disparate identification systems. 
 
 
 

 Physical Security Overview 

Physical security is the protection of personnel, 
hardware, software, networks and data from 
physical actions and events that could cause 
serious loss or damage to an enterprise, agency 
or institution. This includes protection from fire, 
flood, natural disasters, burglary, theft, 
vandalism and terrorism. 

Physical security involves the use of multiple 
layers of interdependent systems which include 
CCTV surveillance, security guards, protective 
barriers, locks, access control protocols, and 
many other techniques. Deter, Detect, Deny, 
Delay and Defend are basis to ensuring a safe 
and secure environment. Deter-The deter 
perimeter is the farthest one from the location 
of the assets and is often a mix of physical 
infrastructure such as fences and lighting. The 
security objective on this perimeter is to deter 
the criminal from even attempting a breach of 
the system.  Detect- The detection perimeter’s 
security objective is to monitor large areas of 
space to accurately detect possible 
unauthorized intrusion in time to respond 
appropriately. Surveillance camera technology, 
especially megapixel cameras, is very effective 
as an accurate detection tool.  Deny-The 
objective at the deny perimeter is to keep 
unauthorized persons out, while allowing 
authorized persons to enter Delay- The delay 
perimeter’s objective is to slow down an active 
intrusion enough to force the intruder to give 
up or allow the security team to respond.   
awareness and measure the effectiveness of 
the delay countermeasures. Defend-The defend 
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perimeter is typically a security personnel 
response that attempts to apprehend the 
intruder.  Surveillance is used at this perimeter 
to record the apprehension and determine the 
effectiveness of the response.    

Security creates obstacles such as guards, gates 
and guns, to ward off a potential threat. From a 
physical security aspect, it all starts at the 
perimeter.  Targets should be placed in the way 
of potential attackers and physical sites should 
be hardened against accidents, attacks or 
environmental disasters. Such hardening 
measures include fencing, locks, access control 
cards, biometric access control systems. The 
Internet of Things (IoT) is widening the sphere 
of physical security as smart devices connected 
to business systems that are monitored using 
proactive solutions such as surveillance cameras 
equipped with artificial intelligence (AI) that 
notification systems, when an intrusion occurs.  
 
Emerging Technology Trends 
 

Technology is making it much easier for  

security professionals to enhance protecting 
people and assets. and security, freeing up 
resources, and enabling proactive policing, 
while at the same time creating a new level of 
transparency. There are several new 
technologies that are augmenting security 
operations. 

 

There is a paradigm shift in traditional physical 
security.  We are at the intersection of humans 
and technology. Through workflow automation, 
robotics has enables end users to have 
enhanced security and heighten levels of 
customer satisfaction, at a fraction of the cost 
of humans.  Adoption of Security Robots will 
rise over the next 3-5 years. Trends in physical 
security and surveillance operations are 
revolutionized by robots. The concept of 
security robots has been around for several 
decades and been imagined in various iterations 
by science fiction books, television and films. 
However, security robots are now being used by 
businesses and organizations to enhance 
security through autonomous tasks. An 
autonomous robot performs behaviors or tasks 

with a high degree of autonomy (without 
external influence). Autonomous robotics is 
usually considered to be a subfield of artificial 
intelligence Robots are as effective as ,or can be 
more effective than  humans in terms of 
surveillance; to analyze the efficiency and the 
effectiveness of the security robots and to show 
that they can sustain some security needs that 
some human security guards fail to provide. 
Some weaknesses of the security guards can be 
resolved through the security robots. One of 
the possible advantages of the security robots is 
that security robots can work 24/7, they are 
never late, they can minimize the act of bribery 
and even record it, and they can minimize the 
possibility of risking humans' lives. Security 
robots are the safer choice to perform 
dangerous tasks in hazardous conditions, and 
that they are more reliable in terms of 
surveillance. Robots are essentially a self-
contained tribute to the wonders of technology. 
Deemed a “force multiplier” robotics is part of 
the layered solution. The most advanced 
models use fast computer processing, high-
definition cameras, artificial intelligence and 
long-range sensors, all of which give you a 
pretty good idea where technology is heading. 
In some ways, a robot even provides a glimmer 
of the future car and future IT advances. 

Security Robotics 
IDC has identified robotics as one of six 
Innovation Accelerators that will drive digital 
transformation by opening new revenue 
streams and changing the way work is 
performed. IDC forecasts global spending on 
robotics and related services to grow at a  
CAGR of 17% from more than $71 B in 2015 to 
$135.4 B in 2019.  

 
Broad-based growth in robotic adoption is 
being driven by increasing labor costs, shortage 
of skilled labor, and an increasing emphasis on 
repeatable quality in conjunction with a 
reduction in prices of robotic systems and 
strategic national initiatives. 

 
The service robotics market is expected to 
reach $23.90 B by 2022, growing at a CAGR of 
15.18% between 2016 - 2022 with professional 

https://en.wikipedia.org/wiki/Behavior-based_robotics
https://en.wikipedia.org/wiki/Autonomy
https://en.wikipedia.org/wiki/Artificial_intelligence
https://en.wikipedia.org/wiki/Artificial_intelligence


 

3 ASIS International | ASIS Crime Prevention Council    | asiscouncilurlhere.org 

service robots holding the largest market share 
of the service robotics market in 2015. 

 
Professional service robotics is currently the 
most widely developed and deployed 
application area of service robots in terms of 
market value. The market is expected to be 
driven by the increase in demand for logistics 
applications. The security robots’ market is 
expected to reach $2.36 B by 2022, at a CAGR.  
  
Conclusion  

Robotics automates manned security guarding 
jobs at a fraction of the cost with an elegant and 
ground-breaking solution, unique to the market, 
ahead of any known competitors. System 
includes unique hardware solutions, AI-driven 
software, cloud and mobile services for a 
complete holistic solution that revolutionizes the 
$25 B manned guarding market and disrupts the 
$25 B physical market (cameras, access control, 
etc.)  

Robotics outperforms human guarding 
functions in the 1.1 M security guard market 
with typical deployments being as little as 10% 
of current cost along with many enhanced 
features, which allows enterprise organizations 
to expand security coverage into areas 
previously unsecured such as remote critical 
utility substations. 

The adaptation of robotics creates new markets 
that could not otherwise be served by 
traditional manned and electronic security 
solutions. Guarding companies cognizant of the 
fact that failure to adopt new technology will 
severely impact their business.  

 

  

   

  


