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Security of Corporate IoT  
 
IoT – Opportunity and Threat 

The ability to connect many kinds of objects to the internet and to collect data from sensors 
attached to them is a profound change which companies now need to embrace quickly in order to 
remain competitive. At the same time, the addition of multiple IoT devices onto corporate networks, 
and the handling of ever-increasing amounts of data from them, creates a major new security 
challenge. Even understanding the IoT security problem is not simple, let alone finding a solution to 
it. Hackers, on the other hand, only need to find one weakness to cause havoc. 

The range of use cases for IoT to increase commercial efficiency in the corporate world is limited 
only by the number of useful things there are to measure and sense. From location tracking of assets 
and people, to monitoring of all kinds of remote devices, to equipment maintenance, to process 
monitoring, to energy usage and so on – the list seems endless. Whether the competitive advantage 
at stake is cost reduction, increased output, better understanding of customer behaviour or better 
forecasting, the common denominator is always information.  And as the amounts and types of 
information increase, so does the security risk. 

So the question for a large number of companies is how to implement an IoT system to remain 
competitive, or gain a profit advantage, while at the same time keeping a lid on the cybersecurity 
risks – which include not only data loss, breach of the corporate network, theft and blackmail, but 
also potentially compromise of physical control systems. 

 

The Issue of Corporate IoT Security 

For the individual consumer, IoT security on the home network can be a big enough headache. 
Whether it is a  fridge or a security camera, the consumer may need to think whether to put the IoT 
device onto a separate WiFi network to ringfence it from other devices, consider how the device 
firmware is going to be patched to overcome security vulnerabilities, consider how the device 
connects to any cloud service and how secure that is, consider what networking configuration 
settings are going to be used, and so on – because compromise of  the device can lead not only to 
data loss from the device, but also to cross-infection to other equipment on the home network. 

The consumer picture is just a microcosm of the corporate IoT security problem. As corporate 
dependency on the IoT data increases, a security breach which leads to that IoT data falling into the 
wrong hands could be an extremely expensive, or even crippling event. Whether it is reputational 
damage, a large fine from the authorities for loss of private data, industrial espionage, or ransom 
demands, the result could be catastrophic. 

The issue of corporate IoT security can be divided into two areas – on the one hand, the security of 
the IoT application itself and the data it collects, processes, holds and delivers; and on the other 
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hand, the increased risks to the wider corporate network which either includes or is linked to this IoT 
system. Any IoT project must consider both these areas from the outset, and not as an afterthought. 

 

IoT Application Security 

The standard answer to data security in our times is cryptography, and IoT is no exception. However, 
there are two important twists with IoT.  

One twist is that a standard solution for security of data in motion, such as VPN, is only effective 
from the device that initiates the encrypted connection,  such as a gateway, whereas the IoT sensors 
may themselves be connecting with that gateway device on a non-secure link. For full security, 
strong cryptography must be implemented at chip level within the IoT device, without impacting the 
very low power usage or performance characteristics of the device.  

The second twist is that in the corporate IoT world, encrypting the data itself is not enough for 
security in many applications – in addition, the metadata such as packet addressing information 
should really be encrypted as well. The reason is that analysis of this metadata may be enough for an 
adversary to make valuable deductions about what is going on, which could be highly damaging for 
the company. 

For many applications, these considerations may lead a company to consider implementing a 
prepackaged IoT solution such as the Secure Digital Platform from Ziotsolutions AS. This system 
combines chip-level encryption within the IoT sensors, including metadata encryption, within an 
overarching IoT platform that includes a managed, cloud-based back-end and a browser-based GUI 
for secure user access to the IoT data. The back-end can detect exception conditions and raise alerts, 
as well as applying machine learning and AI. 

Importantly, instead of using VPN,  the Ziotsolutions system provides true end-to-end encryption 
through secure internet tunnels, from the point of origin at the sensor itself, right through to the 
point of information delivery to the user.  So the data within the overall IoT solution is secure from 
end to end and the whole solution is supplied within a managed services delivery model.   

Moroeover, the Ziotsolutions system can take and encrypt data from any source, not just from IoT 
sensors, so that contextual data such as event logs from endpoints and network devices can be 
included in the data which is securely transferred to the back-end analysis and archive system. In 
this sense, due to the flexibility of the cryptographic ingress, Ziotsolutions can effectively treat 
everything as a sensor. 

The Ziotsolutions Secure Digital Platform platform also handles secure over-the-air patching of the 
IoT devices - a critical security consideration for any IoT project. Equally, the encrypted tunnels can 
be used for secure outward communication of Incident Response and other commands to the IoT 
devices, for example to drones where security is paramount. 
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Corporate Network Security 

By packaging the IoT sub-system into a discrete managed service, based on true end-to-end 
encryption and a secure cloud back-end, the security risk of adding the IoT sub-system into the 
corporate systems portfolio is strongly mitigated. However, any increase in corporate network 
complexity represents an increase in the attack surface and in cybersecurity risk, even if this may 
arise from misconfiguration or other administrative errors.  

On the other hand, in the event that the IoT system is not implemented as a separate managed 
service based on end-to-end encryption, but as an application within the corporate network itself, 
then security risks both to the IoT system and to the broader assets on the corporate network could 
become a major concern. If the IoT device is compromised, there can be malicious lateral movement 
across the corporate network. Or the IoT data itself may be intercepted, stolen or altered. In 
nightmare scenarios, commands to control equipment, or the input data those commands are based 
upon, may be subverted.  

In both IoT implementation models, the need for effective and expert 24/7 breach detection and 
response on critical assets within the corporate network becomes a necessity, if it was not already 
implemented. High severity incidents need to be investigated and responses put in place within 
minutes, rather than hours, days or weeks. Many companies may already be struggling to maintain 
SIEMs (security information and event management systems) and may be finding it tough to 
prioritise suspicious events for investigation. For many companies the only affordable and practical 
way to achieve effective 24/7 threat detection and response is to use a managed detection and 
response (MDR) service, from a certified security operations centre (SOC).  

The MDR “Professional” service from Alert Logic, which is distributed by Titan Data Solutions, has 
many advantages for a company branching into an IoT project. In addition to taking log data from 
critical servers, the service analyses network traffic and also ingests log data from network devices 
such as firewalls. As a result of this broad view, the Alert Logic SOC can detect a range of malicious 
activity within the network which is actually outside the critical assets under direct guard, ie before 
the critical assets themselves are targeted. The Alert Logic SOC analyses all data sources, enriches 
and triages suspicious events, and provides an alert with recommendations within 15 minutes for 
high severity incidents. For many companies this type of service is already necessary for compliance 
or for cyber insurance, but after IoT has taken its place in the corporate framework it is particularly 
important to be able to rapidly pick up attacks that have breached the preventative defence layers 
such as antivirus and firewalls. 

The Alert Logic solution extends well beyond MDR. It includes vulnerability scanning and network 
asset discovery, as well as machine-learning based extended endpoint protection, for 
comprehensive visibility coverage across the environment. Taken together, along with 24/7 support 
from Alert Logic security experts, the chances for an attacker to exploit security weaknesses arising 
from expansion into IoT are substantially reduced. Alert Logic has over 4000 customers and is expert 
in cloud as well as on-premises cybersecurity. 

A review of other supporting cybersecurity service packages, such as penetration testing, is another 
important component in an overall strategy to improve security after introduction of an IoT 
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application. Services from CREST-accredited UK cybersecurity experts, DigitalXRAID, are distributed 
by Titan Data Solutions and can range from vulnerability management to expert penetration testing, 
through Cyber Essentials Plus certification, to bespoke Incident Response support, and beyond. 
Vulnerability scanning of IoT devices is an area that requires very careful attention indeed, not least 
due to the risk of the scanning process disrupting the device, such as a medical IoT device. 

 

Conclusion 

IoT is a technology change which companies are embracing at scale in order to improve their 
efficiency, information and competitiveness. The inherent cybersecurity risks can be strongly 
mitigated by implementing a highly secure, cloud-based IoT platform as a managed service, with 
end-to-end encryption built in from the initial system design. Collateral cybersecurity risks to 
corporate network assets can be reduced by implementing a broad-based MDR solution with 24/7 
alerting for high severity incidents, as well as specialised services such as penetration testing. 
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