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TITAN DATA 
SOLUTIONS

In order to detect cyber-security threats that get through 
existing layers of defence, threat monitoring (EDR/MDR) 
solutions are now needed on top of prevention tools 
such as antivirus. If there is any doubt for the end-us-
er, the requirement to add a new breach detection layer 
becomes clear following the latest targeted attack, or in 
response to regulatory or insurance requirements. The 
move to large-scale home working also makes the re-
quirement more urgent now, as the corporate attack 
surface has suddenly grown and vulnerabilities are ex-
posed. 

However, the cost of adding the threat monitoring and 
incident response layer across the whole distributed 
network can be prohibitive, especially for smaller and 
mid-size companies. The solution depends heavily for its 
effectiveness on costly SOC services as well as software. 
Whether those expert services are built up in-house, or 
accessed remotely from a SOC, the overall cost of a sim-
ple, blanket approach to implementing EDR/MDR is too
difficult to justify for many end-users.
 

THE OPPORTUNITY1.

3



A practical method to meet these modern 
security requirements within a restricted 
IT budget is to limit the threat monitoring 
services to the critical network assets, such 
as selected servers and endpoints, as well 
as network traff ic, while at the same time 
reviewing the threat prevention solutions 
and procedures for the remaining laptop/
workstation users, home-workers and oth-
er endpoints. 

Using the expert remote services and soft-
ware solutions of a UK-based, 24/7 SOC, 
an optimised and highly cost-effective 
strategy can be quickly deployed to take 
cybersecurity now to the next level, while 
retaining options later to roll out EDR/
MDR services to other network assets. It is 
important to note that these solutions can 
be deployed alongside existing antivirus 
software f rom different vendors, so that 
the end-user’s existing investments in an-
tivirus are not compromised and a speedy 
implementation can be achieved.

The power of this proposition should be 
attractive also to end-users which have 
already implemented expensive in-house 
or outsourced threat monitoring and re-
sponse solutions, on a blanket basis across 
the network, but now need to f ind new 
cost savings via an optimized deployment 
that still meets the company or regulatory 
security requirements.

1. THE OPPORTUNITY CONTINUED
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Titan Data Solutions supplies SOC services and solutions which allow the reseller 
to stay in control of its business relationships, with good margins, as the end-us-
er’s security requirements become more complex and more based around man-
aged services. Titan Data Solutions is proud to be a distributor for SOC service 
packages from Alert Logic, which has a UK-based and USA-based SOC with its 
own software solutions. Titan Data Solutions also has relations with other SOC 
and security software vendors and is able to assemble a solution of services and 
software for companies of all sizes and types. 

Titan Data Solutions adds value for the reseller by sourcing and assembling the 
packages of SOC services and security software, by managing the relations with 
the vendors, negotiating the complex services contracts and obtaining best pric-
es and terms. Titan Data Solutions simplifies the whole business of selling these 
services.

Titan Data Solutions has collected this new level of expert support for its resellers 
into the “Cybersecurity Competency Centre”. This is a completely new concept of 
distribution, designed to address the strong market requirement for managed, 
expert cybersecurity services at affordable costs, and the needs of Titan’s resellers 
for all types of support in response to that. 

Resellers may possibly be cautious about introducing a SOC to their long-stand-
ing end-user, for fear that the reseller will end up in competition with the SOC. 
Titan Data Solutions overcomes this barrier, as it is a distributor which is 100% 
committed to supporting its resellers. Titan Data Solutions supplies the SOC ser-
vices through the reseller, subject to contracts being in place. Titan Data Solu-
tions can also arrange other contracting structures, as the reseller may require. 

The result is that Titan Data Solutions’ resellers today have an excellent opportu-
nity to sell competitive and cutting-edge SOC service packages, sourced by Titan 
Data Solutions from leading vendors, while fulfilling the end-users’ increasing 
needs for 24/7, advanced security services that cover EDR/MDR, network traffic 
monitoring, asset discovery, vulnerability scanning, advanced endpoint threat 
prevention and much more, including support also for cloud environments in-
cluding AWS, Azure, Google Cloud, IBM, On-premises and Hybrid.

2. THE SOLUTION
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Titan Data Solutions has collected this new level of expert support 
for its resellers into the “Cybersecurity Competency Centre”.



The Professional threat monitoring package includes end-
point intrusion detection and analytics, with machine learn-
ing, threat intelligence, and network intrusion detection. It 
also includes the foundation security layer described in the 
“Essentials” package below, including asset discovery and vul-
nerability scanning, as well as Extended Endpoint Protection, 
flexible reporting, dashboard and many other features.  The 
network infrastructure to be covered can include on-premise 
environments, public cloud and hosted data centres. 

The Professional package is the level of security that may be 
selected for critical assets, such as servers and certain other 
endpoints in production, e-commerce and back-office environ-
ments. In order to fit the security levels within the budget, oth-
er parts of the network infrastructure, such as remote access 
VPN, many laptops and workstations, and e-commerce devel-
opment/test environments may be allocated the “Essentials” 
level of security.

The Professional solution is based on agent software and soft-
ware/hardware appliances that are installed by the end-user, with 
automated deployments of appliances in AWS and Azure. Using 
a secure remote connection, the SOC collects security data and 
provides the 24/7 analysis and response service. All Critical and 
High severity incidents that are detected are sent to a Security An-
alyst for analysis, triage and escalation. Security intelligence tools 
are employed in this process. If a significant threat or post-com-
promise activity is confirmed, escalation takes place based on 
preferences defined by the end-user. The end-user can receive a 
phone call, and an email from which the case details, history, and 
remediation recommendations can be accessed. 

PROFESSIONAL 
Threat Monitoring Security Services Package

3. HOW THE SOLUTIONS WORK
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The threat management element of this package includes 
capture, storage and search of logs and network traff ic for 
threat telemetry; threat analytics and security intelligence; 
generation and elaboration of incidents; Operational Security 
Incident Management and response support; and compliance 
readiness for intrusion detection and review of logs.

The network traff ic inspection element uses network signa-
ture detection followed by analytics, which can include ma-
chine learning. The IDS (intrusion detection system) collects 
event data using a choice of three methods: (a) physical or vir-
tual appliance, where distributed agents capture traff ic and 
forward to the appliance;  (b) physical appliance using span 
ports, fed from configured network switches; and (c) physical 
appliance using network taps, if there is concern about using 
the switch to mirror traff ic.

During a Critical incident, the SOC Security Analyst will provide 
support to the end-user. This may include additional analysis, 
and guidance on mitigation. Titan Data Solutions can also pro-
vide options for additional expert SOC services, in the event 
that the end-user wishes to outsource not only the threat de-
tection and guidance, but also the incident response activity, 
based on the permission to act on the end-user network.
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Whilst the Professional package can be deployed to all endpoints, 
the end-user may decide that the Essentials level of security service 
is cost-optimal for many workstations and laptops, and other parts 
of the network infrastructure, which do not contain sensitive data-
bases and are not critical to ongoing company operations.

This level of SOC service includes Security Platform services such as 
continuous asset discovery and visibility, vulnerability scanning and 
management, cloud configuration exposure scanning, threat risk 
index and other features such as PCI ASV support. It also includes 
Extended Endpoint Protection, which an additional layer of defence 
that can run alongside existing antivirus to monitor and isolate end-
point attacks on Windows and Mac. The Essentials package is fully 
included as a subset of the Professional package.

The vulnerability enumeration service includes on-premise discov-
ery scanning, cloud-based API enumeration for discovery, external 
scanning, PCI scanning, unauthenticated internal scanning and 
authenticated scanning. Results are presented in a consistent way, 
despite varying configuration and discovery for different types of 
deployments (AWS, Azure, Google Cloud and data centre). Reme-
diations are presented which are designed to be highly actionable 
and to drive a consistent approach to resolution.

The Extended Endpoint Protection agent combines machine learn-
ing attribute analysis and dynamic behaviour analysis to detect 
complex attack techniques and malicious programs. It can block 
malicious programs of both known and unknown type. The protec-
tion is on the endpoint and continues even if the device is offline. 
The machine-learning algorithm is trained to recognise malware 
and also goodware from the end-user’s software stack.

The PCI Scanning ASV support helps with scan scheduling, interpre-
tation of PCI accredited scan vendor results, and working through 
remediation and exception processes to reach PCI ASV-certif ied 
scan compliance.

ESSENTIALS
Asset Discovery, Vulnerability Management and Threat Prevention Services

3. HOW THE SOLUTIONS WORK
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The Professional package can be extended to include a SOC Ana-
lyst who is designated to the end-user’s account as a security part-
ner. The assigned Analyst gets to know the end-user’s business and 
technical environment through weekly reviews and constant com-
munication, so that individualized evaluation, protection and cus-
tomized response services can be provided.  Threat Hunting will use 
an approach based on intelligence and research to proactively iden-
tify and disrupt cybersecurity threats which threaten the end-user’s 
business. The Analyst will be able to provide training, advice, securi-
ty reviews and insight for projects and strategy. The Analyst will also 
be able to tune Alert Logic technologies to the end-user’s detailed 
prof ile, for optimal performance.

This level of service also includes an optional managed WAF (web 
application f irewall), to help prevent web application attacks from 
affecting the end-user’s application. The WAF feature includes 
management services for installation and configuration. On top 
of whitelisting, blacklisting and signature-based blocking, there is 
also a learning engine that can identify activity that deviates from 
a known-good baseline of traff ic. The policies provided out-of-the-
box cover 10,000+ vulnerabilities, including unique flaws in off-the-
shelf and custom web applications. The WAF supports deployment 
in AWS, Azure, Google Cloud, and physical and virtual environments.

ENTERPRISE
Security Services
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4. Cloud Provider Support
Alert Logic services integrate with AWS and Azure 
cloud providers, to enable automatic asset discovery, 
data collection and other automation. The AWS or 
Azure deployment is configured by the end-user to 
delegate the required permissions to the SOC.  Alert 
Logic has pre-approval from AWS to allow end-users 
to use the Alert Logic software for scanning, and all 
instance types can be scanned. Security appliance 
instances will be deployed to scan the end-user en-
vironment – these will be spun up and scaled down 
to zero after tasks are completed.

5. Sales Support TITAN DATA 
SOLUTIONS

Titan Data Solutions is ready to assist its resellers 
with sales training, pre-sales support, presentations 
and technical support, as well as with marketing 
materials and campaign tools.  Titan Data Solutions 
will assist the reseller at all stages in the sales cycle, 
and then in supporting the delivery of the service 
and software solutions.

Resellers are invited to contact Keith Maskell, 
Head of Cybersecurity at Titan Data Solutions

e. keith@titandatasolutions.com  t. 020 3870 2130 



TITAN Data Solutions is a specialist Data Storage and Cybersecurity 
solutions distributor, based in Canary Wharf, London. With 
experienced and technically capable sales and support teams, Titan 
Data Solutions has a significant UK reseller network, and a growing 
footprint into Western Europe. 
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