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TITAN DATA 
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TITAN Data Solutions is an ESET-dedicated “Competency 
Centre” which provides packaged SOC services, including 
threat monitoring and incident response, for ESET
Enterprise Inspector and other ESET products. These 
SOC services are sourced from SOCs under contractual
terms that enable them to be resold as packages to support 
the ESET resellers and MSPs. By working with multiple 
SOCs and standardising the service packages under 
its own branding, TITAN Data Solutions can ensure the 
best quality, suitability and affordability of the managed 
services, both now and in the future. End-user customers 
with 250 – 6000 users may find TITAN Data Solutions’ 
SOC services a crucial element in upgrading to a modern 
layer of security for endpoint detection and response 
(“EDR”).

TITAN Data Solutions is a specialist Data Storage and 
Cybersecurity solutions distributor, based in Greater 
London. With experienced and technically capable sales 
and support teams TITAN Data Solutions has a significant 
UK reseller network, and a growing footprint into Western 
Europe. TITAN has recently been shortlisted to win the 
Storage Distributor of the Year award at this year’s CRN 
Awards in November 2019.
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TITAN DATA SOLUTIONS CAN ENSURE THE BEST 
QUALITY, SUITABILITY AND AFFORDABILITY OF 
THE MANAGED SERVICES.“1



ESET ENTERPRISE INSPECTOR
THE OPPORTUNITY
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Many companies with 250 – 6000 workstations, laptops 
and servers should consider implementing EDR as a 
new layer of security. The need to be able to detect 
breaches may stem from GDPR or other regulatory 
compliance requirements, f rom cyber insurance
requirements, or from a simple review of present 
security in light of increased targeted attacks or 
perhaps a recent breach.

ESET’s product for EDR, Enterprise Inspector, draws security event
information from endpoints across the network and uses a sophisticated 
rules engine to report suspicious activity. Enterprise Inspector is a very
sensitive detection system which can pick up external or insider attacks, 
including targeted attacks, that may exceptionally have bypassed existing 
prevention systems such as antivirus. Qualified security engineers should 
monitor the reports from Enterprise Inspector, understand them and, if 
necessary, take appropriate actions to investigate and mitigate detected 
threats. To be effective, the monitoring should be provided on a 24/7 basis.

If the end user can understand and react to information provided by Enterprise 
Inspector within minutes as opposed to days, then threat mitigation
actions can be executed which may stop or limit the potential breach that 
has occurred, quite possibly in time to avoid compromise of key data on 
servers. To achieve this level of security, it is important that not only servers, 
but also workstations and laptops are monitored by Enterprise Inspector.

The interpretation of reports from Enterprise Inspector does require a high 
level of security expertise. If a critical warning is identified, an immediate
response may be required, at any time of the day or night. Moreover, the 
Enterprise Inspector rules engine also requires tuning by IT security experts
when the system is set up, and afterwards on a periodic basis, so that 
false-positive reports are kept to a minimum and any special detection 
rules can be added. 

The Enterprise Inspector monitoring and response services should be
provided by a security operations centre (“SOC”) which not only has the
required security expertise available in sufficient depth, but also has defined
procedures and workflows which will provide a reliable, managed service. 
Larger end-user organizations may have their own in-house SOC, but this 
is outside the capability of the vast majority of companies to finance or 
manage. Even if a company has its own SOC functionality, it may not
provide 24/7 cover and accordingly the company may need out-of-hours 
cover to maintain security capability when threats are most likely to occur.

UNDERSTAND AND REACT TO INFORMATION PROVIDED BY 
ENTERPRISE INSPECTOR WITHIN MINUTES AS OPPOSED TO DAYS

TITAN Data Solutions provides SOC services for threat monitoring and response, tuned
specifically for ESET Enterprise Inspector. TITAN Data Solutions makes these SOC services 
available through the channel of ESET resellers and MSPs, together with ESET software 
when appropriate, to support ESET channel sales. TITAN Data Solutions specializes in ESET 
and does not sell competing products.



TITAN Data Solutions’ SOC services are provided remotely by a selected SOC, under contract to TITAN 
Data Solutions. TITAN Data Solutions proposes contracts for its onward sale of these   service packages, 
which are then delivered physically by the SOC to the point of need. In this way, TITAN Data Solutions 
acts as a central hub for SOC services which are specific to ESET software. 

This takes the hard work out of sourcing SOC services, for ESET resellers and MSPs. TITAN Data 
Solutions is able to aggregate ESET customer demand to secure the best possible terms and prices 
from SOCs, including realistic prices for many customers in the segment 250 – 6000 users. And TITAN 
handles the contractual issues and takes responsibility for the services, under its own brand.

In the simplest implementation case, the SOC establishes a secure remote connection to the 
customer’s network and provides remote monitoring and response services.

Within this structure, the Enterprise Inspector system is tuned to the customer requirements, the threat 
reports are filtered and categorized, and the customer is advised of threats within an SLA framework of 
response times, according to the severity. Periodic management reviews and reporting are available, 
as well as periodic adaptation of the Enterprise Inspector detection engine to changing requirements. 

If response services are required in addition to monitoring, the SOC security engineer can provide rapid 
threat or breach investigation and mitigation services, within an agreed operating framework. The 
services would normally be provided remotely, but can also be provided on-site.

Options are available for hosting in the SOC’s own data centre of both the customer’s Enterprise 
Inspector server and the ESET Endpoint Protection server, ESMC. This option enables a fuller managed 
service with the possibility of cost reduction, but TITAN Data Solutions will always propose tests for 
each customer before live implementation, to ensure that the solution will perform as expected.
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For many resellers, it will be attractive simply to sell TITAN Data 
Solutions’ service packages, and to receive a sales commission on the 
initial sale and on renewals - without taking contractual responsibility 
for the supply of the services to the end-user, and without getting 
involved in technical details. 

TITAN Data Solutions provides a full system of sales commissions for 
this first scenario and is very pleased to work this way. In these cases, 
TITAN Data Solutions will often need to supply the ESET Enterprise 
Inspector software and the SOC services as a bundled package, as the 
two are obviously inter-dependent in determining the solution 
performance. However, other options can be discussed, including the 
option, according to the circumstances, for separate supply of the ESET 
software licences by the ESET reseller.

A second scenario is that the reseller wishes to buy and resell the 
service packages from TITAN Data Solutions, perhaps as part of a larger 
solution that is being supplied. In this case, TITAN Data Solutions will 
need to be confident that the reseller’s terms for onward sale of the 
SOC services meet its minimum contractual requirements; and that 
the end-user’s expectations for the services are fully understood and 
can confidently be met within the service package being sold. Subject 
to these points, this method of distribution is also available.

TITAN DATA SOLUTIONS WORKS 
WITH ESET UK IN ORDER TO PROVIDE 
FLEXIBLE SUPPORT TO ESET 
RESELLERS AND MSPS, IN THE ROLE 
OF A “COMPETENCY CENTRE”. 

SUPPORT TO ESET RESELLERS AND MSPS4
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ESET resellers and MSPs may have existing ESET users which are interested to 
upgrade to Enterprise Inspector with SOC services. There may also be opportunities 
for completely new sales of ESET endpoint prevention and detection solutions, 
perhaps together with other complementary ESET solutions such as Encryption and 
Dynamic Threat Defence.

In both cases TITAN Data Solutions is ready to assist, and the ESET reseller or MSP is
invited to contact TITAN Data Solutions by contacting Keith Maskell, Head of Cybersecurity 
keith@titandatasolutions.com  020 3870 2130
 
TITAN can help with customer presentations, proof-of-concept evaluations and other 
types of pre-sales support, including reseller training and joint evaluation of opportunities.
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