
We are experiencing a convergence of major 
cyber risks, including a labour shift, as work 
has migrated from the more cyber resilient, 
relatively centralised workplace to the less 
secure, decentralised home offi  ce environment. 

There are new opportunities for cyber criminals, with a rise of 
actors looking to get rich via ransomware attacks on healthcare 
targets, or steal Covid-19 healthcare and pharma intellectual 
property. Another risk involves geopolitical instability, as the 
current unstable scene allows for even greater nation state 
and criminal cyber activities designed to exploit chaos. 

The convergence of these risks makes it much more critical 
for every type of organisation to develop resilience, including 
in cyber. Increasingly, investors and other stakeholders are 
demanding transparency into the environmental, social and 
governance (ESG) profi le of companies and it is a matter of time 
before they demand cyber resilience transparency – or what 
I term ESG+T resilience – for technology, including cyber.

To explore the relevance of cyber resilience to ESG, Maya 
Bundt and I crafted a defi nition for the term in a recent white 
paper, Cyber-Resilience ESG Reporting: Transparency 
Imperative or Security Nightmare: “... an organisation’s ability 
to sustainably maintain, build and deliver intended business 
outcomes, despite adverse cyber events. Organisational 
practices to achieve and maintain cyber resilience must be 
comprehensive and customised to the whole organisation (ie 
including the supply chain). They need to include a formal and 
properly resourced information security programme, team and 
governance that are eff ectively integrated with the organisation’s 
risk, crisis, business continuity and education programmes.”

Net benefits for businesses and investors
After interviewing 20 global executives and board members, we 
found that the vast majority of respondents – 19 in fact – agreed 
that cyber resilience external ESG-style reporting would deliver 
a net benefi t, not only to the investor, but to the company itself.

According to the 2019 RBC Global Asset Management 
Responsible Investment Survey of almost 800 investors 
surveyed in the USA, Canada, Europe and Asia, 67 per cent 
of the world’s institutional investors are concerned about 
the impact of cybersecurity threats on their investments. 
This makes it the investors’ foremost ESG risk, followed 
by anti-corruption at 66 per cent and water at 65 per cent. 
The survey also showed that geographically, cyber threats 
concerned 71 per cent of US investors, 65 per cent of Canadian 
investors and 59 per cent of those in Europe and the UK.

The Nordea white paper, Cyber Security: What Digitising 
Industries Need to Know about Risks to Value Creation, 

considers four categories of cyber disclosure that are important 
to investors: Cyber risk identifi cation; governance; context; and 
implementation. It says: “Companies with best practice have 
solid incident anticipation and damage control processes in place. 
We also expect that best practice companies have cyber security 
integrated at the product level early in product development 
and are managing their cyber assets and costs eff ectively.” 

The World Economic Forum has carried out useful research on 
the topic and off ers fi ve principles of due diligence: Incorporate 
a cyber risk tolerance; conduct cyber due diligence; determine 
appropriate incentive structure; secure integration and 
development; and regular reviews and collaboration. 

The above examples jive with what ESG reporting 
is intended to do for environmental, social and 
governance issues. ESG reporting is here to 
stay – even in the US, a latecomer to the party. 

This July, CNBC reported on the increase 
in ESG investment in 2020 despite, or 
maybe owing to, the pandemic. It 
highlighted that 14 out of 17 ESG-
focused exchange traded funds (ETFs) 
outperformed the S&P 500 – one 
of the most followed stock market 
indices for large US companies 

– from January 1 to May 15. In 
addition, fi nancial services 
fi rm Morningstar says that 23 
new ESG funds were launched 
this year and it anticipates a 
record number of launches 
in 2020. US sustainable funds 
hit record net fl ows in 2019; 
this year is already on track 
to surpass these fi gures.

In the EU, a well-established 
ESG regime has emerged over 
the past couple of decades, 
originally encouraged by a wide 
array of stakeholders and then 
embraced by regulators via EU 
Directive 2014/95, which requires 
large companies to publish reports 
on the policies they have to implement 
in key areas including: Environmental 
protection; social responsibility and 
the treatment of employees; respect 
for human rights; anti-corruption and 
bribery; and diversity on company boards 

With the global pandemic continuing to rage, malign cyber actors – sensing a 
world of opportunity in the chaos – are deploying their weapons in an even more 
amplifi ed and depraved way than before. Organisations must therefore be cyber 
resilient, writes Andrea Bonime-Blanc
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– age, gender, educational and professional backgrounds.
Even the US Government has recently embraced ESG. The 

US Securities and Exchange Commission (SEC) requires the 
investment community to create more rigour around what it 
means to be an ESG investment fund. When the US Department 
of Labor issued a proposal for public comment suggesting that 
pension funds should focus exclusively on fi nancial metrics and 
forget about ESG ones, the idea was met with a wall of criticism 
from the vast majority of the investor community and others.

The US ESG conversation was recently enlivened by a 
surprisingly useful US Government Accountability Offi  ce 
research report issued in July 2020, which evidenced the further 
mainstreaming of these issues in the American business and 

policymaking contexts.
You might notice, 

however, that 
cyber and 

technology reporting do not seem to factor highly or even in 
the ESG agenda of any jurisdiction. Indeed, if lucky, data 
privacy and protection may enter the ESG lingo, but they 
are not given much prominence, despite the importance of 
cyber and other technology issues, such as AI ethics and 
diversity concerns. These emerging and widely replicating 
technology risks and opportunities have deep implications 
for business strategy (not to mention society as a whole). 

This is partly why I wrote my book, Gloom to 
Boom, to highlight the need for businesses and their 
stakeholders to incorporate emerging tech risks and 
opportunities into the ESG analysis, strategy and 
reporting discussion by considering including technology 
into a broader ESG+T framework (see CRJ 13:2).

Currently, we need to extrapolate ESG reporting best practices, 
since required public cyber resilience reporting doesn’t yet 
exist. The best an outside stakeholder can glean is when things 
go wrong, that is material cyber risk reporting when major 
negative events occur. For example, in the US, regulators are 
starting to require small elements of greater cyber transparency, 
but this is mostly related to material negative events. 

In 2018, the US SEC released cybersecurity guidelines 
to listed companies, which essentially revolved around 

ensuring that they have the right policies in place 
to protect against insider trading on adverse non-

public cyber news. In 2020, the SEC also issued 
guidelines requiring publicly listed companies 

to report on material technology risk events 
involving intellectual property theft.

This is a step in the right direction. 
However, investors and other stakeholders 
are still unable to evaluate fully how well 
prepared – how cyber-resilient – an 
organisation may be, despite the fact 
that cyber risk is at an all-time high. 

One of the few organisations 
that has carried out work on the 
idea of cyber resilience reporting is 
Principles for Responsible Investment 
(PRI), a UN-supported international 
network of investors. Table one (p54)
summarises its eight categories, along 
with 14 indicators, of what cyber 
resilience reporting might consist of in 
its 2019 research report, Stepping Up 

Governance on Cyber Security: What is 
Corporate Disclosure Telling Investors?

The PRI document is a good start and asks 
questions that should be factored into the 

development of a framework for cyber resilience 
reporting. In order to craft cyber resilience 

reporting principles, a number of starting points 
can be considered. The focus must be on both risks 

and opportunities as they aff ect operations, fi nances 
and reputation. It is also important to identify the 

cybersecurity stakeholders and, because of extraordinary 

resilience to ESG?
cyber
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complexity and fast evolving nature, cross-disciplinary cyber risk 
governance teams are essential to resilience building and reporting.

Despite the diffi  culty of achieving a clear and common 
language on cyber being hard to achieve, it can be done if there 
is co-operation of cyber experts on both sides of the technology 
equation. While existing internal assessments are helpful for 
internal decision-making, whether and how to translate for 
external reporting will be a tricky and potentially treacherous 
area, so the engagement of management and the board is 
critical, as is being able to talk about cyber risk externally. It is 
also essential to ensure the robustness of internal checks and 
balances – risk, audit and monitoring processes and resources 
will be an important component of external cyber reporting.

Resilience mindset
Going forward, cyber resilience and its reporting are part of a bigger 
picture of a resilience mindset that starts at the very top – with the 
CEO and the board – to make ESG/ESG+T part of the broader 
message of organisational resilience. A robust cyber resilience 
reporting framework might incorporate the following key elements:
■ Description of governance: The right board, C-suite and cyber 
management cross-disciplinary oversight, strategy and collaboration, 
including cyber savvy members of the board and management;
■ Description of culture: A transparent, high integrity 
internal culture of cyber hygiene, where employees and third 
parties are trained, along with speak up and listen up reporting 
structures and where employees are empowered to address 
and respond to cyber situations without fear of retaliation;
■ Identifi cation of top cyber stakeholders: Know who 
they are, understand their expectations, engage them 
and understand reputation risk and opportunity;

■ Explanation of how cyber is integrated into 
enterprise risk management (ERM): Cyber risk 
management must be part of a larger ERM system;
■ Consideration of cyber as part of ESG+T strategy 
implementation: Cyber risk and opportunity, together 
with other technology issues and ESG+T, must be part of 
the strategic planning discussion and implementation;
■ How cyber resilience and hygiene factor into performance 
management: Cyber hygiene and compliance need to be tied 
to individual and team performance management incentives;
■ Integration into overall preparedness: Without 
cyber, crisis management and business continuity 
are fl awed and potentially useless; and
■ Continuous learning, improvement and innovation: A 
system of lessons learned and continuous improvement and 
innovation is a sine qua non of eff ective cyber resilience.

Cyber resilience and its reporting are quintessential to our times. 
With them, we stand a chance of surviving, and maybe even thriving 
through our turbulent times – without them, gloom will follow for 
businesses, governments and societies. 
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What cyber reporting could look like – an early example from a study by PRI

Legal compliance Does the company publicly commit to complying with relevant laws, 
including those related to cyber and data protection?

Policy Does the company publicly disclose a privacy and/or data protection policy? 
Does the policy explicitly cover its entire operations, including third parties? 

Senior management and 
board accountability

Does the company identify a named person at senior management or executive committee 
level with overall responsibility for information management and cybersecurity? 
Is the board or board committee responsible for cybersecurity issues? 

Board communication Does the company communicate cyber risks to the board – and how, by who and how often?
Does the board receive detailed information about the company’s cyber or information 
security strategy, including what information it receives and how it assesses this information? 

Skills and resources Does the company disclose that it has a cyber or information 
security team and/or dedicated budget? 
Does the company state that it works with relevant industry initiatives on cybersecurity 
and/or has access to internal or external expertise on cybersecurity?
Does the company actively seek cybersecurity skills when appointing directors? 

Training Does the company provide training on information or 
cybersecurity requirements to all employees?

Assessment Does the company conduct audits of information or cybersecurity policies and systems?

Business continuity 
and risk management

Has the company established an incident management plan, 
including disaster recovery and business continuity? 
Has the company disclosed information or cybersecurity as a key 
part of its risk assessment or business continuity plan? 
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