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In the recent past – especially  
in the last year – the world has 
witnessed a barrage of articles, 
pronouncements, edicts, 
warnings, promises and alarms 
about the imminent, pervasive, 
liberating and dangerous nature 
of artificial intelligence (AI).

This article examines the potential 
reputation risks and opportunities associated 
with the AI phenomenon. To do so effectively, 
we deploy an AI environmental, social and 
governance (ESG) lens, which helps us to 
understand and categorise AI ESG risk and 
opportunity, provide a snapshot of who the 
key actors and stakeholders are and suggest 
some of the questions that management and 
the board should be asking. 

The future of AI is now. We haven’t seen 
anything yet – we learn daily and with 
lightning speed what AI’s actual and 
potential short, medium and long-term 
impacts are and might be on every aspect  
of society, economy, politics, science and 
even biology. Some forms of AI – machine 
learning (ML) and deep learning (DL) – are 
still in their early stages but are progressing 
rapidly. See Table 1 and Figure 1 for some 
basics on AI, ML and DL and on how they 
interrelate with one another.1 

AI and reputational risk:  
An ESG perspective
Getting to grips with the ESG risks and opportunities associated with artificial intelligence

The ‘big five’ AI tech actors and 
key emerging AI stakeholders
The big five AI technology companies 
– Amazon, Facebook, Google, Apple, 
Microsoft – not to mention other key market 
players globally (especially in China) have 
deep challenges and amazing opportunities,  
with technological breakthroughs and 
improvements occurring daily. The massive 
change, together with its breakneck speed, 
could become a runaway train without 
proper attention from the public, 
governments, academia and business. 

It is incumbent on all of us – but in the 
business world especially on the powerful 
tech firms – to shape the development of  
AI in all its forms and nuances and in such  
a way that the runaway train does not  
crash to the detriment of the many existing 
and emerging stakeholders. Instead, we need 
to find ways to harness the energy of AI for 
the good of society. 

The tech firms’ biggest AI ESG reputation 
risk includes designing flawed algorithms with 
built-in biases or unethical or illegal choices 
that impact stakeholders adversely or worse. 

Examples of this range from autonomous  
cars designed to make morally questionable 
choices in the case of a potential accident,  
to algorithms designed by a thin sliver of  
society (mostly young, mostly white, mostly 
western, mostly male engineers) creating  
and deploying biased and potentially 
discriminatory algorithms into every aspect  
of business and social life with the very real 
potential of perpetuating and worsening 
stereotypes and inequalities. The big five AI 
tech firms’ greatest opportunity to enhance 
their reputation is to be the leader in designing 
and creating responsible AI products and 
services from their inception. Doing that 
would include having cross-functional, deeply 
diverse and expert AI ethics committees or 
councils made up of internal and external 
leaders to guide the creation of ethical and 
socially responsible products and services.  
A couple of the big five have started to do just 
this – Google and Microsoft. This is called 
embracing reputation opportunity.

Figure 2 below highlights just a few of the 
key stakeholders with important expectations 
of investments in, or potential concerns 
about, AI.
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“Artificial Intelligence is the theory and 
development of computer systems able to 
perform tasks normally requiring human 
intelligence, such as visual perception, speech 
recognition, decision–making and translation 
between languages.” (Oxford Dictionary)

“Machine Learning is the capacity of a 
computer to learn from experience, i.e. to 
modify its processing on the basis of newly 
acquired information.” (Oxford Dictionary)

“Deep Learning is an AI function that 
imitates the workings of the human brain in 
processing data and creating patterns for 
use in decision-making… it is a subset of 
machine learning in AI that has networks 
which are capable of learning unsupervised 
from data that is unstructured or 
unlabelled.” (Investopedia)

TABLE 1: Basic definitions of AI, 
machine learning & deep learning ENVIRONMENTAL RISK

SOCIAL RISK

GOVERNANCE RISK

FIGURE 1: Intersection of AI & ESG

Business purchasers of
AI programs or companies

Employees & third  
parties whose data is 
subject to AI usage

Communities impacted 
by AI-driven programs

Owners/shareholders
of non-AI companies 

that might get disrupted

Non-governmental 
organisations & non-profits

without AI capabilities

Consumers of
AI-driven social  
media & media

Regulators &  
governments seeking  

to regulate AI

FIGURE 2: Key emerging AI stakeholders

Owners/shareholders
of AI tech companies

Artifical intelligence, 
reputation risk & 

opportunity stakeholders

Source: GEC Risk Advisory. 

Source: Anastassia Lauterbach & Andrea Bonime–Blanc. 
The Artificial Intelligence Imperative. Praeger 2018



Reputation risk and  
opportunity in the AI context
Before we tackle a conceptual understanding 
of AI reputation risk and opportunity, I 
would like to provide a basic definition of 
‘reputation risk’ from my book The 
Reputation Risk Handbook: Reputation risk is 
an amplifier risk that layers on or attaches to 
other risks – especially ESG risks – adding 
negative or positive implications to the 
materiality, duration or expansion of the 
other risks on the affected organisation, 
person, product or service.2

In my Deploying Reputational Risk 2.0 
article in Ethical Boardroom last year, I 
provided an update and more context and 
detail about the importance of reputation 
risk in our era of hyper-transparency, 
super-connectivity, fake news and cyber war 
that can be helpful to the reader in terms  
of understanding what reputation risk is  
all about. So, what then is AI reputation  
risk? I would offer the following: AI 
reputation risk occurs when the 
underlying AI ESG risk of an entity (that 
is creating or properly integrating 
purchased AI or not creating or 
properly integrating purchased AI 
when they should be for market and/or 
other strategic reasons) is not understood 
or properly identified, managed, mitigated 
when it can or should be.

Conversely, AI reputation opportunity 
would occur under the following 
circumstances: AI reputation opportunity 
occurs when the underlying AI ESG issue  
or risk of an entity (that is creating or 
properly integrating purchased AI – or not 
creating or properly integrating purchased 
AI when they should be for market or other 
strategic reasons) is well-understood  
and properly identified, managed and 
mitigated, thus providing the entity with  
a reputation value creation opportunity.

AI & ESG: What’s the connection?
On Table 2 (overleaf) is an overview of some  
of the ESG risks associated with AI that my 
co-author Anastassia Lauterbach and I gleaned 
in The Artificial Intelligence Imperative, several 
examples of which are also provided in the 
book. Companies – both executives (including 
chief risk officers) and boards – should be 
thinking about which of these ESG issues  
(risks and opportunities) are relevant to their 
businesses so that they can chart the important 
AI-related ESG risks and opportunities  
that apply to their business and strategy.

When analysing possible AI reputation risk 
from an ESG standpoint, executives and 
boards should be asking these basic questions: 

1 What are the environmental risks  
and opportunities associated with the 

AI that we have or need in our company?
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2 What are the social risks and 
opportunities associated with the AI 

that we have or need in our company?

3 What are the governance risks  
and opportunities that we have  

or need in our company?

An expansive and useful ESG issue table  
was recently provided by MSCI (see Figure 3).

Summarised below is a simple but I believe 
useful way for management and boards to 
capture the essence of AI ESG reputation risk 
and AI ESG reputation opportunity:

AI, ESG, risk and opportunity
Next are two illustrations of AI ESG risk and 
opportunities in the context of a crisis event 
or a value-creation situation.

AI ESG reputation risk example: 
traditional healthcare company 
purchases new AI product A traditional 
healthcare company with little experience in 
deploying AI, acquires an AI program from a 
relatively new player who may have a lauded 
product, but that product does not have the 
track record or quality and safety protocols 
that would be necessary to properly protect 
privacy data from cyber hacking.

 Such a situation would present an AI privacy 
risk or cybersecurity risk (which would fall 
under the social or ‘S’ or governance or ‘G’ risk 
in ESG). Because the quality or effectiveness of 
the AI program was not properly triangulated 
prior to its acquisition (maybe because the 
management was in a hurry to adopt anything 
or maybe because they did not get good advice), 
the situation leads not only to financial risk  
but also possibly reputational risk affecting a 
variety of stakeholders adversely. 

AI ESG reputation opportunity example: 
sophisticated data processing company 
acquires vetted AI product An example of 
AI ESG reputation opportunity may happen 
when a more sophisticated data processing 
company with serious cybersecurity 
protections and protocols already in place 
(because of its more advanced Enterprise Risk 
Management (ERM) system), acquires a vetted 
and tested AI program that does a proper  
and expected job at protecting privacy data.

When a cyberattack occurs, because of the 
appropriate security protections and 

protocols and crisis management in place, 
the crisis is mostly averted and negative 
consequences largely avoided or mitigated.  
In the process, the company may not only 
avert the most serious downsides of the cyber 
hack but may also gain the greater confidence 
and trust of its key stakeholders – consumers, 
third parties, the public in general  
– translating into greater reputational  
and even financial value creation.

While some of the concepts outlined in 
this article are simple given the complexity 
of this topic, the intent of this whirlwind tour 
of AI ESG risk and opportunity is to signal  
to management and the board that they  
need to be industrious about examining 
their AI ESG risk and opportunity, taking 
into account all environmental market and 
strategic factors that apply to their company. 

It is beyond the scope of this article to  
delve into the details of potential risk and 
opportunity at each level of AI, but it is possible 
to state generally that when companies and 
other types of organisations have some form  
of ERM in place and incorporate a taxonomy  
of possible AI ESG risks and opportunities into 
this ERM system, they will be best positioned 
to compete and create value, both reputational 
and financial, for their key stakeholders.

The reverse is true as well: when entities are 
not well prepared to understand their ESG 
issues and risks, do not have an appropriate 
risk management system in place (let alone an 
ERM system) and don’t factor environmental 

situational awareness into their business 
strategy, they are vulnerable to incurring not 
only a variety of risks but also AI ESG risk. 
This risk can range from small incidents all 
the way up to existential risks associated,  
for example, with complete digital disruption 
in an industry by a competitor that better 
understands its overall ERM and particular 
AI ESG-related risks and opportunities. 

The bottom line is that every entity  
– no matter how big or small, or what sector  
it is in – needs to have some form of risk 
management (preferably ERM), including a 
serious understanding of all ESG issues, where 
AI risks and opportunities are considered  
and a reputation risk analysis is layered on  
top of the ESG and AI ESG risk consideration.  

To conclude
The central and most critical role of leaders 
on AI today – whether they are business 
people (both executives and board members), 
elected officials, researchers, inventors, 
investors or academics – is to quickly  
gain a grasp of the basics of AI and invest 
thought and effort now, up front, for the  
long term that is specifically focussed on 
ethical and socially responsible design and 
development of AI products and services as 
well as products and services containing AI. 
Hence the importance of also understanding 
the reputation risks and opportunities  
that exist side by side with AI ESG issues.
Footnotes will be run in full online.
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Carbon emissions Labour management Corporate governance 
Energy efficiency Diversity & discrimination Business ethics 
Nature resource use Working conditions Anti-competitive practices
Hazardous waste management Employee safety Corruption & instability
Recycled material use Product safety Anti-bribery policy
Clean technology Fair trade products Anti-money laundering policy
Green buildings Advertising ethics Compensation disclosure
Biodiversity programmes Human rights policy Gender diversity of board
Source: MSCI ESG Research, Sustainalytics

FIGURE 3

ENVIRONMENTAL 

SOCIAL  

GOVERNANCE

■ Climate change
■ Sustainability
■ Environmental laws  

and regulations
■ Toxic waste laws  

and regulations
 
■ Human rights
■ Labour rights
■ Child labour
■ Discrimination,  

harassment, bullying
■ Inclusion and diversity

■ Corporate governance
■ Anti–corruption
■ Anti–fraud
■ Anti–money  

laundering
■ Conflicts of interest

Example: Emissions  
There are environmental emissions 
consequences to the use of  
high-powered computers to run 
increasingly powerful AI programs

Example: Labour   
There are serious debates about the 
impact on labour and the workforce 
from the automation of a wide variety 
of current jobs, from manufacturing to 
legal and from driving to accountants

Example: Ethical decision–making
Serious ethical concerns exist  
about algorithms programmed  
to make decisions that have  
potential life and death implications, 
such as in autonomous cars

TABLE 2: Sample of AI environmental, social & governance (ESG) issues 

Source: GEC Risk Advisory. 

Source: GEC Risk Advisory. 

THE AI ESG REPUTATION  
RISK EQUATION:

AI + ESG risk = AI ESG risk

Unattended AI ESG risk 
= AI ESG reputation risk

THE AI ESG REPUTATION 
OPPORTUNITY EQUATION:

AI + ESG opportunity = AI ESG opportunity

Well-managed AI ESG risk =  
AI ESG reputation opportunity & value


