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[The New America School-NM] 
SOCIAL MEDIA/EMAIL USE POLICY  
AND GUIDELINES FOR EMPLOYEES 

 
I.  POLICY STATEMENT.  
 The New America School-NM is committed to providing a safe and secure learning and 
working environment for its students, employees and associated persons. The School encourages 
positive relationships between students, employees and associated persons. Employees and all 
associated persons who work at the School are expected to follow all School policies, including 
[School]’s policy on Internet and Computer Use, as well as the Code of Ethical Responsibility of 
the Education Profession (applicable to licensed personnel) when using email and social media as 
a form of communication with students, employees and associated persons. 
 
II.  PURPOSE OF POLICY. 
 The School has adopted these policies and guidelines for social media communications 
between employees, students, parents and other associated persons; to prevent unauthorized access 
and other unlawful activities by School users online; to prevent unauthorized disclosure of or 
access to sensitive information; and to comply with the Children’s Internet Protection Act.  In 
addition, the policy is intended to address and avoid negative legal and other ramifications that 
may stem from using these media tools during working and non-working time. 
 While the School recognizes that during non-work hours employees and students may 
participate in online social media, blogs, and other online tools, School employees and associated 
persons should keep in mind that information produced, shared and retrieved by them may be 
subject to other School policies and is a reflection of the School community. 
 Social media has many benefits, but when social media postings violate the law or School 
policies, or create a substantial disruption to the school community and/or work environment, the 
School’s administrator may have an obligation to respond and take appropriate action, including 
but not limited to investigation and possible discipline. This is true for both students and 
employees. 
 Under certain circumstances, the School may discipline employees who violate rules of 
appropriate conduct, which includes but is not limited to the use of social networking sites during 
or outside of work hours. Additionally, the School may not be able to protect or represent 
employees who are subject to legal action as a consequence of their use of social media. 
 
III.  USEFUL DEFINITIONS.  

A. Associated Persons.  “Associated Persons” includes, but is not limited to, parents, 
governing body representatives, volunteers, consultants, contracted employees, walk-
on coaches, child care/enrichment program providers, vendors and after-school youth 
services providers.  

B. Blogs.  “Blogs” are updated personal journals with reflections, comments, and often 
hyperlinks provided by the writer intended for public viewing. 

C. Digital Publishing.  “Digital Publishing Site” is an internet personal publishing service 
that provides products and services for consumers to preserve their digital photos or 
films, such as Shutterfly, Flickr and YouTube. 

D. Podcasts.  “Podcasts” are audio broadcasts that have been converted to audio file format 
for playback.  
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E. Social Media.  “Social Media” is a form of electronic communication through which 
users create online communities to share information, ideas, personal messages, and 
other content.  

F. Social Networking Web Sites.  “Social Networking Web Sites” are web sites where 
users can create and customize their own profiles with photos, videos, and /or 
information, such as Facebook, Google+, Instagram,  Twitter and other social 
networking sites.  

G. Tags. “Tags” (Tagging) are keywords assigned to a webpage for the purpose of easy 
identification, organization, aggregation and searching. Most social media sites allow 
users to tag the content they share online such as articles, photos, videos or blog posts. 
Tags help users find content they are looking for through social media sites and other 
online platforms.  

H. Wikis.  “Wikis” are websites that allow the creation and editing of any number of 
interlinked web pages via a browser using a simplified markup language or a text editor. 

 
IV.  USING SOCIAL MEDIA TO INTERACT WITH STUDENTS. 

A. No use of Social Media to Communicate with Students during School Hours.  New 
Mexico laws and regulations of the Public Education Department, including the Code 
of Ethical Responsibility of the Education Profession, require that professional 
educators and School employees establish strict, appropriate and professional conduct 
and communications with students.  To that end, School employees shall not use social 
media while at school as a means of communicating with School students for any 
purposes, unless otherwise authorized by the School administrator. “With the exception 
of school administration; for the usage of, authorized communications limited to 
academic, social, and school-wide programmatic efforts.” 
 

B. Personal Decision to Use Social Media to Communicate with Students outside of 
School Hours.  If you maintain a personal social network account, you are not permitted 
to suggest, imply or infer that the site is affiliated or authorized on behalf of the School.  
If parents, students or minors wish to link to an employee’s personal social networking 
site, you are strongly encouraged to decline and to redirect them to a location where 
they can obtain the requested information, e.g. the School’s website.   In addition, 
accepting invitations to non-school related social networking sites from parents, or 
students under the age of 18, is strongly discouraged, and on a case-by-case basis may 
be prohibited by the School’s Administrator. 
 If you choose to use a personal social network or email account as a means of 
communicating with your students about school curriculum or school programs outside 
of School hours and without the authorization of the School’s administrator, you are 
strongly encouraged to review the particular social network website’s policies and to 
review guidelines on appropriate use of these websites to augment your professional 
practices. There are numerous resources online for ensuring appropriate professional 
boundaries are maintained between you and your students, parents and other members 
of the school community.  
 
The School is not responsible for your use or misuse of social media. 
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C. Maintain Confidentiality. Never post any identifying student information including 
names, videos and photographs on any school-based, personal or professional online 
forum or social networking website, without the written, informed consent of the 
child’s parent/legal guardian. Never share confidential or privileged information about 
students or other school personnel (e.g., grades, attendance records, or other 
pupil/personnel record information). 

   
 
VI.  SOCIAL MEDIA INTERACTIONS GENERALLY.  

A. Use of Social Media During School Hours.  The School blocks access to certain social 
media Web sites from access using School computers.  However, the [School] 
recognizes that not all social media tools may be blocked and that new social media 
sites are evolving.  It is the School’s policy that blogging or the use of other social 
media tools, or personal Internet activities during work hours or on school-issued 
computers is not permitted, unless specifically authorized by the School’s 
administrator.   Be aware that pursuant to the School’s Internet and Computer Use 
Policy authorized School personnel may access your school-issued computer to 
determine whether your computer use is consistent with this policy. 

B. Use of Social Media Outside of School Hours.  When sharing information about events 
or matters concerning our School, please follow these policies of the [School] and the 
guidelines that follow.   

1. DISCLAIMER REQUIRED. Any reference to the School, [School] employees, 
parents, governing body members or students must contain a disclaimer 
indicating that the thoughts and opinions expressed belong to you (the author) 
and are not representative of the views of the School administration, other 
employees or the school community in general.  Do not use the School’s 
letterhead or logo on your personal online site in a manner that would give the 
reader the impression your views are endorsed by the School. If you identify 
yourself online as a school employee or associated person, ensure that your 
profile and related content are consistent with how you wish to present yourself 
to colleagues, parents, and students. Recommended disclaimer language for you 
social media page when discussing school matters: “The views on this page are 
personal and do not reflect the views of the [School].”  

2. MAINTAIN CONFIDENTIALITY.  Do not post confidential information about 
students, confidential information you have learned at school about other 
employees, or confidential or proprietary information about the School or its 
governing body members. Use good ethical judgment and follow School 
policies and federal confidentiality laws such as the Health Insurance 
Portability and Accountability Act (HIPPA)(generally refers to confidential 
health information) and the Family Educational Rights and Privacy Act 
(FERPA).   

3. MAINTAIN PRIVACY. It is a good practice to avoid discussing situations 
involving named or pictured individuals on a social media site without that 
person’s permission.  Before you post, consider…. “would I say this to another 
individual when speaking to him/her face-to-face?”  Certainly, do not post 
information about students, even if positive, if you have not obtained written 
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consent from that student’s parent or legal guardian, or if the student is over 18, 
the student. 
 
Note that although you may have selected filters that indicate the content of 
your posting is private, the concept of a private posting on a “social media site” 
is simply an oxymoron. Search engines can turn up posts and pictures years 
after publication; comments can be forwarded or copied.  If you feel upset or 
angry about something, it is best to delay posting for at least a day. 

4. PERSONAL RESPONSIBILITY. School employees are personally responsible for 
the content they publish on blogs, wikis or any other form of user-generated 
content and for following the provider’s rules of use.  Be mindful that what you 
publish will be public for a long time – protect your privacy and consider the 
privacy of others when you post.  As a general rule, “do no harm,” whether to 
yourself, to the School or to others.  All licensed personnel are bound by the 
Code of Ethical Responsibility of the Education Profession and should consider 
these obligations before publicly commenting on topics affecting your 
employment or professional reputation. Employees are reminded that they 
expose themselves to potential legal action for irresponsible conduct online. 
Individual bloggers have been held liable for commentary deemed to be a 
copyright infringement, defamatory, proprietary, libelous, or pornographic or 
obscene.  Both civil and criminal penalties exist for abusing social media tools. 

5. PROHIBITED CONDUCT AFFECTING FELLOW EMPLOYEES.  The School’s equal 
employment opportunity policy and its policies against sexual or other 
harassment apply fully to the use of the Internet, including blogging.  Posting 
inappropriate threatening, harassing, racist, biased, derogatory, disparaging or 
bullying comments toward or about any student, employee, or associated person 
on any website is prohibited and may subject the author to discipline. In 
addition, threats are taken seriously and are subject to law enforcement 
intervention, including but not limited to formal threat assessments. If your 
online conduct violates or has the effect of violating these policies or any other 
School policy that protects employees from threatening, abusive or offensive 
conduct by co-workers, the School will take appropriate actions to ensure such 
conduct ceases, including a demand that you stop the offensive commentary, 
remove the offensive postings, disciplinary actions up to and including 
discharge from your employment, or reporting conduct to law enforcement 
agencies.  

 
GENERAL PROTOCOL FOR RESPONDING TO COMPLAINTS 

RELATED TO SOCIAL MEDIA/EMAIL USE 
 

 The following are general procedures for the administrator/supervisor to respond to any 
complaints: 

1. Assure involved parties that allegations and complaints are taken seriously; request 
that the complaint be put in writing and provide supporting documents or other evidence.  

2. Investigate the complaint.  
3. Document all critical incidents.  
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4. Take action to stop the behavior. Understand that the target of online harassment 
can request removal of objectionable postings by reporting the abuse to the internet service 
provider or webmaster. Most social networking sites have the capacity to flag objectionable 
postings with “report abuse” button. The target should document the postings prior to their 
removal. 

5. Postings of a serious nature may warrant additional reporting to 
a. Threats (contact [insert appropriate law enforcement agency]; 
b. Inappropriate or sexualized images of minors [insert appropriate law 

enforcement agency]; 
c. Child pornography [insert appropriate law enforcement agency]; 
d. Raise a reasonable suspicion of child abuse (contact Child Protective 

Services). 
6. Consult with School administrator, legal counsel, and law enforcement, as 

appropriate. 
7. Document actions taken. Inappropriate postings may be documented by taking and 

printing screen shots or downloading them onto a flash drive. Evidence should be collected 
with the permission of the site administrator for the sole purpose of the investigative 
process and stored in a secured location. This evidence may be used in conference with the 
employee(s) or associated persons in question.  Caution:  do not download or print images 
of minors or any content that may be considered child pornography.  Law enforcement 
should gather evidence of child pornography, not a School employee or school 
administrator. 

8. Implement disciplinary action as needed. 
9. If appropriate, recommend that the victim may file a criminal complaint with law 

enforcement. 
10. Continue to monitor and address inappropriate behaviors and to ensure that the 

inappropriate online behavior has stopped.  
11. If the allegation is against one’s administrator or supervisor, that person’s 

supervisor shall respond to the complaint 
 

The School will not tolerate retaliation against anyone for filing a complaint or 
participating in the complaint investigation 

 
 
Date Adopted by the GC: __________________ 


