
Chapter 2 – Malware and Social Engineering Attacks 
What this section is about – what you should learn 
 
In this section you'll learn about two of the main risks or risk categories for computers which 
are malware and phishing attacks. The main difference between them is that malware attacks 
are done by programs that take advantage of vulnerabilities in software and hardware, while 
phishing attacks take advantage of weaknesses in wetware, which is a geeky way to refer to 
people.  
 
The book then further breaks down each of these categories into more sub categories of 
specific types of malware attacks or phishing attacks. It's likely that you're already familiar with 
many of the different attack types, but it's also quite possible that there will some terms and 
terminology that you haven't heard of before. It's not super critical that you understand or 
memorize the details of every single attack type. That is, unless you're taking a certification 
exam. You'll learn more about the main attacks in other classes as you progress through the 
other classes in your degree program. In these later classes you’ll learn how to protect devices 
from all kinds of attacks, and even learn how to perform some of the attacks yourself. 
 
As you read this chapter I think that there are two things you should be thinking about and that 
you take away from this chapter. The first is how you protect yourself and your own computer 
from these types of attacks. That is, are you running your antivirus and malware scanners? Do 
you stay away from sketchy websites and avoid opening email attachments from people you 
don't know? Are you doing your backups in case some ransomware encrypts your entire disk? 
And are you downloading and installing all of the software updates on a regular basis? These 
are the basic tasks that if performed, will protect you, or help protect you from malware.  
 
And then there’s protection from phishing attacks. Are you aware enough to not respond to 
phishing emails or texts or phone calls? Have you gotten the calls about your social security 
number or bank account being locked, or emails from the attorney representing your Rich 
Nigerian uncle? Do you know how to respond to these types of calls or texts and how to 
differentiate between valid communication and phishing? Recognizing and knowing how to 
(not) respond to phishing attacks might seem simple, but some attackers do a great job of 
impersonation and it can be hard to distinguish between a valid phone call or valid email, and 
fake calls or emails.  
 
As you read this information the first thing you should think about is protecting yourself and 
your home systems. The reason I say you should think about this first is that this is a great way 
to put what you’re learning into context, as you should be fairly intimate with your computer, 
your home network, and any other devices you might need to protect like phones, gaming 
consoles, phones, etc.  
 



The second thing to think about that you need to begin to switch your thinking from taking care 
of your own computer to what you would do if you get a job as a system or network 
administrator, or as the cyber security expert at a company; some type of job where you have 
to secure computers for an entire company instead of just your own computer. Is there 
anything that you would do differently to protect these systems from malware? That is do you 
think you should still run antivirus and malware scanners, perform backups, and install 
updates? (Nod your head yes. Lol.) 
 
But now for the tricky part, which is what would you do to protect the company from phishing 
attacks? I think that is a super tricky one, as you have to get all employees to be aware that 
they should not respond to suspicious emails texts or phone calls. Do you have any ideas how 
you would accomplish that? It might seem like there should be a simple solution, but just the 
fact that I'm even mentioning this should be a clue that it's not easy.  
 
In my opinion, part of the problem is the way we go about trying to fix the problem of social 
engineering and phishing attacks. That is, in general terms we have attackers who are trying to 
steal the information, and defenders who are trying to protect it. With phishing we put all of 
the responsibility on defenders, while giving several key advantages to the attackers. The 
defense against these attacks is training everyone so they don’t fall for the attacks. This might 
be too difficult if you’re just training yourself, and you have some technical skills, plus a healthy 
level of distrust of your fellow human beings. But it’s really hard to train groups that include 
people who aren’t technically inclined, or aren’t Internet savvy. And, as the book describes, the 
attackers take advantage of human nature and the fact that most people want to provide 
assistance when they can, and most people are greedy. Training people to fight against some of 
their basic instincts is very difficult.  
 
The attackers on the other hand, get almost free rein. The email companies don’t check or 
verify accounts before handing them out, and the phone companies don’t check or verify 
someone’s identity before they assign a phone number. This allows the attackers to 
impersonate anyone they want and hide behind a cloak of anonymity. They can constantly 
change their identity, which makes tracking them down very difficult. 
 
As an analogy, think about how you protect your home. You don’t let anyone and everyone into 
your house, only the people you recognize. The pressure is on you to screen people before 
letting them access, which probably isn’t a problem if you’re the only person living in the house. 
But now, imagine if you were in charge of physical security for a large apartment building. You 
need to train everyone living in the building to keep it secure, which would be a big job. But to 
make things even more fun, there are burglars who can impersonate anyone they want just by 
touching a button. Pressing the button allows them to change their appearance, their clothing, 
and gives them valid identification. Now how hard will it be to protect the building?  
 
My solution would be to disrupt the attacker’s ability to remain anonymous. That is, if you want 
to get an email account, or any type of Internet account, you would have to provide proof of 
your identity. Or if you want to get a phone number, you have to provide proof of your identity. 



This way, if you get a spam email, or a phone call telling you that the IRS is coming for you, 
you’ll know exactly who is behind the attack. The argument against stripping away anonymity is 
that it would put political dissidents in danger in some countries.  
 
This is a valid point, but there’s a fix for this too. It’s completely possible to have two Internets. 
Why not build a new Internet, parallel to the existing Internet, that’s secure and where it’s 
much more difficult to be anonymous. There could be interchange between the two Internets, 
but any traffic coming from the unsecure side could automatically be flagged, so that you would 
know to proceed with extra caution when dealing with the unsecure information.  
 
And just to be clear … the idea that anonymity on the Internet is a cause of many of the 
Internet’s problems is just my opinion. Just something for you to think about, and something 
we’d discuss in class if we were actually meeting in class. 
 
As a summary, you need to be aware of the obvious fact that attacks come in two main types: 
 

1. Malware – which is any attack that takes advantage of vulnerabilities in a computer or 
other non-living system. 
 

2. Social Engineering – which is an attack that takes advantage of vulnerabilities in 
humans. 
 

There are dozens of different types of attacks in each of these main categories. You should at 
least be familiar with the specific attacks, and how they work in general terms.  
 
 

The Activities for This Section 
There are two sets of activities for this section, the required homework, and some optional 
activities.  
 

Required Homework 
The required homework for this section consists of two hands-on projects from the book. You 
need to complete Hands-On Projects 2-1 Analyzing Files and URLs for Viruses Using VirusTotal 
and 2-4 Exploring Ransomware Sites. Make sure and complete both of these assignments. 
Read the following notes carefully, as they explain exactly what you need to submit to receive 
credit.  
 
Before submitting your work, add all of the information for your submission into a single 
document. Make sure that this document has the proper header information (your name, 
project number, date) and well as the project and step number for each item in the document. 
That is, if you are submitting a screen shot for Project 2-1, step 16, make sure and add some 
text that says "Project 2-1 #16", or something to that effect. 
 



What to submit for Project 2-1: 

• Take a screen shot after step 15. (To get a screen shot use the Windows Snipping Tool or 
hit the <ALT> + <Print Screen>  keys at the same time. The screen shot will then be on 
your clipboard and you can paste it into your word document. If you need help creating 
a screen shot there are many videos on Youtube that will provide further instruction and 
details. Do NOT take a picture of your screen with your camera/phone.) 

• Take a screen shot after step 22. 

• Answer the questions for #25. 
 
 

What to submit for Project 2-4: 
Well, apparently someone broke the Internet … again. The book directions instruct you to check 
out a website named ransomewaretracker.abuse.ch to get details on all the different types of 
ransomware. But the guy who runs abuse.ch was maintaining this list on his own time, and 
apparently got tired of the work. Honestly, he was obviously doing a lot of work maintaining the 
list, so I’m not surprised he got tired of doing the work for free. It’s a little sad because he had 
some great stuff on ransomware. And, if you check out the rest of his site you can see that he’s 
still doing some fantastic work. 
 
In any case, you won’t be able to do steps 1-7 since that portion of the abuse.ch website has 
gone dark. Instead of doing steps 1-7, find any web site that lists different types of ransomware. 
Read the information, and create a screenshot showing a few of the different types of 
ransomware. 
 
After that, do the following: 

 

• Answer questions #9 and #15 

• Take a screen shot after step 11, showing a list of the Decryption Tools. You do NOT 
have to download any of the tools, unless you have some files you would like to try and 
decrypt. 
 

In addition, answer these questions: 
 

• What is your greatest protection against ransomware? That is, if your computer is 
attacked by ransomware, what will save you from paying the ransom regardless of the 
type of ransomware? 

• Assume you are asked for assistance by someone who works in your local city 
government. The city computer and network systems have been attacked by 
ransomware and are not functioning, bringing several critical systems to a stop. The last 
backups were performed 3 months ago, so there’s no way to use the backups to restore 
the systems. The attackers are demanding $250,000 to decrypt the systems. Would you 
recommend the city pay the ransom? Do you feel that not having viable backups is a 



fireable offense for the city’s current IT director, or do you feel that this isn’t serious 
enough to cost someone their job?  
 

 

Optional Activities 
I think the big takeaway from this section is that you need to protect your computer. There are 
a few things you can do that will help prevent most malware attacks, and possibly save you if 
you fall for a social engineering attack and your computer is encrypted by ransomware. I’ve 
designed a few activities to help you with this. These activities are not required, and you don’t 
have to turn anything, I’ve just put them together to help you with securing your own 
computer(s) and devices. 
 
There are some basic, fundamental things you can do to protect your computer against 
malware. These are considered basic because they’re relatively simple to do, and if done, will 
protect you against a vast majority of security issues. If you’re not doing these things then 
you’re asking for trouble. It would be like walking around town, pulling a wagon full of money, 
and wearing a sign that says “Rob Me”.  
 
The basic things you can do include: 
 

1. Run an Anti-Virus program, and keep the definitions up to date. 
2. Install updates for the OS and any applications. 
3. Create regular backups. 
4. Use strong passwords. 

 
The optional activities are to ensure that you’re doing the first 3 items on the list. (You’ll learn 
more about choosing strong passwords later in the class.) I want to stress that these are things I 
strongly suggest you do, but you don’t have to, and there’s nothing to turn in. If you want to do 
these activities, just go down the list and ensure that you have done each item. If you don’t 
know how to do an item, do an Internet search for assistance. I’d provide you with instructions, 
but this stuff changes pretty quickly, so anything I provide would almost certainly be stale. If 
you need help with the searching, let me know and I’ll provide assistance.  
 
 

Ways to Check Your Comprehension 
The test over this chapter won’t be for a few weeks, so I suggest that you use the review 
questions at the end of the chapter to check your comprehension. I don’t have the review 
questions loaded in Canvas, so you’ll have to just read them and figure out your answers on 
your own. Or you could try and connect with some other students in the class and drill each 
other using these questions. 
 
The material in this section will be included in Test 1, which isn’t due for a few weeks. If you 
look in the Test 1 Canvas Module you’ll see it contains a link to a Practice Test. You can take the 



Practice Test as few or as many times as you want. You’re not required to take the practice test, 
but it’s also a good way to check your comprehension and prepare for the “real” test.  


