
 

 

 

 
 
Comments by the Information Accountability Foundation in response to the California Privacy 
Protection Agency (CPPA) CPR.  
November 8, 2021 
 
The Information Accountability Foundation (IAF), thanks the California Privacy Protection Agency for the opportunity to provide comments 
developing new regulations and potential changes to existing regulations.  
 
The IAF is a non-profit research and education think tank, whose mission is collaborative scholarship and education on the policies and processes 
necessary to use data responsibly in an observational age, while enabling a trusted digital ecosystem that serves people. IAF scholarship is based 
on three core beliefs:  
• To enable and achieve the benefits of a global digital ecosystem, organizations must be able to think with data and responsibly engage in 
knowledge creation (thinking with data).  
• To be trusted, organizations must be accountable, responsible, and answerable and be prepared to demonstrate their accountability.  
• To enable beneficial, data-driven innovation while protecting individuals and society from the potential harms that may arise from data 
processing in the digital age, frameworks must be based on risk assessments and effective and risk appropriate data governance.  
 
These views reflect the views of IAF staff and do not necessarily reflect the views of the IAF board of trustees, contributors, or broader 
community. We will be commenting specifically on items 1, and 8. 
 
1.a, When a business’s processing of personal information presents a “significant risk to consumers’ privacy or security.” 

As the interests of multiple stakeholders increase and the expectation that organizations be accountable and be prepared to demonstrate that 
processing is trustworthy, risk assessments about data pertaining to people are a critical and necessary lynchpin of operational processes for 
evaluating the risk to consumers’ privacy and security.  



 

 

Security, particularly as it pertains to data, is a well-defined concept, with those definition well understood.  For example, the Graham, Leach, 
Bliley Act Safeguards Rule has been a model for data security for a generation.  Privacy, on the other hand, does not have a consensus definition.  
Instead, it is a concept best defined by its three elements: 

• Respect for a space from observation; 
• An interest in controlling the data that defines one’s personhood; 
• The right to fair outcomes when data pertaining to individuals is processed. 

Trustworthy processing is the cornerstone of the digital and data-driven economy. Trustworthy processing is the foundation necessary to 
maintain California’s leadership as the largest economy in the U.S. and as the 5th largest economy in the world.  All three elements come into play 
when assuring trustworthy processing. 

The power and potential of digital technologies and data for California citizens, society, and organizations depend on their effective use of the 
digital technology ecosystem by allowing data to be processed responsibly. One way to enable more sophisticated usage is to enhance trust in the 
digital environment. One way to do that is to empower consumers and organizations to better manage digital risk. Data used in a thoughtful, 
responsible, transparent manner will enhance trust in digital processes. For this reason, the risk of organizations not using data to create value, 
reticence risk, is just as big a risk as organizations misusing data. The risk of not using data to achieve legitimate ends is directly related to 
privacy’s third element, fair outcomes.  To achieve trustworthy processing, it is critical to mitigate, as much as possible, the detriments to all three 
elements.  Data subject rights speak directly to the first two elements.  However, in the end the responsible company must have a program for 
identifying and mitigating the privacy and security risks, including the use of PIAs and security threat risk assessments. 

Since 2014, the IAF has led multistakeholder research projects that describe ethics-based assessment frameworks for complex and potentially 
risky processing. This is particularly targeted to fair outcomes.  The Assessment Framework functions as a governance model, and should be used 
processing reach key milestones or decision points. This will vary from sector to sector, industry to industry, and organization to organization.  

Concept- Organizations should determine the reasons for using all the intended data sets, new data created, chances for new insights, usefulness 
of those insights and possibilities of further application. The results of this process should be presented to decision makers for a determination 
about whether to proceed to the actual Discovery phase, also known as knowledge creation (we describe knowledge creation in more depth in 
our response to question 8).  

Discovery- Generating new insights through processing takes place during the Discovery phase. It’s during this phase that data is aggregated, 
formatted, enhanced or created.  

Application- Between completing of the Discovery phase and the beginning the Application phase, a decision to move forward or not should be 
made. This is the time when the organization must determine whether the processing will create real benefits and who will receive those 
benefits; whether the insights will be sustainable once analytics begins; and whether the application is respectful and fair to individuals.  



 

 

This two-phased approach to knowledge discovery and knowledge application was first described in a paper co-authored by the IAF’s chief 
strategist Martin Abrams, “Big Data and Analytics:  Seeking a Foundation for Effective Privacy Guidance.” 

Review- Ongoing reviews are required to validate that the implemented controls for processing are working. An ethical review should take place 
when routine reviews of new applications of data are scheduled. The level of the ethical review should be proportional to the evolution of the 
processing programs. New data sets may have been introduced, or processing shortcuts may have been developed. If changes are extensive, the 
ethical review should be similarly robust. A trustworthy organization is the one that makes prudent decisions that get the balance right. For 
example, individuals have an interest in a space free from observation and controlling their data, but they also have an interest in quality health 
outcomes and a healthier society. 

The IAF encourages the CPPA to promote and support the use of Accountability-based risk assessment frameworks by organizations. 

 
1.b, What businesses that perform annual cybersecurity audits should be required to do, including what they should cover in their 
audits and what processes are needed to ensure that audits are “thorough and independent.” 
 
This is the most straightforward consideration, as there are widely-recognized, standards-based cybersecurity audits that are recognized 
nationally and beyond, which many companies already apply today: SOC 1,2 and 3, the ISO 270xx series, and the U.S.-developed NIST framework. 
These cybersecurity assessments are usually completed by external 3rd party experts, and can also include privacy risk components, and can be 
blended with the ethics-based processing risk assessment described in section 1.c. The CIS Critical Security Controls (v8) also would meet this 
requirement when the assessment is conducted by an external expert. The CPPA should actively advocate for and support organizations’ use of 
the above-described cybersecurity frameworks when assessed by external experts.  
 

1.c, What businesses that submit risk assessments to the Agency should be required to do, including what they should cover in their 
risk assessments, how often they should submit risk assessments, and how they should weigh the risks and benefits of processing 
consumers’ personal information and sensitive personal information. 

A risk assessment should include the following elements (a sample template is at the end of this document). The organization should describe the 
processing project Characteristics, whether the processing is Beneficial to individuals, and is the processing Fair.  

Describe the project Characteristics 
Purpose: Understand the purpose and intended outcomes of the project.  
Sources: Understand the sources of data to be used in the project.  
Preparation: Understand the pre-processing that will be done before the analysis.  
Contractual and legal conditions: All processing and applications should be within the context of the conditions associated with the data.  



 

 

Accuracy: Evaluate the accuracy of the consolidated data.  
Insights: Understand what insights are expected from the analysis.  
Outcomes: Check to see that the insights and actions are progress from legacy processes.  
Accountability: Identify the individuals who are responsible for the project.  
Stakeholders: Identify all the stakeholders and their concerns.  
 
Determine the Beneficial aspects of the project 
Benefits: What are the benefits for each stakeholder identified above that are expected to come from the analysis?  
Risks/Mitigations: What are the risks to each stakeholder? How are the risks mitigated?  
 
Is the project Fair 
Fairness: Could the result be considered unfair to individuals and if so, how.  
Balancing: Evaluate whether the residual risks and benefits balance individual and societal interests.  
 

1.d, When “the risks to the privacy of the consumer [would] outweigh the benefits” of businesses’ processing consumer information, 
and when processing that presents a significant risk to consumers’ privacy or security should be restricted or prohibited. 

A privacy regulator typically has a mandate to protect individuals in almost all their roles, market-based and non-market harms. It is important to 
recognize that it is more often than not the context in which data are used that creates real risks of inappropriate consequences to individuals. In 
many ways, this concept is already recognized in United States law. For example, under the Fair Credit Reporting Act, the risk of consequences 
when using consumer reports for employment decisions is different than when using the same report for credit purposes. Therefore, different 
protections are built into the employment report process. Other examples which require careful scrutiny and possible prohibition are those 
described in the NIST Privacy Framework Roadmap, along with a carefully articulated “cross-walk” which describes how the NIST Privacy 
Framework aligns with CCPA and CPRA. 
 

8. Definitions and Categories.  
• Further defining the business purposes for which businesses, service providers, and contractors may combine consumers’ 

personal information that was obtained from different sources. 

Many beneficial advances in “knowledge creation” and scientific research come from combining data from multiple sources both internal to the 
organization and from external sources. Knowledge creation is the generation of insights about people that originates with data that pertains to 
people in general and not a specific individual or set of individuals (and is distinctly separate activity from “knowledge application”). 



 

 

The process of “knowledge creation” has been called “thinking with data,” and the process of “knowledge application” has been called “acting 
with data.” Understanding the difference between knowledge creation and knowledge discovery and the purposes for which they are being 
undertaken is critical to understanding how they should be regulated 

Knowledge creation, which is the pathway to the future, is conducted for two different research purposes: (1) scientific, and (2) commercial. 
Knowledge creation when used as part of advanced data analytics is the engine that drives the digital economy in a society. 

Like knowledge creation for scientific purposes, knowledge creation for commercial purposes requires its own set of controls. To begin, an 
organization must: have a legitimate objective to conduct knowledge creation, conduct and document a risk assessment, and establish an internal 
oversight mechanism. 

Treating knowledge creation and knowledge application the same has the unintended consequence of overburdening the organizations that are 
the engines for digital innovation (e.g., innovators in medical devices, transportation, education, design, and services.) There is a great deal of 
concern about surveillance market players, but they are not the only knowledge creation innovators. 

The Information Accountability Foundation (IAF) has advocated for many years that there should be a distinction between knowledge creation 
(thinking with knowledge) and knowledge application (acting with knowledge).  

Thank you for the opportunity to respond to the consultation.  Barbara Lawler was the lead author of these comments.  If you have follow-up 
questions you may reach her at blawler@informationaccountability.org.  These comments are followed by some supplemental content. 

  



 

 

 

 

Supplement to response 1.c. 
Sample Risk Assessment worksheet that includes ethical considerations and fairness to the full range of stakeholders. 
 

Contextual Assessment Worksheet  
The purpose of assessment is to identify the issues that must be resolved to assure an organisation’s big data project is fair to the 
full range of stakeholders (please see Part A, Unified Ethical Frame). The questions below have been designed to illuminate those 
issues for decision makers and create a record for review. (Version 1.5) 

 

Questions Explanatory Commentary Answers 

CHARACTERISING THE PROJECT   

Purpose: Understand the purpose and intended 
outcomes of the project. 

 
Provide a project overview that describes the main 
purpose of the project. 

 
Is the primary purpose of the project to generate new 
insights or to expand on insights from a previous project 
or previous work? 

Consider such purposes as: 
§ Marketing or risk management 
§ Building/enhancing solution and product capability 
§ Distribution network 
§ Enhancing brand experience 
§ Marketing: traditional direct mail, email, 

telemarketing, digital advertising, etc. 
 
(Note: Data flow mapping may be a technique 
that can help answer these questions.) 

 

Sources: Understand the sources of data to be used in 
the project. 

 
What are all the sources of the data? 

Data Origins: 
§ Provided by the individual 
§ Scraped from the web 
§ Observed in some other fashion 
§ Derived from other data 

 



 

 

 
 
Is the source data from trusted sources? 

 
What actual data elements are found in the data? 

 
How frequently should the source data be 
updated/refreshed? 

 
How was the data from each source originated? 

 
Can the source data be kept current over time? If not, is 
there an adequate replacement? 

 
Are there legal, policy, contractual, industry, or other 
obligations linked to the data? 

 
Is the data linkable to a particular individual or not? 

 
Is the source data structured or unstructured or both? 

§ Inferred from analytics 
 
Linkability: 
§ Personally Identifiable Information/personal data 
§ Pseudononymous 
§ Device Identifiable Information 
§ De-Identified 
§ Aggregate 

 
Industry obligations include codes of conduct. 

 

Preparation: Understand the pre-processing that will be 
done before the analysis. 

 
What work will be done to put the data in a consistent 
format? 

 
How will errors and redundancy in the data be identified 
and dealt with? 

 
How will the data sources be consolidated for analysis? 

Steps in Preparation: 
§ Data standardisation 
§ Data hygiene, integrity and accuracy 
§ Data source validity 
§ Data integration (consolidation) 

 



 

 

 
Will further synthesising of the data be necessary?   

Contractual and legal conditions: All processing and 
applications should be within the context of the 
conditions associated with the data. 

 
Has there been a review of all obligations associated with 
the data? 

 
Is the data being used within the context of its 
origination? 

 
If the data is originated by others, are conditions on the 
data being respected? 

 
If the project moves forward, will the project security be 
adequate/proportional to the risks related to the data? 

 
Would the application of insights be seen as ethical and 
respectful if publicly exposed? 

 
 
 
 
 
Obligations associated with the data include: 
§ Laws 
§ Regulations 
§ Policies 
§ Contracts 
§ Industry codes 

 

Accuracy: Evaluate the accuracy of the consolidated 
data. 

 
What is the accuracy of the consolidated data set to be 
analysed? 

 
Are there concerns about the quality of the final data set 
to be analysed? 

  



 

 

 
Insights: Understand what insights are expected from 
the analysis. 

 
What is the output from the analysis? 

 
What will the insights from the analysis be used for? 

Who will use the resulting insights? 

How long might an insight endure? What is the half-life of 
the insight? 

 
For how long are the insights repeatable? 

 
Can the application of the insights impact behaviour in a 
manner that could reduce the predictive value of the 
insights over time? 

 
Will evolving trends impact public expectations or public 
policy in a manner that will impact long-term durability? 

(NOTE: A demo can be useful in helping to 
understand the insights.) 

 

Outcomes: Check to see that the insights and actions 
are progress from legacy processes. 

 
Will the project result in better outcomes than currently 
available? 

 
Which stakeholders have positive outcomes? Negative 
outcomes? Neutral outcomes? 

 
Can the same or similar outcomes be achieved with fewer 
risks (e.g., possibly done with less robust data)? 

  



 

 

 
Accountability: Identify the individuals who are 
responsible for the project. 

 
Who has ultimate project ownership? 

 
Who is accountable for the various phases of the project? 

 
Do the insights contemplated by the project seem 
inappropriate, creepy, intrusive or rude? 

Project team includes: 
§ Data capture/acquisition 
§ Data preparation/management 
§ Oversight for restrictions (legal or contractual) 
§ Appropriate application of the analysis/insights 

 

Stakeholders: Identify all the stakeholders and their 
concerns. 

 
Who are all the stakeholders related to both the analysis 
and the use of the resulting insights? 

 
What stakeholder concerns may arise? 

 
Are there other factors that should be taken into 
account? 

Possible stakeholders include: 
§ Individuals 
§ Organisations (including businesses and non- 

governmental organisations) 
§ Political entities/government 
§ Society/public-at-large/community 
§ Others 

 
Other factors include: 
§ Cultural differences 
§ Commonly held societal values 
§ Compatibility with organizational values 
§ Compatibility with social norms regarding the use of 

sensitive information 

 

 

BENEFICIAL   

Benefits: 
 
What are the benefits for each stakeholder identified 
above that are expected to come from the analysis? 

There may be more than one benefit for a 
stakeholder. 

 
Obvious benefits can include: 
§ Personalization 
§ Health 
§ Education 
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 § Economic opportunity 

§ Other (please specify) 
§ Society as whole 

 

Risks/Mitigations: 

What are the risks to each stakeholder? 

How are the risks mitigated? 

Risks to stakeholders take into account: 
potential impacts of false positives or 
negatives. 

 

Risk/Benefit Analysis: 
 
Are the mitigated risks sufficiently balanced by the 
benefits? 

 
What are the residual risks after mitigation? 

The risk/benefit analysis should be 
documented. 

 

FAIR   

Could the result be considered unfair to individuals? If so, 
how? 

 
Are there Issues that could arise from this project? 

 
Will the residual risks and benefits balance individual and 
societal interests? 

 
From your perspective as the project owner, are you 
confident that the interests of stakeholders are balanced 
in a fair fashion? 

Issues include: 
§ Regulatory and enforcement 
§ Media 
§ Public backlash 
§ Breaking Contracts 
§ Employee backlash 
§ Discriminatory affects such as economic 

opportunity, physical security, physical wellbeing 
and limiting self-determination. 

 

 


