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August 30, 2021 

The following comments are in response to the Ontario government’s consultation on the whitepaper 
“Modernizing Privacy in Ontario.”  The comments were prepared by the staff1 of the Information 
Accountability Foundation (IAF), a non-profit research and educational foundation.  These comments do 
not reflect necessarily the views of the IAF board of trustees, policy board, funders, or other members of 
the IAF broader community.   

The Information Accountability Foundation 

The IAF is the preeminent global information policy think tank, creating collaborative scholarship and 
education on the policies and processes necessary to use data responsibly in an observational age, while 
enabling a trusted digital ecosystem that serves people.  It confronts these issues from the perspective 
of three core beliefs: 

1. It is critical that organizations are able to think with data and engage in knowledge discovery 
and creation in order to enable and achieve the benefits of a global digital ecosystem. 

2. To be trusted, organizations must be accountable, responsible, and answerable, and be 
prepared to demonstrate their accountability. 

3. Frameworks based on risk assessments and effective data governance enable beneficial, data-
driven innovation while protecting individuals and society from the potential harms that may 
arise from data processing in the digital age. 

The IAF has conducted work on almost every continent and has conducted three projects in Canada that 
centered on ethical and fair data use.  The following reports were prepared in connection with these 
projects: 

• “A Pathway to Trustworthy People Beneficial Data Activities” 

• “Report for the Comprehensive Oversight Dialog” 

• “Canadian Assessment Framework” 

• “Report for the Big Data Assessment for Canadian Private Sector Organizations Project” 

Comments 

The Ontario Ministry of Government and Consumer Services has done an excellent job in preparing a 
whitepaper to solicit public comments.  Privacy legislation is hard to write, in part because data that 
pertains to specific people has become a critical element in how most domains become more efficient, 

 
1 The comments were prepared by Martin Abrams, Peter Cullen and Lynn Goldstein. 

https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2020/04/A-Path-to-Trustworthy-People-Beneficial-Data-Activities.pdf
https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2020/04/Report-for-the-Comprehensive-Assessment-Oversight-Dialog-Canadian-Ethical-Data-Review-Boards-Project.pdf
https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2020/04/Canadian-Assessment-Framework-w-CA-organizations.pdf
https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2020/04/Canadian-Report-02282017.pdf
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effective, and innovative, and in part because privacy means different things to different people.  
Furthermore, the pace of technology creates a greater stake for all people, both from the perspective of 
benefiting from the insights that come from processing data and from the actual and potential harms 
resulting to people from using data for inappropriate purposes. Fair data processing has implications 
broader than a traditional notion of privacy.  The whitepaper’s task is framed by Ontario’s desire to have 
people use data to drive a better life for Ontarians while still requiring data be used in a manner that 
preserves Ontarian’s humanity.   

The IAF’s core beliefs as stated above are consistent with the statement on page 2 of the Ontario 
whitepaper: 
 

. . . Ontario is considering proposals that would implement a fundamental right to privacy for 

Ontarians, introduce more safeguards for artificial intelligence technologies, introduce dedicated 

protections for children, update consent rules to reflect the modern data economy, promote 

responsible innovation and correct the systematic power imbalances that have emerged 

between individuals and organizations that collect and use their data. 

 

The Ministry has structured the whitepaper in sections that ask specific questions.  The IAF will respond 
to only some of the sections and to only selected questions by first stating the question and responding 
with the IAF answer.  Also, the IAF will provide general comments where it believes they would be more 
helpful than responding to the specific questions. 
 

Key Areas of Reform 

Rights-based approach to privacy 

 

• Does the proposed preamble in this section include the right principles, reasons, and values to 

guide the interpretation of a potential privacy bill? 

 

The preamble states “Privacy is a foundational value in society.”  The IAF believes that privacy is an 
important fundamental right, that has a place in the law, and that the right should be weighed with 
other fundamental rights established by law.  In thinking about privacy as a fundamental right, and a 
right that must be considered in relationship to other fundamental rights, the question of what the word 
privacy means in the context of Canadian society must be considered.  It is one thing to say privacy is a 
fundamental right, it is much harder to define what the concept of privacy is and by extension what is 
the fundamental right.  When literature is searched, it becomes apparent there are many different 
definitions of privacy.  A useful place to start is the privacy definition put forward by the Australian Law 
Reform Commission.2  The Law Reform Commission broke privacy into four parts: 

Information privacy, which involves the establishment of rules governing the collection and 
handling of personal data such as credit information, and medical and government records. It 
is also known as ‘data protection’; 
Bodily privacy, which concerns the protection of people’s physical selves against invasive 
procedures such as genetic tests, drug testing and cavity searches; 
Privacy of communications, which covers the security and privacy of mail, telephones, e-mail, 
and other forms of communication; and 

 
2 The meaning of privacy | ALRC 

https://www.alrc.gov.au/publication/for-your-information-australian-privacy-law-and-practice-alrc-report-108/1-introduction-to-the-inquiry-5/the-meaning-of-privacy/
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Territorial privacy, which concerns the setting of limits on intrusion into the domestic and 
other environments such as the workplace or public space. This includes searches, video 
surveillance and ID checks.  

 
While the Australian Law Reform Commission definitions are useful, they are lacking in terms of 
addressing the fair use of data. The IAF sees the right to privacy encompassing three functional 
interests: 
 

1. Space free from observation or intrusion from others or limits on that intrusion to specific 
boundaries; 

2. The ability to define oneself rather than be defined by the digital tracks we leave behind.  This 
often translates to the ability to control the data that pertains to us; and 

3. The processing of data conducted in a fair and just manner, with “just” often further defined 
as freedom from inappropriate bias.  Inappropriate bias includes prohibited discrimination 
such as use of race and gender in making lending decisions. 

 
The European Charter of Fundamental Rights separates the broader concept of privacy into two 
fundamental rights: 
 

• The respect for private and family life (Fundamental Right 7), and 

• Protection of personal data (Fundamental Right 8). 
 
While the respect for private and family life links most clearly to a space free from observation or 
intrusion, it is the basis for Europe’s ePrivacy Regulation.  The concept of data protection is much 
broader and covers the full range of fundamental rights impacted by data pertaining to people. 
 
While the term “privacy” needs to be defined, to provide Ontarians with the skills, rights, and 
opportunities to fully participate, work and thrive in the digital world, the IAF thinks a more effective 
approach could be achieved.  That approach is based upon fair legislative processing principles which 
have been incorporated into the IAF’s model legislation, The FAIR and OPEN USE Act.    
 
Recognizing privacy as a fundamental right does not mean that rights are not balanced.  Fundamental 
rights do not exist in a vacuum.  As the Guide to the Canadian Charter of Rights and Freedoms states: 
“the rights and freedoms in the Charter are not absolute.  They can be limited to protect other rights 
or important national values.”  The Charter includes protection of the fundamental freedoms (e.g., 
religion, expression, peaceful assembly, association) and democratic rights (e.g., vote, 
representation), the right to live and seek employment anywhere in Canada, legal rights (life, liberty, 
and personal security), and equality rights.  Thus, individuals have competing rights, and businesses 
have the right to conduct their businesses.  These competing rights must be balanced according to the 
risk involved.  
 
Likewise, Recital 4 of the European General Data Protection Regulation (GDPR) states: 
 

The processing of personal data should be designed to serve mankind.  The right to the 
protection of personal data is not an absolute right; it must be considered in relation to its 
function in society and be balanced against other fundamental rights, in accordance with the 
principle of proportionality.  This Regulation respects all fundamental rights and observes the 
freedoms and principles recognized in the Charter as enshrined in the Treaties, in particular the 

https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2021/06/FAIR-and-OPEN-USE-Act-May-26-2021.pdf?time=1629939447
https://www.canada.ca/en/canadian-heritage/services/how-rights-protected/guide-canadian-charter-rights-freedoms.html
https://laws-lois.justice.gc.ca/eng/const/page-12.html#h-40
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679


 4 

respect for private and family life, home and communications, the protection of personal data, 
freedom of thought, conscience and religion, freedom of expression and information, freedom 
to conduct a business, the right to an effective remedy and to a fair trial, and cultural, religious 
and linguistic diversity.   
 

In establishing privacy as a fundamental right rather than a consumer interest as an underpinning for 
the law, it must be recognized that the right to privacy always is in a dynamic relationship with other 
fundamental rights.  Despite Recital 4, it is questionable whether the GDPR has been implemented in a 
manner consistent with this dynamic relationship.  People have many rights in existence when data are 
used.  It is a mistake to think in terms of a simple fulcrum.  On one side of the fulcrum, data users want 
to use data for their own purposes; on the other side of the fulcrum, individuals want to be free of 
processing.  People, while wanting to be free of observation, also want data used to enhance their rights 
to health, education, better jobs, new opportunities, and profit from their own efforts.  Furthermore, 
other people’s rights, not just those of the data subject, are impacted by the decision to process or not 
process data.  The IAF’s work in Canada, referenced above, has suggested that assessments begin with a 
listing of stakeholders and their respective interests.  This issue is further explored in the Comments the 
IAF submitted regarding the draft EU regulation on artificial intelligence.  So, the IAF suggests that the 
interests represented by the word privacy need to be articulated clearly and that any new privacy law 
should place the fundamental right to privacy in a dynamic relationship with the other fundamental 
rights instead of in a fulcrum.  These concepts should be captured in the preamble. 
 

• How should the concepts of personal information, and “sensitive” personal information, be 

defined in law? 

The IAF published a taxonomy of data, The Origins of Personal Data and its Implications for 

Governance, that identified four types of data based on their origin:  provided (direct actions taken by 

the individual), observed (what is seen and recorded), derived (acquired in a fairly mechanical fashion 

from other data and becomes a new data element pertaining to the person), and inferred (product of 

a probability-based analytic process).  Each of the four types of data can be further broken down: 

provided into initiated, transactional, and posted; observed into engaged, not anticipated and passive; 

derived into computational and notational; inferred into statistical and advanced analytical.  What this 

taxonomy of data points out is that the current definitions of personal information and “sensitive” 

personal information, which are based on use, are limiting.  More and more decisions about 

individuals are being made either solely or are being enabled by derived or inferred data.  

Understanding this taxonomy is important to the Safe use of automated decision-making section.   

Focusing on a narrower version of personal information is unlikely to achieve even a narrow focus on 

privacy protection. A greater focus on the use, where there is greater impact of data rather than the 

whitepaper’s emphasis on collection and sharing should be considered. 

 

• Do the “fair and appropriate purposes” proposed in this paper provide adequate and clear 

accountability standards for organizations and service providers? 

 
The question of accountability is raised also in the section on Data transparency for Ontarians.  
Accountability has become the key conceptual frame for fair data management.  The pathway to 
accountability began with the Global Accountability Dialog in 2009.  The IAF is the incorporation of that 
dialog that published The Essential Elements of Accountability.  The dialog defined accountability as data 

https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2021/08/Information-Accountability-Foundation-Comments.pdf?time=1629939447
file:///C:/Users/pcull/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/9EMU4GZ6/The%20Origins%20of%20Personal%20Data%20and%20its%20Implications%20for%20Governance
file:///C:/Users/pcull/AppData/Local/Microsoft/Windows/INetCache/Content.Outlook/9EMU4GZ6/The%20Origins%20of%20Personal%20Data%20and%20its%20Implications%20for%20Governance
https://www.ftc.gov/sites/default/files/documents/public_comments/privacy-roundtables-comment-project-no.p095416-544506-00059/544506-00059.pdf
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users being responsible for the fair management of data and answerable for that management.  
Elizabeth Denham, then Assistant Federal Privacy Commissioner for Canada, participated in that dialog.  
That dialog led to a process where the various privacy agencies in Canada began to look at the pillars for 
acceptable privacy practice in Canada.   
 
Historically Canadian privacy governance has been based on two pillars: (1) individual consent, and (2) 
accountability.  Consent provides individuals with the ability to control how data provided by them is 
processed and for what purposes.  Today it is understood that data actively provided by individuals is 
not how most data pertaining to people is created and used.  Since effective data governance other 
than provided coming from consent is of limited impact, the second pillar, accountability, becomes 
operative with respect to the other data types.  Accountability in Canada was defined by guidance 
issued jointly by the Information and Privacy Commissioners of British Columbia and Alberta and the 
Federal Privacy Commissioner of Canada, Getting Accountability Right with a Privacy Management 
Program.  This guidance suggests that to be accountable organizations must have a comprehensive 
privacy management program.  So, a privacy management program is essential to the legal, fair, and 
just processing of data that impacts people.  While consent provides some level of control, it is 
accountability that makes sure data is processed in an appropriate manner.  Comprehensive privacy 
management is referenced in the data transparency section.  However, it cannot be separated from 
the fair and appropriate purpose question because It is through the comprehensive program that the 
question of fair and appropriate is evaluated and judgements are recorded.   
 
The IAF also suggests that the section on fair and appropriate be more robust.  The IAF model 
legislation is based on the IAF Fair Processing Principles to Facilitate Privacy, Prosperity and Progress 
(Principles).  While developed to further the discussion about a U.S. privacy framework, the Principles 
are inspired, in part, by PIPEDA’s balance of individual rights and accountability by organizations that 
are the responsible stewards of fair data processing.  The Principles consist of the individual rights 
(transparency, access and redress, engagement and appropriate control, and beneficial purposes) and 
the elements of accountable data stewardship (assessed and mitigated impacts, secure data, context, 
seven legitimate uses, accuracy, onward responsibility, oversight, and remediation).  The 
organizational fair data processing approach is in addition to the individual consensual approach 
where consent is effective.  While the fair data processing approach is an individual rights based one, 
the requirements are on organizations who are accountable for fair processing increase.  To use data 
in an innovative manner, organizational accountability must move beyond basic privacy management 
programs to demonstrable accountability, i.e., organizations have accountability mechanisms that are 
easily verifiable and adequately implemented.  The IAF’s work on The Movement Towards 
Demonstrable Accountability - Why It Matters shows that this is the approach that leading companies, 
including Canadian companies such as TELUS, Symcor, and Sun Life, already are taking.  In the IAF’s 
view, the organizational fair data processing approach requires an impact assessment which is 
different from a privacy impact assessment because it takes a risk-based approach and assesses a 
broad range of rights and interests and mitigates adverse impacts or harms.   
 

This question asks “whether the fair and appropriate purposes” proposed provide adequate and clear 

accountability standards. The listing of factors to consider and the excluding of certain actions from an 

organization’s legitimate needs is part of accountability, but what the IAF is suggesting is more holistic 

and broader based.  To achieve the whitepaper’s goals, the organization should be the steward of the 

data pertaining to people that fuels the digital engine, and to use that data innovatively, the 

organization must conduct a risk assessment that includes the balancing suggested by the 

https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-compliance-help/pipeda-compliance-and-training-tools/gl_acc_201204/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/pipeda-compliance-help/pipeda-compliance-and-training-tools/gl_acc_201204/
https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2020/04/Fair-Processing-Principles-January-2019-1.pdf
https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2020/12/Demonstrable-Accountability-Report-FINAL-1.pdf
https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2020/12/Demonstrable-Accountability-Report-FINAL-1.pdf
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whitepaper’s Factors to Consider.  A risk-based approach means identifying benefits and adverse risks 

or harms to all stakeholders and mitigating those risks.  The whitepaper alludes to the benefits to 

organizations but does not discuss the benefits to individuals of organizations using data pertaining to 

people, and the whitepaper uses the term “harm” but does define what the term “harm” means.  In 

performing such an impact assessment, it is critical to identify what the risks or harms are that need 

to be mitigated.   The use of data pertaining to people, including the use enabled by ever more 

complex technology, increasingly is where individuals are impacted.  Therefore, stewards of fair data 

processing must be required to conduct impact assessments, and these assessments should be 

required to identify and mitigate the harms caused by use and its impact.   

 

Reliance on the concept of the “reasonable person” also does not provide adequate and clear 

accountability standards.  While flexibility and judgement are important, drafting a law that relies on 

subjective terminology such as “reasonable” is fraught with vagueness.  In contrast, the recent 

approach in most other parts of the world is the codification of specific requirements.  Examples of 

such laws are the amendments to the Singapore private sector privacy law pertaining to legitimate 

interests.   If the desire is to give the regulator more authority, then the legislation needs to be clear 

on what the requirements are for the organizations that are being regulated.               

 

• How far should the data rights of erasure and mobility extend?  Should they include all 

information an organization has about an individual, or only the information the individual 

provided? 

Data mobility is a competition or consumer protection issue and is not in any form or fashion a privacy 
issue.  It relates to people being able to leave one service and effectively move to another.    

Data erasure is a more complicated issue and depends on the context and nature of the relationship 
between an individual and an organization.  It is not a binary question. 

Safe use of automated decision-making 

The IAF is not responding to the specific questions in this section.  The IAF believes all processing that 
has a substantive impact on persons based on data that is linked to those individuals should be subject 
to the enhanced privacy management program discussed earlier.  It further believes that there should 
no secret decision-making systems, particularly where they are impactful on people.  However, it is 
concerned about the terms the whitepaper uses and how they are used. 

The Oxford Language Dictionaries defines surveillance as: 

 

Noun - close observation, especially of a suspected spy or criminal. 

 

The Oxford Language Dictionaries defines observation as: 

 

Noun – the action of process of observing something or someone carefully or in order to gain 
information. 

The world Canadians live in has become increasingly observational in the last twenty-five years.  This 
observation has driven massive amounts of observed data that in turn has driven advanced analytics.  
The output of that analytics is inferences – inferred data.  A less neutral term, used in the whitepaper, is 
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profile.  Another possible term is knowledge, with the process being knowledge creation.  Knowledge 
creation tends to have a positive connotation while profiling does not.   
 
Knowledge creation may take place for both acceptable and unacceptable purposes.  Typically, the 
creation of knowledge is less risky (not riskless) to people than using the knowledge, insights, or profiles 
to make decisions.  The Centre for Information Policy Leadership published “Big Data and Analytics:  
Seeking Foundations for Privacy Guidance” that suggested that big data analytics could be separated 
into knowledge discovery and knowledge application phases and that risk assessments are necessary in 
both phases.  That paper is the basis for the two phased approach to advanced analytics discussed in 
Advanced Data Analytics.  The IAF believes it would be useful for the Ministry to review those papers.   
 
Often when thinking about automated decision-making systems, the first thing that is thought of is 
digital advertising.  However, automated decisions go well beyond advertising.  Every time cars make a 
decision to apply their smart brakes an automated decision, based on the behavior of the driver, is 
applied.  Likewise, smart medical devices today are making automated decisions.   
 
Another undefined term is ADM that would “significantly affect the individual”.  Since the whitepaper 
prohibits the use of ADM that would “significantly affect the individual” except under certain specific 
circumstances, it is important to have a clear understanding of what this term means. For example, 
many beneficial security applications rely on ADM to deliver their objective. Care must be taken to avoid 
unintended consequences of prohibitions. 
 
The IAF believes that organizations should use assessments, conducted with objectivity and integrity, to 
understand the risk that processing data creates for others.  But further, the IAF believes assessments 
should measure the cost of bad decisions and lost opportunities that comes from underutilizing data.  
The IAF’s comments to the European Union on the proposed AI Regulation provide greater detail on this 
topic. 
 
Enhancing consent and other lawful uses of personal information 
 

• Does the sample list of “permitted categories” provide a sufficient set of authorities for the 
collection, use and disclosure of personal information?  Are there any categories missing?  Are 
there categories that are too permissive? 

 
The whitepaper recommends providing alternative authorities for processing data to reduce consent 
fatigue and so organizations cannot use uninformed individual consents as a means to exploit data 
pertaining to people.  The IAF agrees that there should be alternative authorities but believes that they 
are too limited.  The GDPR has six legal bases to process data.  The IAF model legislation for the United 
States has eleven legitimate uses.  For example, the final whitepaper section discusses Supporting 
Ontario Innovators.  The IAF believes the best means to support them would be to create alternative 
authorities for knowledge creation and scientific research, with appropriate protections.  The IAF has 
done so in its model legislation, The FAIR and OPEN USE Act.  In the list of permitted categories is 
“Research and development.”  The whitepaper proposes that an organization be able to “use an 
individual’s personal information for the organization’s internal research and development purposes, if 
the information is de-identified before it is used.”  Thus, this section attempts to allow for knowledge 
creation but fails to make the distinction between knowledge creation and knowledge application and 
fails to recognize that under a risk-based approach, different obligations and mitigations apply to these 
two phases of data analytics.  

https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2020/04/Big_Data_and_Analytics_February_2013-1.pdf
https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2020/04/Big_Data_and_Analytics_February_2013-1.pdf
https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2020/04/Advanced-Analytics-2019-004-1-1.pdf
https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2021/08/Information-Accountability-Foundation-Comments.pdf?time=1629727532
https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2021/06/FAIR-and-OPEN-USE-Act-May-26-2021.pdf?time=1629939447
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Data transparency for Ontarians 
 
The IAF believes the privacy community should explore all means to make informing more effective.  All 
means, including videos, to explain the risks and rewards linked to complex data uses should be 
explored.  The whitepaper argues that informing notices should be shorter and more complete at the 
same time.  Industry should explain very complex data uses but make sure that they are easy to 
understand.  Further, people should not have to invest huge amounts of time reading notices.  The IAF 
conducted a project in 2016, “Effective Data Protection Governance,”  that argued organizations should 
produce: (1) easy to read privacy notices for individuals, and (2) highly detailed notices, available to 
everyone but intended for regulators so accountability can be overseen.  The point is that informing 
notices can be approachable or complete but not at the same time.   
 
Another inconsistency in the whitepaper is its position on transparency of automated decision-making 
(ADM).  On the one hand, this section proposes requiring organizations to implement privacy 
management programs, i.e., to be accountable.  On the other hand, this section proposes requiring 
organizations to make available a general description of its ADM system. Transparency is a requirement 
of accountability.  Therefore, only requiring important disclosures to be available upon request is a non 
sequitur.   Likewise, the IAF believes privacy management programs are the cornerstone of an effective 
data policy management.   Privacy management is not just about transparency.  Privacy management 
should be a topic unto itself.   
 
Assessments are an absolute necessity for effective privacy management.  The assessment should be 
proportional to the risk associated with the processing.  However, assessments are not just about the 
mechanics of privacy; they also are about the fair and appropriate use of data. 
 
Finally, the IAF believes that transparency is a sound objective for any private sector privacy law.  
However, the examples that the whitepaper sites as improvement in requirements have not actually 
been very successful in doing so.   
   
A fair, proportionate and supportive regulatory regime 
 
Canadian privacy law has always been flexible, allowing organizations to imply consent where the use 
would be seen as consistent by reasonable individuals based on the type of data and relationship with 
individuals.  The IAF agrees that flexibility should be extended to data uses that are alternative 
authorities to consent.  Flexibility requires a very strong agency that conducts oversight as well as 
enforcement.  The Ontario Information and Privacy Commissioner has a long history in conducting 
oversight, particularly in the health area.  The whitepaper suggests new powers and guidance on how 
those powers should be used.  It also acknowledges that resources are necessary for the agency to be 
effective.  It would be useful to be explicit about the resources necessary for an agency to oversee very 
complex ecosystems.  The IAF model legislation has language that both increases the size of the agency 
to oversee fair processing and enhances compensation to attract and retain the most skilled regulators. 
 
Supporting Ontario innovators 
 
The IAF believes knowledge creation through data analysis is central to innovation in almost all sectors.  
The whitepaper’s consent section allows for the use of data for the purpose of de-identifying that data.  
Experience in other jurisdictions has shown the necessity for that provision.  This section places a great 

https://secureservercdn.net/192.169.221.188/b1f.827.myftpupload.com/wp-content/uploads/2020/04/Effective-Data-Protection-Governance.pdf
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deal of emphasis on de-identification.  The Ministry should be as interested in the quality of the data 
used for analysis as well as for security protections.   The matching of data to create the data sets used 
for analysis will often happen before the data is de-identified.  There are times where the original set 
will need to be used to add additional data elements. Pseudonymization is the term used and defined in 
the GDPR.  Pseudonymization requires separation between the pseudonymized file and the linking keys; 
however, it facilitates building out a research data set when the set needs to be enhanced.  In terms of 
supporting Ontario innovators, the concept of pseudonymization should be explored. 
 
IAF concluding remarks 
 
The IAF appreciates the opportunity to comment on the whitepaper.  The IAF has two concluding 
comments: 

• A fundamental rights system requires a recognition of all fundamental rights impacted by the 
processing of information.  Recital 4 of the GDPR should be replicated in some form in the 
preamble to a new private sector law in Ontario. 

• Supporting Ontario innovators requires a legal means for assuring knowledge creation.  Such a 
mechanism should describe appropriate safeguards or mandate that the Information and 
Privacy Commissioner do so and that the regulator has appropriate resources to conduct 
oversight.  Ontario has been a world leader in permitting the overseen reuse of data for health 
research, and similar leadership is possible for knowledge creation. 

 
Any questions relating to the IAF’s comments should be directed to Martin Abrams.  He may be reached 
at 972.955.5654 or mabrams@informationaccountability.org. 
 
 
 
 
 

mailto:mabrams@informationaccountability.org

