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“Don’t Let Your IP Cameras 

Get Hacked” 

1. “Default Passwords and Settings: Video surveillance 

cameras come out of the box with a factory-installed default 

username and password. Neglecting to change these can 

leave devices exposed to attackers who are well aware of 

the tendency to leave settings unchanged. The all-access 

username is generally admin and the default password is 

often just 123456. There are also Web sites where default 

passwords for most IP cameras — both consumer and 

commercial grade — are publicly listed. 

Changing passwords cannot usually be done during setup when it 

would be most convenient, but rather must be done after the fact. 

For a more secure system, change passwords as soon as possible. 

2. Firmware Updates: Many cameras will be vulnerable 

because of outdated firmware. Attackers have been 

successful at finding and exploiting bugs in camera software 

that allow them to bypass authentication and access the 

device. In many cases, the manufacturer had already 

identified and provided a patch, but the firmware hadn’t 

been updated. 

3. Network Segmentation:  
IP video cameras should not be open to the Internet or any 

other external networks, but they often are, making it easy 

for an attacker to find them. Networks should have internal 

perimeters that align with their functional areas, and reflect 

the data sensitivity and access requirements for those areas. 

Many breaches originate in one segment of the network, 

where attackers find entry easiest, and then propagate to 

other unrelated segments of the network as the attack 

progresses.” 

Article extracted from Campus Safety Magazine 

 

 

https://twitter.com/logicomedia
https://www.instagram.com/logicomsecurity/
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/march-2016/?preview=true
https://twitter.com/logicomedia
https://www.instagram.com/logicomsecurity/
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/march-2016/?preview=true
https://twitter.com/logicomedia
https://www.instagram.com/logicomsecurity/
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/march-2016/?preview=true
https://twitter.com/logicomedia
https://www.instagram.com/logicomsecurity/
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/march-2016/?preview=true
https://twitter.com/logicomedia
https://www.instagram.com/logicomsecurity/
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/march-2016/?preview=true
https://twitter.com/logicomedia
https://www.instagram.com/logicomsecurity/
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/march-2016/?preview=true
https://twitter.com/logicomedia
https://twitter.com/logicomedia
https://www.instagram.com/logicomsecurity/
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/march-2016/?preview=true
https://twitter.com/logicomedia
https://www.instagram.com/logicomsecurity/
https://www.instagram.com/logicomsecurity/
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/march-2016/?preview=true
https://twitter.com/logicomedia
https://www.instagram.com/logicomsecurity/
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/march-2016/?preview=true
https://twitter.com/logicomedia
https://www.instagram.com/logicomsecurity/
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/march-2016/?preview=true
https://twitter.com/logicomedia
https://www.instagram.com/logicomsecurity/
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/march-2016/?preview=true
http://logicomsecurity.com/march-2016/?preview=true
http://logicomsecurity.com/march-2016/?preview=true
https://twitter.com/logicomedia
https://www.instagram.com/logicomsecurity/
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/march-2016/?preview=true
https://twitter.com/logicomedia
https://www.instagram.com/logicomsecurity/
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/march-2016/?preview=true
https://twitter.com/logicomedia
https://www.instagram.com/logicomsecurity/
https://www.facebook.com/Logicom-Security-1565724307050982/?ref=hl
http://logicomsecurity.com/the-palace/
http://logicomsecurity.com/march-2016/?preview=true

